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1 REVIEW OF TRADITIONAL 
PE NETWORKS 


REVIEW OF LAN, MAN, WAN, INTRANET, INTERNET, AND 
INTERCONNECTIVITY DEVICES — BRIDGES, ROUTERS, ETC. 
a SS 


Q.1. Write short notes on the following — 
(i) Local area network (LAN) 
(ii) Metropolitan area network (MAN) 
(iii) Wide area network (WAN). 
(R.GP.V., Dec. 2009) 
Ans. (i) Local Area Network (LAN) — A Local Area Network (LAN) is 
usually privately owned and links the devices in a single office, building, or 
campus. Depending on the requirements of an organization and the type of 
technology used, a LAN can be as simple as two PCs and a printer in someone’s 
home office, or it can extend throughout a company and include voice, sound, 
and video peripherals. LANs are differentiated from other types of networks 
by three characteristics — 
(a) Their size (b) Their transmission technology 
(c) Their topology. 

: Size of the LANs is restricted. It means that the worst-case transmission 
time is bounded and known in advance. By knowing this bound, it becomes 
Possible to use certain types of designs which would not otherwise be possible. 
Italso simplifies network management. 

LANs often use a transmission technology which consists of a single 
cable to which all the machines are attached, like the telephone c ompany party 

nes once used in rural areas. Traditional LANs run at speed: of 10 to 100 


Mbps, have low delay (tens of microseconds), and make very few errors. 
in fin s broadcast LANs many topologies are possible. Two of them are shown 
Permitted e a bus topology, at any moment one machine is the master and is 
arbitrati transmit. All other machines are needed to refrain from sending. 
machines z n mechanism is required to resolve conflicts when two or more 
centralise nt to transmit simultaneously. Arbitration mechanism can be 
ized or distribute: d. 
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Computer 


Cable 
(a) Bus 


Fig. 


Computor 


(b) Ring 
1.1 Various Topologies 
Ring is the second type of bro; 


5 adcast system, In 
around on its own, not w. 


aiting for the rest of the 
Each bit circumnavigates the whole ring in the time it takes to transmit a f 
bits, often before the complete packet has even been transmitted PENERE 

Other type of LAN is built using point- 
connect a specific machine with another speci 
is really a miniature wide area network, 


a ring, each bit 


propagates 
packet to which it belongs 


to-point lines, Individual lines 
fic machine. This type of LAN 


A local area network is generally a private owned communications network 
within a confined geographical area. The range is usually within a few 
kilometers. (less than 10 km) — may be one office, one building or a group of 
buildings located closely such as a college campus. The transmission channels 


generally use coaxial or fibre optic cables and special interface units rather 
than telephone lines and modems. 


(ii) Metropolitan Area Network (MAN) — A Metropolitan Area 
Network (MAN) is basically a bigger version of a LAN and normally uses 
similar technology. It is designed to extend over an entire city. It may be a 
single network such as a cable television network or it may be a mea g 
connecting a number of LANS into a larger network so that resources jat 0 
shared LAN-to-LAN as well as device-to-device. A key aspect of a MA! : 18 
that there is a broadcast medium to which all the computers are ate 
to which the design is greatly simplified as compared to there kind ee Be 

A MAN can support both data and voice, and might even be awe slate 
local cable television distribution network. It might cover a Ca ae one oF 
offices or a city and might be either private or public. A MAN just hi 
two cables and does not contain switching elements. : is that a 

Main reason for even distinguishing MANs as a special eke being 
standard has been adopted for them, and this standard ube in number 
implemented. It is known as DQDB (Distributed Queue Dual Bus) hich all the 
as 802.6. DQDB has two unidirectional buses (cables) to wl 


-end, a 
: s a head-end, 
computers are connected, as shown in fig. 1.2. SEa a F destined for a 
device which initiates transmission activity. Traffic ffic to the le 


trai 
computer to the right of the sender uses the upper bus and 
uses the lower one. 
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Direction of Flow on Bus A = 


Bus A B- 


Computerm—=[ 1] 


Wead end 
} 
Bus B 


—— Direction of Flow on Bus B 


Fig. 1.2 Architecture of DQDB Metropolitan Area Network 


(iii) Wide Area Networks — Wide Area Network (WAN) provides long- 
distance transmission of data, voice, image and video information over large 
geographical areas that may comprise a country, a continent, or even the whole 
world. It has a collection of machines intended for running user programs. 
These machines are called hosts. Hosts are connected by a communication 
subnet or just subnet. The subnet carries messages from host-to-host. By 
separating the pure communication aspects of the network (subnet) from the 
application aspects (hosts), the complete network design is greatly simplified. 

There are two distinct components of the subnet is most wide area 
networks which are transmission lines and switching elements. Transmission 
lines move bits between machines. Switching elements are specialized computers 
which are used to connect two or more transmission lines. 

In most WANs, the network has numerous cables or telephone lines, each 
one connecting a pair-of routers. When two routers which do not share a cable 
nevertheless wish the communicate, they must perform this indirectly, via other 


routers. When a packet is transmitted from one router to another via one or 
more intermediate routers, the 


packet is received at each 
intermediate router in its 
entirety, stored there until the 
needed output line is free, and 
then forwarded. A subnet 
using this Principle is known 
aS a point-to-point, store-and- 


Sorward, or packet-switched 
subnet, 


Subnet 
Router 


LAN 
Fig. 1.3 Relation between Hosts and Subnet 


A WAN can be a public system such as the Public Switched Telephone 
Network (PSTN) or one of the various packet switched services provided by 
public telecommunication authorities WAN can also use most other types 
circuits including satellite networks, ISDN, ATM, Value Added Networks. 
The main distinguishing feature between a LAN and a WAN is that the LAN is 
under the complete control of the owner. 


the 
o 
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Q.2. Write the range of LAN, WAN and MAN, 


dns. The range of LAN, WAN, and MAN 


LAN - LANS (fF 
relatively sma 


nically operate at bit rates from 10 Mb 


1l geographical area like building, 
within a 


WAN — WANs typically operate at speeds of 1.5 Mbps to 2.4 € 


bps a 
00 to 1000 miles. ibps an 


cover a distance of | l 
MAN - MANS typically operate at bit rates from 1.5 Mb 


3 PS to 10) 
miles to a few hundred miles in length. Mbp 


and range from five 

0.3. What is intranet ? Give its advantages and disadva ntages, 

Ans, Intranet is the system in W hich multiple PCs re connected to eg 
other, PCs in intranet are not available to the world outside the intranet, Usual} 
each organization has its own intranet network and members/employe 
that organization can access the computers in their intranet, 

Each computer in intranet is also identified by an IP address which ; 
unique among the computers in that intranet. 


eS o 


Advantages of Intranet — Advantages of intranet are as follows — 
(i) Fast, easy, low-cost to implement 
(ii) Based on open standards 
(iii) Allows connectivity with other systems 
(iv) Access to internal and external information 
(v) Improves communication 
Disadvantages of Intranet — Disadvantages of intranet are as follows 
(i) Threat of sharing information and the loss of control 
(ii) Unauthorized access 
(iii) Limited bandwidth for the business 
(iv) Information overload lowers productivity 
(v) Hidden or unknown complexity and costs. 


Q.4. Write down the applications and features of intranet. 
Ans. Applications of Intranet — Important applications of intranet a1 
as follows — 
(i) Sharing the detail of company rules/policies & regulations 
(ii) Access employee database 
(iii) Access product & customer data 


> Sharing some common information 
V, 


home Page: 


I 


S 
(vi) Submission of reports 


(vii) Corporate telephone directories. 


PS to 100 Mbp, 


or censorshi| 


the neare; 


ifi 
) Intranet also use for launching personal or department-spe", 
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Features of Intranet ~ Important featur: 


of intranet are as follows 
(i) Intranet is fast and accurat 


(ii) Most website with lar, 


graphical image: 


and sound 
proc ess fast on intranet 


(iii) Your firewall protects it from external threat 
(iv) It is easy to monitor with your organization 


(v) Easy communication across the company from all 


(vi) Helps to share ideas and discussions 


Q.5. What is Internet ? Gi 


its advantages and disadvantages, 

Ans. Internet is a worldwide/global system of interconnected computer 
networks. It uses the standard Internet Protocol (TCP/IP). Every computer in 
Internet is identified by a unique IP address. IP address is a unique set of 
numbers (such as 110.22.33.114) which identifies a computer's location 

A special computer DNS (Domain Name Server) is used to pravide a 
‘name to the IP address so that the user can locate a computer by a name. For 
example, a DNS server will resolve a name https://www.shivanipublications.com 


to a particular IP address to uniquely identify the computer on which this 


website is hosted. Internet is accessible to every user all over the world. 
Advantages of Internet — 
(i) Using the Internet, you can participate in discussion groups, such 
as mailing lists and newsgroups. 
(ii) Allows you to send an e-mail message from every location 
(iii) The Internet is a network of computers at different locations 
around the world. 
(iv) Helps you to send or receive files between different computers. 
Disadvantages of Internet — 


(i) The search engines may display some fake news results. 

(ii) Working on the Internet is surely tiring. 

(iii) Itallows everybody to speak about everything without any limitations 
hip. That could be a bad influence on impressionable minds. 

(iv) The Internet makes us lazier — as for common things like search 

St restaurant or finding the best hotel, 

(v) Internet could replace face to face collaborations and make us 

Ose.the human touch, 
2.6. Give the applications and 
Ans, 

follow: 


features of Internet. 
Applications of Internet — 
Aa 


(i) Download programs and files 
(ii) To send and receive e-mails 


s Important applications of Internet are 


(ili) Voice and video conferencing 
(iv) E-commerce 
(v) File sharing 
(vi) Browsing various types of 
(vii) Search the web addres, 
and chatting. 


in formation 


Features of the Internet — Some important feature, 
as follows — 

(i) A global network which conn 

(ii) The Internet is decentralized 

(iii) Every computer over the Internet is independent 

(iv) There are various Ways to access the Internet, 
Q.7. Write down the differences between Ini 
Ans. Differences between Internet and intra: 


ects millions of Comput 
ters 


ternet and intranet, 
net are as follows — 


computers and is available to all. 
Internet contains a large number 
of Intranets. 

Number of Internet users are 
very high. 


Number of users is limited. 


of information. 


specific information. 
Anyone can access the Internet 


employees or admin who 
login details. 
Safe and secure network 


It is not as safe as compared to 
Intranet, 


It is a public network 


It is a private network. 


2.8. Write Short note on bridges. 


SES for acces 
S for access through the 
Scarch 


S Of the Inten 


et is a network of computer 
designed fora certain TOU of users 
Intranet can be accessed from the 
Internet with specific restrictions, 


| Internet contains various source | Intranet only contains group- 
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A bridge operates at the data link lay 


addresses of all stations connected to it When a Tam ries a idee the 
bridge not only regenerates the Signal but checks the address of the destination 
and forwards the new copy onl 


t ace 


; " Y to the segment to which the address belongs. 
“lij As a bridge encounters a packet, it read. the address contained in the frame 
and compares that address with a table of all the 


Stations on both segments, 
a When it finds a match, it discovers to which segment the station belongs and 
relays the packet only to that Segment. A bridge is shown in fig. 1.4 


Fig. 1.4 Bridge 
A bridge has filtering capability. It can check the destination address of a 
packet and decide if the packet should be forwarded or dropped. Ifthe packet 
A ible only by the organizati is to be forwarded, the decision must specify the interface. A bridge has a 
ccessible o 


ra table that maps addresses to interfaces, 


Q.9. What are the types of bridges ? Explain them. 
Ans. The types of bridges are as follows — 
| (i) Simple bridge (ii) Multiport bridge 
(iii) Transparent bridge (iv) Source routing bridge 
(v) Remote bridge. 


(Ù) Simple Bridge — Simple bridges are the most primitive and 


‘ai € p 
d 7 ion between i least expensive type of bridge. A simple bridge links two segments and contains 
Ans. A bridge is a device that provides interconnection b i p yp! gi p: g 


networks, liki 


i3 d the dat 
e LANS. Bridges operate in both the physical an 
layers, Asa pl 


o ives. AS 
a hysical layer device, it regenerates the signal it oat 
link layer device, the bridge can check the physical sare the bri 
destination contained in the packet. This property require large ° 
perform minimal amount of processing. Bridges can divide a eacl 
into smaller Segments. They use the logic to keep the traffic fa rks- 
Separate, They act as a relay of frames between similar netw° 
Mcrease the distance Coverage. 


(sour, 


hsi 
‘They als 


al? table that lists the addresses of all the stations included in each of them. A 
simple bridge can be used an operator must sit down and enter the addresses 
“a of every station, Whenever a new station is added, the table must be modified, 


Ifa station is removed, the newly invalid address must be deleted. The logic 
included in a simple bridge, therefore, is ofthe pass/no pass variety. Installation 
and maintenance of simple bridges are time consuming and potentially more 
trouble than the cost saving are worth. 
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more than two LANs. Multiport bridge is show nin fj can he Used Review of Traditional Networks 11 
ig. t 


N this fe. When station A sends its packet to station G, the bridge learns that packets 


reachable through the corresponding port, es of tcoming from A are coming from the upper 


and that station A must be 
itu located in the upper segment. Now, wheneve 


the bridge encounters packets 
addressed to A, it knows to relay them only to the upper segment 

With the first packet transmitted by each station, the bridge learns the 
segment associated with that station, Eventually it has a complete table of 
station addresses and their respective segment stored in its memory. 


(iv) Source Routing Bridge — A source routing bridge is used to 
network token ring LANs. In the source routing algorithm used in a bridged 
token ring network, the source is aware of the entire path to the destination. 
To the destination address, the source inserts in the packet the route that the 
packet should take. Thus, the intermediate nodes make no decision as to the 
path that the packet takes. This is the reason that the token ring bridge is called 
source routing bridge. The routing table can be stored on a server or in each 
source routing bridge. A source routing bridge network is shown in fig. 1.7. 


Fig. 1.5 Multiport Bridge 


(iii) Transparent Bridge — Transparent bridge is also called leami 
bridge. A transparent bridge builds its table of station addresses on its own 
it performs its bridge function, When the transparent bridge is first insala 
its table is empty. As it encounters each packet, it looks at both the destinate 
and the source addresses. It checks the destination to decide where tot 
the packet. If it does not yet recognize the destination address, it relays t 
packet to all of the stations on both segments. It uses the source ae 
build its table. As it reads the source address, it notes which side the r 
came from and associates that address with the segment to which it belon 
Transparent bridge is shown in fig. 1.6. 


Source 
Routing 
Bridge D 


Routing 
Bridge C 


Fig. 1.7 A Source Routing Bridge Network 
©) Remote The fi i 
configurata enale Bridge ~ The following fig. 1.8 shows a remote bridge 
» waere two bridges at remote location are linked via a WAN 
oatly uses routers, Using remote bridges and leased 
nication links, we can connect remote LANs 


architecture m 


dedic, 
edicated telecommun 


1.6 Transparent Bridge ls 
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Fig. 1.8 A Remote Bridge Ci ‘onfiguration 


Bridged networks use two network routing algorithm — a Spann 


1 5 a : i ing i 
algorithm for bridging Ethernet LANs and a source routing algorithm fe 
bridging token ring LANs. 


0.10. Write short note on routers. 

Ans. A router is a device capable of interconnectin, 
and WANs, i.e.. it can connect two or more networks th 
similar. A router is a combination of hardware and software. The hardwar 
consists of a network, server and a separate computer. The software consist 


of the operating system and the routing protocol. Routers Operate in the 
physical, data link, and network layers. 


8 a Variety of LAN 
at may or may not by 


Fig. 1.9 Routers Sa 
: ro! 
A router, as the name indicates, routes packets eae 
Routers relay packets among multiple interconnected ni 


rk 
the netwo 
om They rou 
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ckets from one network to any of a number of potential destination networks 
pakon cat. Fig. F59 shows a Possible internetwork of five networks, A 
on an Tet t from a station on one network to a station on a nei 
packet ieee first to the jointly held router, which switches it 
network gi network. If there is no one router connected to both 
destination z networks the sending router transfers the packet a 
and aA aA networks to the next router in the direction of 
its ane Ten router forwards the packet to the next router 
aeS m a until the destination is reached, 
and so On, 


ghbouring 
over to the 
the sending 
cross one of 
the ultimate 
on the path, 


ters use logical and physical addressing to connect two or more 
«eed a sarale networks: They doso By organizing the large network into 
togioally OPE segments. Hach subnetwork is given a logical address. This 
topical ne networks separate but they can access each other by exchanging 
keeps g 
dee whenever necessary. 


In short, routers make routing decisions based on the topology and 
in short, 


ditions of the network. Routers provide reliability, good performance and 
s " 
i networking range, in networks. 


Q.11. Give comparison between routers and bridges. 
Ans. Comparison between a router and a bridge is given below — 


Router Bridge 


Router operates at network layer ET operates at data link layer 
of OSI model. of OSI model. 


Difficult to setup and configure. Relatively easy to configure, 
Routers are relatively expansive. Bridges are relatively inexpansive. 
Router transmits the packets Bridge transmits the frame 
between different networks. between similar networks. 


Can route packets to reduce Filter packets faster than routers. 
network bottlenecks, 


Routers are good solution for 
joining remote network. 
Join two different networks, 


Router can accommodate 
multiple paths, 

Router 
addi 


Bridges are good for segment 
network, 
Extends the existing network, 


Bridge can accommodate 
single path. 


focuses on Protocol 


ress, Bridge focuses on MAC addres: 
Routers are ear 
Route in internetworking. Bridges are used in LANs. 
TS are both hardware 
“nd software d 


levice, 


Bridges are both hardware and 
software device, 
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[REVIEW OF TCP/IP PROTOCOL ARCHITECTURE — An 


| __IP ADDRESSING, IP DATAGRAM FORMAT ANT RARP,| 


| DELIVERY, ROUTING TABLE FORMAT, ICMp MESSAGE 
SUBNETTING, SUPERNETTING AND CIDR, DNES S 


j 


0.12. Write short note on TCP/IP. (R.GPV, Dec, 29 

Ans, The Transmission Control Protocol/Internet Protocol (TCP/IP) "7 

set of protocols that defines all transmission exchanges across the Int 
TCP is specifically designed to provide a reliable end-to-end b: 
an unreliable internetwork. An internetwork differs from 
because different parts may have widely different topolo; 
delays, packet sizes and other parameters. TCP is design 
adapt properties of the intemetwork and to be robust in 
kinds of failures. 

TCP is a connection-oriented protocol and IP is a connectionless datagram 
protocol in the transport layer. These services provided by TCP are richer 
than those provided by IP. The TCP provides full transport layer services to 
applications. A virtual circuit is established between sender and receiver before 
transmission. A TCP entity at one machine accepts user data streams from 
local processes, breaks them up into pieces and sends each piece as a separate 
IP datagram. When IP datagrams containing TCP data arrive at the destination 
machine, the TCP entity reconstructs the original byte streams. 

The IP layer gives no guarantee to deliver the datagram properly so it is 
up to the TCP to timeout and retransmit if necessary. Also TCP reassembles 
the byte streams into proper sequence. 

In short, TCP gives the reliability which the IP does not provide. Reliability 
means to handle flow control, error control and loss control. TCP was initially 
defined in RFC 793, 

Internet Protocol (IP) is the transmission mechanism used by the TCP/IP 
protocol. IP itself has four supporting protocols — ARP, RARP, ICMP and 
IGMP. IP is an unreliable and connectionless datagram protocol, a best effort 
delivery service. It provides no error control. When reliability is important, IP 
is coupled with a reliable protocol, TCP. IP transports data in packets called 

datagrams. IP is used when speed is more important than reliability. 


9.13. Describe the function of each layer of TCP/IP reference re 
(R-GP.V, Dec. 2009) 


Ans. The ARPANET was a research network sponsored by the DoD 
(U.S. Depa 


and gove; 


isa 
eret, 
yte stream Over 
a single network 
gies, bandwidths, 
ed to dynamically 
the face of many 


n ? ite and 
mment installations using leased telephone lines. When satellite 2° 


-versities 
rtment of | Defense). It eventually connected hundreds of i universiti | 
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radio networks were added later, the existing protocols h; 
g protocols 


with them, so a new reference architecture was n 
connect multiple networks together in 
design goals from the very beginning. hrti 
he TCPAP reference mode afer inte pee Inter bacamo igen 
The TCP/IP protocol suite was developed prior to 
Therefore, the layers in the TCP/IP protocol suite de 
in the OSI model. The original TCP/IP protocol suite 
was defined as having four layers ~ host-to-network, 
internet, transport and application. 

Besides the OSI model another model which is 
in practical use is the TCP/IP model which is five 
layer model as shown in fig. 1.10. Internet services 
generally support TCP/IP protocol. The functions of 
various layers are discussed below — 

(i) Physical Layer — It covers the physical interface between a data 
transmission device (e.g., workstation, computer) and a transmission medium 
or network, This layer is concerned with specifying the characteristics of the 
transmission medium, the nature of the signals, the data rate, and related matters. 

(ii) Network Access Layer —The network access layer is concemed 
with the exchange of data between an end system and the network to which it 
is attached. The sending computer must provide the network with the address 
of the destination computer, so that the network may route the data to the 
appropriate destination. The sending computer may wish to invoke certain 
services, such as priority that might be provided by the network, The specific 
software used at this layer depends on the type of network to be used-different 
standards have been developed for circuit-switching, packet-switching, local 
area networks and others, This protocol is not defined and varies from host- 
to-host and network-to-network. 


ad trouble interworking 
J ‘Thus, the ability to 
a seamless way was one of the major 


the OSI model, 
not exactly match those 


Application Layer 
Transport Layer 
Internet Layer 

Network Access Layer 


Fig. 1.10 The TCPAP 
Reference Model 


Internet Layer — All these requirements led to the choice of a 
packet-switching network based on a connectionless internetwork layer. This 
layer, known as internet layer, is the linchpin that holds the whole architecture 
together. The internet layer defines an official packet format and protocol called 
IP (Internet Protocol). The internet Protocol is used at this layer to provide the 
routing function across multiple networks. This protocol is implemented not 
only in the end systems but also in the routers. A router is a processor that 
Connects two networks and whose primary function is to relay data from one 
network to the other on its route from the source to the destination end system. 
on the ane Tr ‘ansport Layer — This layer is designed to permit peer entities 
transport | e and destination hosts to carry on a conversation, just as in the OSI 
Port layer. Two end-to-end transport protocols have been defined here. 
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6 Ss 


The first one PCP (Transmission Control Protocol) ig n re 
he tits 


Hable g 
sented protocol that allows a byte stream Originating 
ic 


ori On one 
felivered without error on any other machine in the Inte 
de 


Incoming byte stream mto discrete 
internet layer, TCP also handles flow control to make 
cannot swamp a slow receiver with more mes: 


MMeny 
each one 
sure 
than it ca 
The second protocol in this layer, UDP (User Datagram Protocol) j 
unreliable connectionle protocol for application that do not want rer 
sequencing or flow control and wish to provide their own, It ig also wit 
used for one-shot, client-server type request-reply queries and Applications i 
which, prompt delivery is more important than accurate delivery such m 
transmitting speech or video, 


N thy 


(v) Application Layer ~ On top of the transport | 
application layer. It contains all the higher-level protocols. The early ones 
included virtual terminal (TELNET), file transfer (FTP), and electronic mai 
(SMTP). The virtual terminal protocol allows a user on one machine to log 
onto a distant machine and work there. The file transfer protocol provides a 
way to move data efficiently from one machine to another, Electronic mail 
was originally just a kind of file transfer, but later a specialized protocol (SMTP) 
was developed for it, Many other protocols have been added to these over the 
years — the Domain Name System (DNS) for mapping host names onto their 
network addre NNTP, the protocol for moving USENET news articles 
around, and H 


layer is thy 


P, 
Q.14. What is ARP ? 
Ans. The ARP (addr 
layer. It is supported by TCP/IP. The ARP 
Physical address, On a typical physical network, such as a LAN, ¢ 


ona link is identified by a physical or station address usually imprin 
network interface card (NIC). 


i i rotocol in the network 
s resolution protocol) is a protocol in the: Meh 
associates an IP address with ® 
ach device 
ted on the 


Physical address have local jurisdiction and can be d 
example, ifthe NIC on a particular machine fails, the physical a and 
On the otherhand, the IP addresses have universal jurisdiction 


s when it 
changed. ARP is used to find the physical address of the node when 
address is known, 


s interne! 


ical al e 
x Ans. Anytime a host, or a router, needs to find the phys includes o 
another host on its network, it sends an ARP query packet tl th ve 
Sia and IP addresses of the sender and the IP adress eh a 
Since the sender doe. à of the re Auge 
Ís broadcast ove es not know the physical address 


rou! 
T the network (see fig. 1.11). Every host oF 
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network receives and processes the ARP query packet, but only the intended 
pient recognizes its IP address and sends buck an ARP response p 
‘The response packet contains the recipient's IP and physical addre 
packet is unicast directly to the inquirer using the physical addre 
the query packet, 

In fig. 1.11 (a), the lem on the left (A) has a 
delivered to another system (B) with IP address 141,23,56.23 
to pass the packet to its data link layer for the actual delivery, but it doe: 
the physical address of the recipient (i.e. system B), It uses the service 4 of 
ARP by asking the ARP protocol to send a broadcast ARP request packet to 
ask for the physical address of a system with an IP address of 141,23,56.23 


System A 


System A 


(b) ARP Reply is Unicast 
Fig, 1.11 ARP Operation 
This packet is received by every system on the physical network, but 
only system B will answer it, as shown in fig. 1.11 (b). System B sends an 
ARP reply packet that includes its physical address. Now, the system A can 
all the packet it has for this destination using the physical address obtained, 


i The ARP provides a mechanism that is both reasonably efficient and easy 
'0 maintain, 


send 


Q.16. List the various 
Ans. The Steps involv 
(i) The sender 


Steps involved is an ARP process. 
ed is an ARP process are as follows — 
knows the IP address of the target, 


se em, 
i Gi) IP asks ARP to or , 
sender sic; eg 
der Physical address, the senq Pe “ques 
target Physical address f anes th a 
-odres field is fil with N the targ my 
' arge iy 
R ii) The Message jg Passed k 
encaps i i ing the on 4 
a Psulated in a frame using the physical by rent gi 
address ¢ i a ta i 
SS and the Physical broadcast address ae e Sender tte 
; $ as the da Nes 
(iv) Each host or router rece; Ta satin N . 
i pace an uter receives the frame, Since th te 
i We Stnation address, all stations Temove the mee 
i i è MeSSape yi 
A machines except the one targeted drop the ack haa 
recognizes the IP address, ü Dit 


(v)The target machine 
its physical address. The mess; 


(vi) The sender rec 
physical address of the target 


replies with an ARP reply mess 


eee ge thal onan 
age is unicast, 


eives the reply message. Thus, it Anos i 
machine. 

(vii) Now, the IP datagram, which carries data for the target machi 
is encapsulated in a frame and is unicast to the destination, 


Q.17. Show how the address resolution protocol is used to dynanica 
map a logical address to a physical address, 


tt Fo 
Ans. A solution to the address ee en networks sh For example, 
the Ethernet has been found by the gaa 
permits new hosts or routers to be ad A oa 
code. Also, it does notneed maintenan: 
protocol is used to bind a 
of mappings. The ARP gives a 


tocols. Thissoh 
e network without ae ; 
ntralized database fo z 
avoids maintaining 


ically that 
s dynamically oth easy 


echanism that is b 


i! be used with 


nd efficient | of the logi 


) 
Packet. Two ty 
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0.18. Briefly describe oiii 


ARP message 
Ans. Fig, 1,13 shows the format of an ARP packet 


lardware Address 
(For example, 6 bytes 


for Ethernet) 
Sender Protocol Addres 
(For example, 4 bytes for 1P) 


Target Hardware Addres, 
(For example, 6 bytes for Ethernet) 


Hardware 


nder H; 


Target Protocol Address 
(For example, 4 bytes for IP) 


Fig. 1.13 ARP Packet 
The fields are discussed as follows — 

(Ù) HTYPE (Hardware Type) 
of the network on which ARP is runnin; 
integer based on its type. For example, 
be used on any physical network. 


(ii) PTYPE (Protocol Type) —Itis a 16-bit field defining the protocol. 
the value of this field for the IPv4 protocol is 080016. ARP can 
any higher-level protocol. 
(ii) HLEN (Hardware Length) 
the physical address in bytes. For e: 
(iv) PLEN (Protocol Length) 
ical address in bytes. For examp)! 
OPER (Operation) — 
Pes of packet are defi 


-= Itis a 16-bit field definin 
g. Each LAN has been as 
Ethernet is given the type 1 


g the type 
Signed an 
- ARP can 


= It is an 8-bit field defining the 
‘xample, for Ethernet the value is 6, 
~= Itis an 8-bit field defining the length 
le, for the IPy4 protocol the value is 4. 
It is a 16-bit field defining the type of 
ined — ARP request (1), ARP reply (2). 


length of 


defining Q? SHA (Sender Hardware Address) — it isa variable-length field 
field ne "e Physical address of the sender. For example, for Ethernet this 
eld is 6 bytes Jong, 
() the log fo SPA Sender Protocol Address) Iisa variable-length field defining 
tocol jis ao) Al address of the sender. For the IP protocol, this field is 4 bytes Jong, 
(a) jg, 1.12 The ARP POT. imple a sto defining (Ud THA (Target Hardware Address) — It is a variable-length field 
Fig. 1. Jution wit ARI hena P s i on ÎS 6 bytes ioe nysical address of the target, For example, for Ethernet this field 
ind dynamic res? E address I ond wig ieee Sender doeg ia yot an ARP request message, this field is all Os because the 
The idea bebna o to resolve gress Ip m a only Wpis tg (ix) Ad the physical address of the target, 
fig, 1.12. If host A host with all hos ay address jie the logica address C 8et Protocol Address) isa variable-length field defining 
wa "host A to ask ai is rec its phys bo send 9f the target, For the IPv4 protocol, this feld- 4 bytes long. 
y The req as addr 
address, Pp- d a resp’ 
and sen es 
IP address A and usi 


received by host 
directly to B- 


mobile Computing ( Vil-Sem.) 
ass & Mol ; 
go. Won” RARP (Reverse Address Resolution Pr 


d tocol) » 
a8, Whats Howa, 


? gp protocol is the part of network layer protocols, 5 

ty on RARP finds the logical (Internet) address fop} m gi it 
eal by TC AR ihe M 

te% = wg its physical addre 

hat only Knows TT assigned one or more logical (IP) addre 

‘h host or ro 


jependent of the physical address of the m: 
ndepe 


suppor 


SSCS, Wy 
achine, 
4 to know its own IP address or addresses to cre, 


Bac j 
A hoy 
are unique and i ' 


: A alea 
or must necd LIP address or addresses 1 : 
a router mist ip address of'a machine is usually read from its onl 
datagram, The IP addres : 
mje stored on a disk file i 
file stored on x diskless machine is usually booted from ROM, The a 

However, a diskless ial bosa from ROM. | 

a cturer. It cann pie 

oi the manufac ' 
installed by 


> assigned by the network administrator on a network, 
addresses he fen et its physical address by reading its NIC, Which ig 

Dal ee then use the physical address to get the logical addres, 
ea ens rotocol. A RARP request is created and broadcast on iy 
ung We T Ate machine on the local network that knows all the ii} 
sie ee will spond with a RARP reply. The requesting machine musty 
ae RARP client program, and the responding machine must be running 
running 2 


a RARP server program as shown in fig. 1.14. 


Your IP Address is : 
141.14.56.21 


(b) RARP Reply is Unicast 
Fig. 1.14 RARP Operation 
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In fig. 1.14 (a), the diskless host on th 


is booted. To get its IP 
address, it broadcasts a RARP request to all ms on the network. This 
packet is received by every host or router on the physical network, but only 
the RARP server on the right will answer it, as shown in fig. 1.14 (b), The 
server sends a RARP reply packet that includes the IP address of the requestor, 


Q.20. 


Ans. The format of RARP packet is exactly same as ARP pack 
the operation field is either 3 RARP request or 4 RARP reply. Fig. 1.15 
the RARP packet format. 


plain the RARP packet format. 


xcept 
shows 


Hardware Type Protocol Type 


Iware L 


th Protocol Length 


Operation Request 3, Reply 4 


Sender Hardware Address (For Example, 6 bytes for Ethernet) 


Sender Protocol Address (For Example, 4 bytes for IP) (It is not Filled for Request) 


Target Hardware Address (For Example, 6 bytes for Ethernet) (It is not Filled for Request) 


Target Protocol Address (For Example, 4 bytes for IP) (It is not Filled for Request) 


Fig. 1.15 RARP Packet Format 
Refer to Q.18, for the description of each field, 


0.21. Discuss the concept of IP addressing. 


Ans. Internet is a virtual structure, imagined by its de 
implemented entirely in software. Thus, the designers are free to choose packet 
formats and sizes, address delivery techniques and so on, nothing is dictated 
by hardware. For addresses, the designers of TCP/IP choose a scheme 
analogous to physical network addressing in which each host on the Internet 
is assigned a 32-bit integer address called its IP address. 


An IP address is a unique number which helps to identify each and every 
computer, node or any resource like the dial-in-modem on the Internet. It is 
called personally identifiable information that is automatically captured by 
another computer when any communication link is established over the Internet. 
IP address is important in terms of security through which unauthorized user 
can be traced. The IP address is divided 32-bit —| 
into 2 parts, The prefix of an IP address 
identifies a network and suffix part | Network 
identifies the Particular host on the given - 


network. This has created a two level 


addressing hierarchy as shown in fig. 1.16. 
The IP 


: addresses are ex; 
Texadecimal, 


Parts each 


Host Number 


Fig. 1.16 Two Level Address 
Hierarchy 
pressed in the form of Binary, Dotted decimal and 


In the dotted decimal notation the IP address is divided into four 
Separated by a dot, 140.30.46.2. 


p qm 
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less 


the four sections In the IP address reveals a part of t 
eat „d octet as each octet can be represented by bin 
ci as ; 
decimal number from 0-255. 


22 Wirel 
Eacl 
Each part IS call 
can represent à : 
jsing combination i ii 
Pa organized from left to right, where the extreme 
P a the largest network while the right hand octet deg 
octet describes 
actual network. 
0.22. Give the IP address or range of IP address which is reserved for 
i (i) Broadcasting (ii) Multicasting 
(iii) Unicasting (iv) Future use. 
Ans, (i) Broadcasting — IP reserves the entire range of addresses from 
255 0.0.0 through 255.255.255.255 for broadcast and this range should not 
be considered part of the normal class E range. 


Ne Adres, 
ary 8 bits ang 
ns ofthese octets, millions of addresses can be Bencrateg, 
5 ate 
lefi hang 
Cribes the 


(ii) Multicasting - Class D addresses are used for multicasting. 
The multicast addresses are in the range 224.0.0.0 through 239.255.255.255, 

(iii) Unicasting — The classes A, B, and C addresses were designed 
for unicasting. The class A addresses are in range 0.0.0.0 to 127.255.255.255. 
The class B addresses are in range 128.0.0.0 to 191.255.255.255. The class C 
addresses are in range 192.0.0.0 to 223.255.255.255. 

(iv) Future Use — The class E addresses were reserved for future 
use. It falls in the range 240.0.0.0 through 255.255.255.255. 


0.23. Give the advantages and disadvantages of IP address. 
Ans. Advantages of IP Address — 
(i) IP addresses are unique numbers, i.e., no two systems 
connected to the Intemet can have the same IP address. 


(ii) IP addresses are standardized and follow global ene 
All the networks that are given by Internet NIC under the authority of A fthel 
Numbers Authority (IANA) to the ISPs who allocate the host portion 0! 


directly 


ntions: 


real 
address to the machines that are connected to the network only. oe 
Internet hosts IP addresses, 
Disadvantages of IP Address — iti 
nee „© They are very difficult to remember and the possi 
tting an error is quite high. ons 
a + are running short of addresses as the network gr ®t i i$ 
i) 


F other 
Quite possible ic eeuter is transferred from one place t° Pave jen 
(ivy ee addresses will get modified thus causing ae resoure® 
on the Internet ha A8 Problem has arisen because the number ° 
"ve increased and so has the data flow. 
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0.24. How can we find th 
he subnet address from 
‘from given 
Ans. Given an IP addres ita 


we can find the yut 


we found the network addre 


We apply mask te 
in two ways 


straight or short-cut 

(i) Straight Method ~\n the straig 
for both the address and the mask and th 
the subnet address, 

Suppose, the destination address is 200.45.34.56 and the 
255.255.240.0. Now we want to find the subnetwork 
apply the AND operation on the address and the subnet 

Address — 11001000 00101101 00100010 0011 1000 

Subnet Mask —> 1001111 FALLIN 11110000 00000000 

Subnetwork Address —> 11001000 00101101 00100000 00000000 

The subnetwork address is 200.45.32.0 

(ii) Short-cut Method — If the subnet mask is contiguous, we can 
use a short-cut as we did previously to find the network address using the 
default mask. The three rules we use are — 

(a) If the byte in the mask is 255, copy the byte in the address 

(b) If the byte in the mask is 0, replace the byte in the address with 0. 

(c) If the byte in the mask is neither 255 nor 0, we right the 
mask and the address in binary and apply the AND operation. 


sul 
id 


Q.25. Discuss IP datagram format in detail. (R.GP.V., Dec. 2004, 2005) 

Ans. On a physical network the unit of transfer is a frame that contains 
a header and data, where the header gives information such as the source and 
destination addresses. The internet calls its basic transfer unit an Internet 
datagram, sometimes referred to as an IP datagram or a datagram. That is 
packets in the IP layer are called datagrams. 

A datagram is divided into header and data areas. Also, they contains the 
Source and destination addresses and a type field that identifies the contents of 
the datagram. A general form of a datagram is shown in fig. 1.17. 


Fig. 1.17 General Form of an IP Datagram 
= Fig. 1.18 shows the arrangement of fields in a datagram. The normal size of 
header is 20 to 60 bytes. The brief. description of each field is given below - 
( Version (VER) — This 4-bit field defines the version of the IP 
Otocol, Currently the version is 4, However, version 6 may replace version 
mae few years. This field tells the IP software running in the processing 
Chine that the datagram has the format of version 4. 


pri 
4 
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s — 20-0855230 bytes 


20-0 bytes | 


Fig. 1.18 IP Datagram Format 


Header Length — This 4-bit field defines the length of the header 
ı multipliers of four bytes. The four bits can represent a number between 0 
and 15, which when multiplied by 4, gives a maximum of 64 bytes. 

(iii) Differentiated Services (DS) — This 8-bit field, previously called 
service type, is now called differentiated services Fig. 1.19 shows both 
interpretations. 


D : Minimize Delay R : Maximize Reliability 
T : Maximize Throughput Minimize Cost 


-o Duna 


Precedence TOS bits 


Service Type 


Codepoint 


Differentiated Service 


Fig. 1.19 Service Type of Differentiated Services are call 

i (a) Service Type — In this field, the first 3 pie Pe usol 

Precedence bits and next 4 bits are called TOS bits and the last oe ott W 

i , 

in binary) (1) Precedence — It is an 3-bit subfield ranging ram duri 
POT in binary). It defines the priority of the datag 
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congestion, During cor estion, those datagrams h avving Ie est p 
discarded first rie Pray ake 
(2) TOS bits Itis u four bit uhfield with h bith 
special meaning, The bits and their interpretation are shown in table | ne 
Table 1.1 Types of Service 
| TOS Bins | Description 
0000 Normal (default) 
0001 Minimum cost 
| 0010 Maximum reliability 
9100 | Maximum throughput 


1000 Minimize delay 


In this field, the first 6 bits 
two bits are not used. The 


(b) Differentiated Services — 
make up the code points subfield and the last 
codepoint field is used in two different ways — 

(1) When three rightmost bits are 0's, t 
are interpreted the same as the precedence bits in the service type interpretation. 
(2) When 3 rightmost bits are all not O's, the 6 bits define 
64 services on the priority assignment by the Internet according to table 1.2, 


Table 1.2 Value of Codepoints 


he 3 leftmost bits 


Category | Codepoint Assigning Authority | 
1 XXXXX0 Internet 
2 XXXXI1 Local | 
3 XXXX01 | Temporary or experimental 


(iv) Total Length — This 16-bit field defines the total length (header 
plus data) of the IP datagram in bytes, This is a two-byte field and can define 
upto 65,535 bytes. 

Header length can be found by multiplying the value on the HLEN field by four. 
Length of data = Total length — Header length 

(v) Identification — This field is used in fragmentation. 

(vi) Fragmentation Offset — This is a 13 bit pointer that shows the 
offset of the data in the original datagram. 

(vii) Flags — The 3 bits in the flags field deal with fragmentation. 

(viii) Time-to-live — This field defines the number of hopes a datagram 
can travel before it is discarded. The source host, when it creates the datagram, 
Sets this field to an initial value, Then as the datagram travels through the Internet, 
router by router, each router decrements this value by 1. If this value becomes 
0 before the datagram reaches its final destination, the datagram is discarded. 
‘his prevents a datagram from back and forth forever between routers, ™* 


[p Address - 


more functionality to the IP datagram, 
. management and alignment 


hat is the purpose Of 


time-to-live field in IP datagram header? 
Or 


time-to-live value in an IP header ? 
(RGBV., June 2004, Dec. 2004, 2007) 
R TT jer specifies how long, in seconds, 
smeso-ive field in IP header specifies g, in seconds, 
ae wed to remain in the Internet system. The idea is simple 
cts a datagram to the Internet, it sets a 


pikes does a router do with the 


cram must decrement the time-to-" 4 
imagan from the Intemet when its time expires. 

Calculating the exact time is difficult because usually routers do not know 
the mansit time for the physical networks. There are some rules which are 
followed to simplify the processing and make it easy to handle datagrams 
without synchronizing the clocks. 

First, each router along the path from source to destination is required to 
decrement the time-to-live field by 1 when it processes the datagram header. 
To handle the case of overloaded routers which introduce long delays, each 
router records the local time when the datagram arrives and decrements the 


time-tolve by the number of seconds the datagram remained inside the router 
Waiting for service, 


Whenever this field reaches to zero, router discards the datagram anf 
sends an error mes: 


r è 
aaa travel around an internet forever, even if routing tables be°™ 
Toulers route datagrams in a circle. 


0.27, What is direct and 
Ans. If fin inati 
Pe al destination 


network p p 3 the deliv 
is known ag direct 


indirect delivery of IP packets ? è 
(host) of the packet is connected to the o 
erer then the delivery of the packet within * 
delivery (see fig. 1.20). 


ê 
sage back to the source. This process guarantees that the | 
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Host 


Network 


To the Rest 
of the Internet 


Fig. 1.20 Direct Delivery 

The sender can easily determine whether it is direct or indirect delivery 
by extracting the network address of the destination packet and match this 
address with the addresses of the networks to which it is connected. If it 
matches the delivery is direct otherwise it is indirect. 

If the destination host is not on the same network as the deliverer, the 
packet is delivered indirectly and delivery is known as indirect delivery. In indirect 
delivery packet goes from router to router until it reaches to final destination. 

It is noted that a delivery is always involves one direct delivery and other 


may or may not indirect deliveries. Also, the last delivery is always a direct 
delivery. See in fig. 1.21. 


Host (Source) 


Indirect Delivery 


Indirect Delivery 


Direct Delivery 


Host (Destination) 
Fig. 1.21 Indirect Delivery 
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P routing ? Explain. l 
system, routing refers to the 
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0.28, What is l 


ching Proce 
acket switching C88 of 
a packe e skets, and router refers te , 
Ans. In ER which to send pac kets, and router refers to a EOMPute 
choosing a path Routing occurs at several levels, For example, Within 
e a 


making the Cree ig is responsible for routing packets from the 1 
work itse 


WAN. the net 
r until they leave 


IME the 
This internal routing is completely self-contained inside 


„work. Machines on the outside cannot participate 
ae me) be netw ork as an entity that delivers packets, 
y Hs a finding the route (next hop) for a datagram is known ą 

The process of fining r IP routing. The information use, R 

r o or Internet routing or /P routing. i mation used to make 
ik eeri is known as /P routing information, Like routing within a 
PE saa tp soitiag chooses a path over which a datagram Should be 
single said ting within a single network, the IP routing algorithm must 
ab are seni a datagram across multiple physical networks, 
se iri i i Internet can be difficult, especially among computers that 
have multiple physical network connections. Ideally the routing software would 
examine network load, datagram length or the type of service specified in the 
datagram header when selecting the best path. Most Internet routing software 
is much less sophisticated, however, and selects routes based on fixed 
assumptions about shortest paths. 

An Internet is composed of multiple physical networks interconnected 
by computers called routers. Each 
router has direct connections to 
two or more networks. By contrast, 
a host computer usually connects 
directly to one physical network. It 
is also possible, we may have a 
multihomed host connected directly ‘ 
to multiple networks, Fig. 1.22 IP Routing 


Both host and routers Participate in routing an IP datagram to its ea: 
When an application Program on a host attempts to communicate, the TER 
protocols eventually generate one or more IP datagrams. The host must je 
ian routing decision when it chooses where to send the datagrams. a 
aaa that hosts must make routing decisions even if they have he 

Connections, The Primary purpose of routers is to make IP 10 


decisions, Hi t as 
. Howey i ; i an ac 
TOuter, er computer with multiple network connections © 


ente! 


in decisiong 
the wide 


they merel; 


Path to other 
Destinations 


Path to some 
Destinations 


2.29. Explai 5 h. 
‘plain the various IP routing techniques for the Interne! y 
Routi A 
mg means fi 
uter ty 


; f uire’ 
Touter inding the route for a datagram. Routing ead ‘4 
© a routing table. When a host has a packet 10 


ns, 
host ora 
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when a router has received a packet to be forwarded, it looks at this table to find 
the route to the final destination. Some of routing techniqu 

(i) Next-hop Routing — A technique which reduces the contents of 
a routing table is called next-hop routing. In this technique, the routing table 
holds only the address of the next hop instead of holding information about the 
complete route. The entries of a routing table must be consistent with each 
other. Fig. 1.23 shows how routing tables can be simplified using this technique. 


š are as follows 


Routing Table for Host A 


Routing Table for RI Routing Table for R2 


(a) Routing Tables Based on Route 


Routing Table for R2 
| Next Hop | 
ee | er 


(b) Routing Tables Based on Next Hop 


Routing Table for Host S B; 
st S Based 
on Host-specific Routing 


| Neston | 


Routing Table for Host S Based 
on Network-specifie Routing 


LN | 


RI 
Fig. 1.24 Network-specific Routing 
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(iii) Host-specific Routing — in 
address is given in the routing table, The 
opposite to the network-specific routing 
other advantages. Although 


this technique 
idea of hog 
- Here 
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sneri n. tinati, 
Specific rop 0 


h grams, both have IP routing t 
x Outin ^ datagrams, 
efficiene ting 


Routing Table 


ables, Whenever the IP 
à host or router needs to transmit a datagram. 


routing software in a 


is sacri 
n Sacrifice 


y it consults the routing table to 
ai for Host 4 decide where to send the datagram. 

it is not efficient to put the | Destinato Resa If'every routing table contained information about every possible destination 
host address in the routing Host B 


address, it would be impossible to keep the tab! 
table, there are occasions in 
which the administrator 
wants to have more control 
over routing. For example, in 
fig. 1.25 ifthe administrator 
wants all packets arriving 


for host B delivered to router 


les current. Furthermore, because 
the number of possible destinations is large, machines wou 


ld have insufficient 
space to store the information 


Conceptually, we would like to use the 


Principle of information hiding and 
allow machines to make routing decisions wit 


h minimal information. For example, 
we would like to isolate information about Specific hosts to the local environment 


in which they exist and arrange for machines that are far aw ay to route packets 
to them without knowing such details. Fortunately, the IP address scheme helps 
to achieve this goal. IP addresses are assigned to make all machines connected 
z x 7 to a given physical network share a common Prefix. Such an assignment makes 
R3 instead of R1, one single the test foriect delivery efficient. It also means that routin: 
entry in the routing table of Ñ contain network prefixes and not full IP addresses, 

host A can explicitly define 


the route. 


g tables only need to 


$ ng ™ 30. Write short note on ICMP. (RGR, Dec. 2004, June 2008) 
Fig. 1.25 Host-specific Routing 


4 Ans, The Internet Control Message Protocol allows ro 
(iv) Default Routing — Another technique to simplify routingis¢e® or control messages to other routers or hosts. ICMP provi 
ing. In fig. 1.26 host A is connected to a network with two routers. Rodbetween the Internet protocol software on one machine and 
routing. In fig. 1.2 


the Intemet protocol 
3 d te the packets to hosts connected to network N2. How software on another machine. Technically, ICMP is an error reporting 
RI is used to rou! z Therefore, instead of listit?!mechanism. It provides a way for routers that encounter an error to report the 
for the rest of the Internet, router R2 is used. A on pre entry cll eror to the original source, 

F : usi 7 j 2 n 
networks in the entire Tiemen host A can j The ICMP has been designed to compensate for the two deficiencies, the 
0.0.0). 

default (network address 0. 


lack of error control and lack of assistance mechanisms for host and 
Routing Table for Host A management queries, in IP protocol. It is 


a companion to the IP protocol. 

ICMP itself is a network layer protocol, However, its messages are not passed 
directly to the data link layer as 
would be expected, Instead, the 
Messages are first encapsulated 
inside IP datagram before going 
© the lower layer (see fig. 
1.27). The value ofthe protocol 
ae in the Ip datagram is 1 to 
Ndicai i 

jE = IP data is an Fig. 1.27 ICMP Encapsulation 


uters to send error 
ides communication 


Router 


ll ICMP Message: in wi i 

jt Ss be; vit! 
Fig. 1.26 Default Routing th data field. Aithoy een h an ei 

18- f rhe usual IPs tion 2 ite leSsage typ 

(v) Table Driven ME that stores P oss and © 
3 achi 
an Intemet routing table on each mac use bot 
m. Becal 


destinations and how to search the! a  ——‘“_S_ 


ight-byte header followed bya 
Although the general format of the header is different 
©, the first 4 bytes are common to all. As fig. 1.28 
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shows. the first field, ICMP type, defines the type of the 
field specifies the reason for the particular Message 
is the checksum field. The rest of the header is spe 


8 bits “+ 


Message 
r ~ MARE 
YE. The laste 


v late 
ethe for enel 
Š aeh 
Shis 8 bits ne 


Fig. 1.28 General Format of ICMP Messages 
The data field in error messages carries information for find 
packet that had the error. In query messages, the d: 
information based on the type of the query. 


ing the origin 
ata field carries ey 


Q.32. Describe the various ICMP message types. 
Ans. ICMP messages are divided into broad categories — error-report, 


messages and query messages as ICMP Messages 


shown in fig. 1.29. 


Fig. 1.29 ICMP Messages 


The error-reporting messages 
report problems that a router or a 
host (destination) may encounter 
when it processes IP packet. A aani 

The query messages, which occur in pairs, help.a sich a cai 
manager get specific information from a router or another oe arab 
nodes can discover their neighbours. Also, hosts can ERNE a wae 
routers on their network and routers can help a node redirec' 


Table 1.3,Jists the ICMP messages in each category. 
Table 1.3 ICMP Messages 


Error-reporting 3 Destination unreachal 
messages 4 Source quench 
11 Time exceeded 
12 Parameter problem 
5 Redirection ly 
Query 8or0 Echo request e reply 
Messages 13 or 14 Timestamp ve request g He) 
mas! este 
17 or 18 Ador solicitation or ady" 
10 or 9 ou! 


es and send i 
tansmission ( s a timestamp request pi 
Cre; 
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0.43. Explain some typical control m 


essages sent by ICMP è 
tns. About a dozen types of ICMP 


messages are defined, The 
aaa toman fynen ar ICI ed, The following 
list explair € typical control messages sent by ICMP. 2 
(i) Destination Unreachable As we know that [P annot guarant 
) Destination cannot guarantee 
delivery of a packet. The destination may not exist or it may be di h 
ay be down, the 
sender may have made a source c ie 


route request that cannot be carrie, 


t set may be too | 
a frame. In such cases the router detecting 


the original sender, 


d out ora 
acket with its do not fragment bi e k 
packet w gment bi arge to be encapsulated into 


he error sends on ICMP packet to 


(ii) Echo Request — ICMP uses this packet to determine whether a 
particular destination is reachable. For example, if A wants to know whether B 
is reachable it sends an echo request packet addres: d to B. If B receives the 
packet it responds by sending an echo reply packet back to A. The echo reply 
packet will return any data placed in the echo request packet, g 


(iii) Echo Reply — Sent in response to an echo request. 


(iv) Redirect — Suppose a host station sends a packet to a router and 
the router knows the packet could have been delivered faster via some other 
router. Router sends a redirect packet back to the host for future routing. It 
informs the host where the other router is and that it should send future packets 
with the same destination to it. This allows the host to update its routing tables 
dynamically and to take advantage of changing conditions in the network. The 
redirect packet is not used for router-to-router router updates because IP packets 
contain the source address of the most recent router that had it. 


©) Parameter Problem — Suppose an IP packet contains an error 
or an illegal value in one of its header fields. A router discovering the error 
sends a parameter problem packet back to the source. This packet contains 
the IP header in question and a pointer to the header field that is in error. 


(vi) Time Exceeded— A time exceeded packet is sent when the time- 


to-live field in an IP packet reaches 0 or when the reassemble timer expires. 


hosts th oe Sours ‘ce Quench — This message was formerly used to throttle 
it was ps Were sending too many packets, When a host received this message, 
occurs, hehe to slow down. It is rarely used because when congestion 
the Inten Se packets tend to add more fuel to the fire. Congestion control in 
net is now done largely in the transport layer. 

host to Pees) Timestamp Request and Reply - 


Timestamp packets allow a 
mate the tim, $i c 
Ost creat e required for a round trip 


between it and another host. 
acket containing the time of 
eiving host gets the packet it 
e original timestamp, the time 


origi i 
ates a times ginal timestamp). When the rec 


tamp reply packet that contains th 


>. _- 
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. sh the receiving host got the packet (receive timestamp) 
a D The differen, 
time require 
By calculating the difference between the receiy © and tr 


h the receiving host sends the time it arrived. 
ch the re £ : 4 
N | time and the original timestamp is th 
arriva É 


and they 
Ce bety 
fOr ther 


ime 


i und y 
ansmit timest 


ri 
an 
the other host took to respond ong P 
È e 
round trip time the 


timate the transit time for both the request 
estimate ‘ans 


h also can determine how lor 
host also ca 


is fr e it 
he request. By subtracting this from the 
the reg S . 


host 
Can a) 
and the reply, r 


(èx) Address Mask Request and Reply- By usinga few addition 
of the local ID part of an IP address subnet numbers May be 
d erent physical networks. For example, a class B site can Manage cj 
stall networks by using 3-bits from the local ID to Specify the 
heti ork. These bits together with the 16-bits IP address form the 
To extract a subnet number from an 1P address, an intern 
address mask and perform a bitwise logical AND operation between it ang the 
S l IP address. Next, do a bitwise logical AND between the mask and the Ip 
nian The result is the 19-bit subnet number, A host can send an address 
mask request packet to a router to determine the address mask for the network 
to which it is attached. The router can respond with the reply. 

(x) Information Request and Reply — These aie 
onginally designed to let a host determine its IP address when it starts up. 


i ssages have 
Other protocols typically do this now and these two control messagi 
become obsolete. 


Nal bity 


ii jnswet 
0.34. Explain the concept of subnet addressing, Illustrate your a 
with the help of an example. 


z networks 
Ans, In Subnetting, a network is divided into several male suppotl 
with each subnetwork (or subnet). All hosts are now He a network D 
Subnet addressing. Instead of considering an IP antennas and a host ID. 
and host ID, the host ID portion is divided into a subne s have too many 
This makes sense because class A and class B padres People lia 
bits allocated for the host ID-2?4-2 and 2!6-2, A expression" 
attach that many hosts to a single network, We paouraet id iti 
becuase host IDs of all zero bits or all one bits are ea the InterNIC Fe 
After obtaining an IP network ID of a certain qan or not, and imo 
UP to the local System administrator whether to subnet example, the m 
many bits to allocate to the subnet ID and host ID. For bits 
used in this text has a class B : 
network address (140.252) and 
ofthe remaining 16 bits, g are for Class B 
the subnet ID and 8 for the host 
ID. This is shown in fig. 1.30. 


pois 


16 bits 


ares 


a Class BA 


Fig. 1.30 Subnetting 


Veen ih, 
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with 25 


This division allows 254 ubnet S 
Many administrators 


use the natural g. h 


Mt boundary in the 16 bits of a 
class B host ID as the subnet boundary, This makes i asier to determine the 
subnet ID from a dotted-decimal numb, t but there is no requirens ee 
subnet boundary for a class A or class p address be on a hy boundary, 

Most examples of subnetting describe it using a class B address Subnetting 
is also allowed for a class € £ 


address, but the 
Subnetting is rarely shown with a 


class A addresses 

Subnetting hides the details of internal network 
routers. Using our example network, 
ID of 140.252. But there are More th 
distributed over those subnets. 
Internet, as shown in fig. 1.31 


re fewer bits to work with. 
s because there 


class A addre z are so few 


Organization to external 
all IP addresses have the class B network 


han 30 subnets and more than 400 hosts 
A single router Provides the connection to the 


37.0 


192.68.189.0 82.0 


R192 


81.0 


L 
Internet 44 


Fig. 131 Arr angement of Most of the noao.edu 140.252 Subnets 

In this figure we have labeled most of the routers as Ra where n is = 
nubnet number, We show the routers that connect these subnets, along ih 
she nine s stems from the figure on the inside front cover, The Ethernets are 
shown ag thicker lines and the point-to-point links as dashed lines. We do not 
cae all the hosts on the various subnets, For example, there are more than 
0 ho, 


Sts on the 140.252,3 Subnet and more than 100 on the 140.252.1 subnet. 
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yess & Mobil 
36 Wirel 


35. Describe the benefits of Subnetting, 
0.35, Des h J . 

ae ‘The benefits of subnetting are as follows 
se ) Smaller broadcast domains | 
i) Sma 


0.36. Explain subnet mask, 


Ans, Apart from the IP address, a host also Wants to kno 

te to be used for the host ID and how many bits are to be 
bas oD A subnet mask specifies this at bootstrap tin 
ae Salas having one bit for the network ID and g 
a 32-bit va r 


se 
Ne, This Masi 


7 1d subnet Ip and zept 
for the host ID. The formation of the subnet mask for two different o 
0) * K A 
of a class B address is shown in fig. 1.32. iin 
16 Bits 8 Bits ‘tig 
Class B Netid 
111440 Ait D000000 
Mask: 11111111 111 > 
Subnet a 
= 255.2552859 
16 Bits 10 Bits 6 Bits 


11111111 11 000000 
Subnet Mask: 11111111 11111111 0 
= 255.5525 
ij bnet 
Fig. 1.32 Example Subnet Masks for Two Different Class B Subne 
: Arrangements 
d for a8 bit subnet 


The top example shows a class B address pit 
and a 8 bit host ID. The lower example depicts class 
a 10-bit subnet ID and a 6-bit host ID. ; 
Also IP addresses are written in dotted-deci 
are often written in hexadecimal, especially if 
boundary, since the subnet mask is a bit mask. 


dress partitioned 


jonet i! 


ion, su 
mal notation, * notat 


the boundary 18 


i 

i crt! 

0.37. What is supernetting ? rÉ blocks ® pe 
i al rds, ®', 

Ans, An organization can combine eT aiid In other WO" iit 


larger range of addresses, known as superne! 
networks are combined to create a supernetwork. 
can apply for a set of class C blocks instead 
organization that needs 1000 addresses can be S 
The organization can then use these addresses in 
in fig. 1.33, 


l Vf 
kas 
ranie pereto 
ni 
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First Chass C 


Second Chass C 
H Address —=y 


{A Address ey 


To the Rest of 
the Internet 


i Fourth Class 


For Third Class C į 
"Address dress —= 


Fig. 1.33 A Supernetwork 

0.38. Discuss address assigning procedure of supernetting. 

Ans. When we assign a set of class C blocks to an organization, we have 
two choices. We can choose the blocks randomly or based on a set of rules. 
If we choose the blocks randomly, the routers outside of the organization treat 
each block separately, they think each block belongs to a different site. In this 


way, each router will have N entries in its routing table where N is the number 


of blocks. This strategy may increase the size of the Touting table tremendously. 


The other choice is to make a superblock out of the blocks so that each 
router has only one entry in the routing table. To do so, we need to follow a set 
of rules when we assign the blocks — 

(i) The number of blocks must be a power of 2. 
(ii) The blocks must be contiguous in the address space. 
(iii) The third byte of the first address in the superblock must be 


evenly divisible by the number of blocks. In other words, if the number of 
blocks is N, the third byte must be divisible by N. 


2.39. Explain Supernet mask. 


Ans. When an organization is granted one block of addresses (class A, B 
or C), the first addr 


ess in the block and the mask define the block (range of 
addresses). We alw; 


ays know this range of addresse: since the mask is always 
known (i.e, default mask), 


When an Organization divides its block into subnets, 


is Subblock and the subnet mask completely define the 
A nge Of addresses), In this case, however, the first 
© must have the subnet mask, 
rere Organization combines several blocks into a superblock, we 
addres, ai now the first address in the block and the supernet mask. The first 
lo 


owns ne cannot define the range, we require a supernet mask to find 
ny blocks are combined to make a superblock. 


the first address in 
subblock (i.e., the 
address alone is not enough, 


po _—s_-_ 
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tess & Mobil Fa subnet mask. A subne 
38 Wi pje the reverse of a subnet mask. A subnet masy fore 
ase the default mask for this class. A supernet mask for aed 
Chas more Is Tae default mask for this class ase 
Chas ess | than the difference between a subnet mask and a supe 
Fig. | 34 iat divides a block into eight subblocks has three in 
mask ARDIA mask. On the other hand, a supernet mask Iş than a 
Is enna into one superblock has three less 1s than the default mask, 
default cle 


Divide LN twork into 8 Sub: 
a OEE 


subnet Mask 


Supernetting J 


3 Less 
Is 


Combine 8 Networks into 1 Supernet 


Fig. 1.34 Comparison of Subnet, Default and Supernet Masks 


0.40. Describe some special cases of IP addresses of subnetting. 

Ans. There are seven special case IP addresses which are shown in table 
1.4. In this, 0, means a field of all zero bits, —1 means a field ofall one bits, and 
netid, hostid and subnetid means a field that is neither all zero bits nor all one 
bits. A blank subnet ID column means the address is not subnetted. 

The table 1.4 is divided into three sections. The first two entries are 
special case source addresses, the next one is the special loopback address, 
and the final four are the broadcast addresses. 


Table 1.4 Special Case IP Addresses 


a oe 
[Ne] suber 1D] Howtd TSoarce Destination ? 


Description 


re ions 
This host in this net (see restrict 
below) specified host on this 
(see restrictions below, 


Loopback address 
er forwardi 
netid 


jed) 
Limited broadcast (nevi 


Net directed broadcast to" A 
Subnet directed broadcast t0 n I mai 

0 
All subnets directed broadcast 


sult 


OK T 


yea! 
with a network ID of 0, can only Fi 
3 ization procedure when a host 1$ E { 
Xample, when the BOOTP protocol is being " 
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Q.41. Write short note on CIDR. 


Ans. Some solutions solve one problem but create a new one. The solution 
that was implemented and which gave the Internet a bit of extra breathing 


room is CIDR, The fundamental idea behind CIDR, which is described in 
RFC 1519, is to allocate the remaining IP addre: 


es in variable-sized blocks, 
without regard to the classes, When a site requires, say, 2000 addresses, it is 


given a block of 2048 addresses on a 2048-byte boundary 

Dropping the classes makes forwarding more complicated. In the old 
classful system, forwarding processed like this. If a packet arrived at a router, a 
copy of the IP address was shifted right 28 bits to provide a 4-bit class number. 
A 16-way branch then sorted packets into A,B,C, and D (if supported’, with 
eight of the conditions for class A, four of the cases for class B, two of the 
conditions for class C, and one each for D and E. Then, the code for each class 
masked off the 8-, 16-, or 24-bit network number and right aligned it in a 32-bit 
word. The network number was then looked up in the A, B, or C table, generally 
by indexing for A and B networks and hashing for C networks. Once the entry 
was found, the out-going line could be looked up and the packet forwarded. 


0.42. What is DNS ? 


Ans. The DNS is a distributed database. It is used by TCP/IP applications 
to map between hostnames and IP addresses and tool provide electronic mail 
routing information. We use the term distributed because no single site on the 
Internet knows all the information. Each site maintains its own database of 
information and runs a server program that other system across the Internet 


(clients) can query. The DNS provides the protocols that allow client and 
server to communicate with each other. 


Q.43. Explain message format of DNS. 


Ans. DNS has two types of messages namely, Query and response. Both 
types have the same format. The Query message consists of a header and the 


question records, whereas, the response message consists of a header, 
records, answer records, autho! 
in fig. 1.35, 


question 
ritative records and additional records as shown 


(a) Query 


Additional Section 


: (b) Response 
Fig. 1.35 Query and Responsé Messages 
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(i) Header — Both query and response 
header format with some fields set to zero for 
is 12 bytes and its format is shown in fig. 


Number of Question Records 


Number of Authoritative Records 
{AIl 0s in query message) 


Messap, 
es 
the que 


> Ray 
1.36,” ME86agos 


Ve the 
. The ig R 


Number of 4 
nsw 
(AN Os in query 


Records 


er 
Message) 


Number of Adain, 
ona 
{AN 0s in query meer 


Fig. 1.36 Header Format 
The header fields are as follows — 

(a) Identification — This is a 1 
match the response with the query. The clie 
number each time it sends a query. The 
corresponding response. 

(b) Flags — 
shown in fig. 1.37. 


6-bit field used by the Clie 
nt uses a different ide a 


Bs nti fic 
Server duplicates this number ini 


This is a 16-bit field Consisting of the subfield 


OpCode 


Code 


Fig. 1.37 Flags Field 
A brief description of each flag subfield is as follows — 


(1) QR (Query/Response) — This is a 1-bit subfield that 
defines the type of message. If it is 0, the message is a query. If it is 1, te 
message is response. 

(2) OpCode — This is a 4-bit subfield that defines eh 
of query or response (0 if standard, | if inverse and 2 if a server status A y 

Pan it jelt. 

(3) AA (Authoritative Answer) — This isa torisi 
When it is set (value of 1) it means that the name server is an au! 
Server. It is used only in a response message. 5 Id 
(4) TC (Truncated) — This is a 1-bit miea 
set (value of 1), it means that the response was more pats 
truncated to $12. It is used when DNS uses the ernie or 1-bit subfield 
(5) RD (Recursion Desired) — This wa " 
ue of 1) it means the client desires a T 
essage and repeated in the response ae a 1-bit ” table 
(6) RA (Recursion Available) agms pse is vt 
the response, it means that a recursive resp® 
the response message. 

(7) Reserved — This is a 3-bit subfield 


When its 
bytes # 


f 
ry. answel 
When it is Set (val My 


St in the query my 


When it is set in 
Kt is set only į 

m j 

y set to 000 
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(8) rCode— This is a 4, 
error in the response. Of course, g 


bit Field that shows the st 
judgement. Table 1.5 shows the 


nly an authoritative 
Possible values for this 


Table 1.5 Values of rCode 


tatus of the 
can make such a 


Value Meaning ‘| 

0 No error 

1 Format error 

2 Problem at name server 

3 Domain reference problem 

4 Query type not supported 

5 Administratively prohibited 
6-15 Reserved 


(c) Number of Question Records — 
containing the number of queries in the question secti 

(d) Number of Answer Records — 
containing the number of answer records in the answer 
message. Its value is zero in the query message. 

(e) Number of Authoritative Records — This is a 16-bit field 
containing the number of authoritative records in the authoritativ 
Tesponse message. Its value is zero in the query message. 

() Number of Additional Records — This is a 16-bit field 
containing the number of additional records in the additional section of a 
response message. Its value is zero in the query message. 


This is a 1 
ion of the message. 

This is a 16-bit field 
Section of the response 


© section ofa 


(ii) Question Section — This is a section consisting of one or more 
question records. It is present on both query and response messages. 

(iii) Answer Section — This is a section consisting of one or more 
resource records. It is present only on response messages. This section includes 
the answer from the server to the client (resolver), 

(iv) Authoritative Section — This is a section consisting of one or 
more resource records. It is present only on response messages. This section 
gives information (domain name) about one or more authoritative servers for 
the query, 

(Y) Additional Information Section — This is a section consisting 
of one or more resource records. It is present only on response messages. 
This section rovides additional information that may help the resolver. 

pi 


0.44. Discuss about the domain name space. 

Ans. A domain name Space was designed to have a hierarchical name 
Space. In this design the names are defined in an inverted-tree structure with 
the root at the top. The tree can have only 128 levels ranging from level 0 
(root) to level 127, 


mputing (Vil-Sem.) 


Col 
4 Mobile 
y wireless 


eee org 


Fig. 1.38 Domain Name Space 
as a label, which a string with a maximi 
a special case contain null string, D 
different labels, which guarante 


Each node in the tree h 
characters. The root label is 
that children of a node have 

c ain names. 
of ue in the tree has a domain name. A full domain namie T. 
of labels separated by dots (.). The domain names are aea a w 
node up to the root. The last label is the label of the root i.e., a null, It means that 
iat ooa a aena A label, which means the last character iş 
a dot because the null string is nothing. Fig. 1.39 shows some domain names, 

Root 


Z 


y= Domain Name 


[Minedu] Domain Name 
® N [ieda edu] Domain Name 
ate 
challenger 


t Domain 
challenger.ate.thda.edu.] Nome 


r Fig. 1.39 Domain Names and Labels j 

a label is terminated by a null string, it is known as a fully qua 

riper. (FQDN), A FQDN is a domain name that contains the nl 

Unique! ‘a Paane all labels, from the most specific to most gene at 
Pid ‘nes the name of the host. For instance, the domain or all 
installed at thdaedu, is the FQDN of a computer named challenge e. 
at the Advanced Technology Center (ATC) at De Anza cals 


ONS server can on} 
mal p 
Ma abel ae tch an FQDN to an address. ie 


k : á 

minated by a null string, it is called a partially 4"" je 
ime (P String, it is calle ach! 
a APQDN begins from a node but it does not sit 
^ the name to be resolved belongs to the same S 


um of 63 
NS requires 
s the Uniqueness 


ified 
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client, Here the resolver can supply the missing part, called the suffix, to 
create an FQDN. For instance, if a user at the thda.edu, site wants to get the 
IP address of the challenger computer, he or she can define the partial name 
challenger. The DNS client adds the suffix atc fhda.edu. before passing the 
address to the DNS server, 


A subtree of domain name Space is called domain. The name of the 
domain is the domain name of the node at the top of the subtree, 


0.45. Discuss DNS in the Internet, 


Ans. The domain name space (tree) is divided in three different sections 
in the Internet 


(i) Generic Domains — The generic domains define registered hosts 
according to their generic behaviour. Each node in the tree defines a domain, 
which is an index to the domain name space database, as shown in fig. 1.41 


Inverse 
Domain 


Fig. 1.40 DNS-used in the Internet 
Root Level 


Index to Addresses 


Generic Domains 


Fig. 1.41 Generic Domains 
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so, we see that the first level in the p 


je three-character labels, These | 


zencrie q 


: on 
labels dege, ily i 
deser l (iii) Inverse Domains ~The inverse domain is used to map an address 
Stole i 
St-level hy to a name. This may happen, for example, when a server has received a 
\ 


Label 


com 
edu 
gov 
int 
mil 
net 


org 


Government institutions 
International organizations 
Military groups 

Network support centers 
Nonprofit organizations 


Table 1.7 New Generic Domain Labels 


Description 


coop 
info 
museum 
name 
pro 


Airli 


Businesses or firms (similar to “com”) 


ines and aerospace companies 


Cooperative business organizations 
Information service providers 


Museums and other non-profit organizations| 


Personal names (individuals) 


Professional individual organizations 


(ii) Country Domains — The country domains section follows the same 
format as the generic domains but Root Level 
uses two-character country abbre- 
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request from a client to do a task, Whi 


the server has a file that contains 
a list of authorized clients, the 


ver lists only the IP address of the 
determine if the client is on the authorized list, it can ask its resol 


query to the DNS server and ask for a mapping of address to name. 


lient. To 


to senda 


This type of query is called an inverse or pointer (PTR) query. To handle 
a pointer query, the inverse domain is added to the domain name space with 
the first-level node called arpa (for historical reasons). The second level is 
also one single node named in-addr (for inverse address). The 
domain defines IP addresses. 

The servers that handle the 
inverse domain are also hierar- 
chical, It means the netid part of 
the address should be at a higher 
level than the subnetid part and the 
subnetid part higher than the hostid 
part. In this way, a server serving 
the whole site is at a higher level 
than the servers serving each 
subnet. This configuration makes 
the domain look inverted when 
compared to a generic or country 
domain. To follow the convention 
of reading the domain labels from 
the bottom to the top, an IP address 
such as 132.34.45.121 is read as 
121.45.34.132.in-addr.arpa, as 


est of the 


Root Level 


121.45.34.132.in-addr.arpa. 


Index to Names 


viations (e.g, us for United States) 
in place of the three-character 
organizational abbreviations at the 


shown in fig. 1.43. Fig. 1.43 Inverse Domain 
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NAT — PRIVATE ADDRESSING AND NAT, SNAT, DNAT, NAT 
AND FIREWALLS 
Sn pee ee M E 

2.46. What do you mean by network address translation (NAT) ? 

Ans, To access the Internet, one public IP address is needed but we can 
use a private IP address in our private network. The idea of NAT is to allow 
multiple devices to access the Internet through a single public address. To 
achieve this, the translation of private IP address to a public IP address is 
say Network address translation (NAT) is a process in which one or 
Me re local IP address is translated into one or more Global IP address and vice 

"Sa in order to provide Internet access to the local hosts. Also, it does the 


>, 


——_—_— 
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translation of 


NAT generally opera 
erally, the bord 
face in loc 


Ge 
has one interf 
(outside) netw 


then NAT converts that 
When a packet enters t 
converted to a local (privat s - l 

If NAT run out of addresses i.e., no address is left in the pool confi 
then the packets will be dropped and an Internet control message pr 
(ICMP) host unreachable packet to the destination is sent. 


er, in the pac’ 
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pers i.e. masks the port number of the host With 
ket that will be routed to the destination, Tt the: 
z entries of IP address and port number in the NAT Cy 
si tes on router or firewall. table, 


port num! 


jer router is configured for NAT i.e., the router 
al (inside) netw ork and one interface jy th 
ork. When a packet traverse outside the local (inside) Netw, 
local (private) IP address to a global (public) rp addres’ 
the local network, the global (public) 1p addres, 
te) IP address. > 


Which 
© globaj 


gured 
otocol 


Q47. Write down the advantages and disadvantages of NAT. 
Ans. Advantages of NAT — Advantages of NAT are given below — 
(i) NAT conserves legally registered IP addresses, 
(ii) Itprovides privacy as the device IP address, sending and receiving 


the traffic, will 


be hidden. 


(iti) Eliminates address renumbering when a network evolves. 
Disadvantages of NAT — Disadvantages of NAT are given below — 

(i) Translation results in switching path delays. 

®© Certain applications will not function while NAT is enabled. 

(iii) Complicates tunneling protocols such as IPsec. 


with port 


Ans. There 


Intemet access and 
GÙ) Dynamic 
NAT- in thi ; 
anslated into a repi in this f si 
Ifthe jp diea raed (pubi type of NAT, an unregistered IP addres: 
* fixed Number H l 


0; 
Address Trans 


r any local 
re ( 
Ip Address Pa 


yee router being a network layer device, should not tamper 
"S (transport layer) but it has to do so because of NAT. 
Q48. Discuss the way, 


S to configure the network address translation. 
are three 


10 organizat; 


tions as ther a +i nel 
to provide Į e are many devices who will n 


nternet access, the public IP address is needed: 


Ha fae IP address from a pool of public IP address: 
f private [P ane? the packet will be dropped as an only 
SS can be translated to public addresses. 
lation (PAT) — This is also known as NAT 
4 Vate) IP addresses can be translated 104 

Numbers are used to distinguish the traff? 
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ie., which traffic belongs to which IP address. This is most frequently used 
as it is cost-effective as thousands of users can be connected to the Internet 
by using only one real global (public) [P address. 
0.49, Define the following terms 
(i) NAT inside and outside addresses 
(ii) Inside local address (iii) Inside global address 
(iv) Outside local address (v) Outside global address. 


Ans. (i) NAT Inside and Outside Addresses — Inside refers to the addresses 
which must be translated. Outside refers to the addresses which are not in 
control of an organization. These are the network addresses in which the 
translation of the addresses will be done. 


(ii) Inside Local Address — An IP address that is assigned to a host 
on the inside (local) network. The address is probably nota IP address assigned 
by the service provider i.e., these are private IP address. This is the inside host 
seen from the inside network. 


(iii) Inside Global Address — IP address that represents one or more 
inside local IP addresses to the outside world. This is the inside host as seen 
from the outside network. 


(iv) Outside Local Address — This is the actual IP address of the 
destination host in the local network after translation. 


(v) Outside Global Address — This is the outside host as seen form 
the outside network. It is the IP address of the outside destination host before 
translation. 


9.50. What is firewall ? Explain the design principle of firewall. 
(R.GP.V., June 2011, Dec. 2013, 2016) 


Or 

List three design goals of a firewall. (R.GP.V., Dec. 2010) 
Or 

Write and explain firewall design principles, (R.GP.V., Dec. 2017) 
Or 


Write short note on firewall design principle.  (R.GP.V., Nov. 2018) 


it a A firewall defines a single choke point that keeps unauthorized users 
elisha ot Raed network, prohibits potentially vulnerable services from 
ste leaving the network, and provides protection from various kinds 

Spoofing and routing attacks. The use of a single choke point simplifies 


securi . pape 
urity management because security capabilities are consolidated ona single 
'ystem or set of systems, 


mo  _— 


obite computing (VI-Sem.) 
& 


77 wireless 


Following traffic from inside to outside, and vice versa 
0 aval. This is achieved by physical blocking all ac 

tous We except via the firewall. 

Jocal ne! 


the design goals or design principles of firewal] 
gare z a 
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Must (ii) The firewall cannot protect against the transfer of virus-infected 
Cess to il M rograms or files. Because of the variety of operating systems and applications 
*upported inside the perimeter, it would be impractical and perhaps impossible 
Fc will be allowe : uppor s : practical and perhaps impos 
i) Only authorized traffic will á lowed to pass, Various typeg 0" the firewall to scan all incoming files, e-mail, and messages for viruses. 
i used, which implement various types of Security Polici Pes of 
Is in The firewall itself is immune to penetration, 
(iii 


This in 

: Sim eg 
usted system with a secure operating system, Plies thaj 
a trusted sys 


firewall 


(iii) The firewall cannot protect against attacks that bypass the 
jrewall. Internal systems may have dial-out capability to connect to an ISP. 


\n internal LAN may support a modem pool that provides dial-in capability for 
; avelling employees and telecommuters, 
P vall techniques. ravelling emp! 
Jain the firewall 
0.51, Exp! 


use of 


Ans, The four general techniques, that are used by firewa 
Ans. = 


i 0.53. What is firewall design principle ? How it work against attacks 
3 : S to c 

s and enforce the site’s security policy, are as follows — Onttolind threats. 
acces 


(R.GP.V., Dec, 2012) 

A s. Fi ll Design Principle — Refer th s. of Q.50. 

i) Service Control — Determines the types of Internet sery; Ans: eee 7 x i 3 TEE ANPES 

í inbound or outbound. The firewall mz Sevic Working of Firewall Against Attacks and Threats — A firewall can 
be accessed, inbound or ou! $ may filter traffi wai x x 

that can d TCP port number. It may provide Ic Mork in different manner to protect the network such as a filtering device, a 

the basis of IP address an I ket Proxy software order sentry, a gateway and a traffic control device. 

that receives and interprets each service request before passing it on, It may) 

also host the server software itself, such as a Web or mail service 


Being a filtering device, it allows what you want on your network and 
. er Pee k yrohibits what you do not. Filtering relies on filtering rules. Each rule has a 
(ii) Direction Control— Determines the direction in which Particular 


yattern of concern and a response the firewall will make if an incoming element 

service requests may be initiated and allowed to flow through the firewall, natches the pattern. Firewalls follow a philosophy of security known as deny 
(iii) User Control — Controls access to a service according to whichoy default, allow by exception. Firewall filtering compares each packet received 

user is attempting to access it. This feature is typically applied to users inside 0 a set of exception rules. These rules state that content in the packet is either. 


the firewall perimeter (local users). It may also be applied to incoming traffio!f the packet matches a deny rule, then the packet is dropped. If the packet 
from external users. The latter requires some form of secure authentication: 


inatches an allow rule, it continues on to its destination. If a packet fails to 
technology, such as is provided in IPSec. h 


atch any rule then the firewall drops the packet by default. 
(iv) Behaviour Control — Controls how particular services are used, 


Network security administrators use the term firewall to refer to a device 
For example, the firewall may filter e-mail to eliminate spam, or it may enable hat allows some traffic but denies other traffic. In network security, firewalls 


external access to only a portion of the information on a local Web server. {OWS traffic through that s considered safe — or at least authorizes traffic 
ithout the entire firewall failing. 
0.52. List various advantages and disadvantages of firewalls. 


A gateway is an extrance or exit point to access a controlled space. 
Ans, The following capabilities are within the scope of a firewall - 
(i) 


Gateways are important because high levels of traffic pass through a gateway. 
a A firewall provides a location for monitoring security-related hus, Positioning a firewall at a network gateway is an aspect of secure design. 
ents, Audits and alarms can be implemented on the firewall system. | A firewall stands as a sentry against all attacks and attempts at system 
(ii) A firewall can serve as the platform for IPSec. Using the tunnel :ompromise. A firewall protects the network against the substantial asset damage 
mode capability, the firewall can be used to implement virtual private networks |hat external attacks can cause. 
a j jons 
hatare Ë) A firewall is a convenient platform for several Internet function] ọṣ, 
are not security rel 


which g, 4. Explain different types of firewall and discuss design principle of 

maps local address ael. These include a network address tranan anoa rae (R.GBV., Dec. 2014) 

N es i s Fi 

that audits op logs ert addresses, and a network managemen! bi Ans, Fig. 1.44 shows the three common types of firewalls — packet- 
Firewalls have the fo tee ; " ers, application-level gateways, and circuit-level gateways. 

F i) Thet following disadvantages — (i) 

'sgruntled e 


al Packet-filtering R -A ket-filteri ter sh i 
ire A . uch a5 el filtering outer packet-filtering router shown in 
‘J Bethe does not protect against internal threats, $ ith am MB: 1.44(a), a 
extemal attacker 


€or an st 1 rates with iy pplies a set of rules to each incoming IP packet and then forwards 
employee who unwillingly coop® 'scards the packet. The router is typically configured to filter packets 
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going in both directions (from and to the Internal ne 
based on information contained in a Network pa 


Review of Traditional Networks 51 


caine a cke t 
destination IP address, sourop and destination trang Ure jp rescue E PTEE die andes sal dee Salis Soink a 
protocol field and the interface. "lovey addr e gateway must examine and forward all traffic in both directions 
The packet filter is typically Setup as a ligt Of rule, ey y 
fields in the IP or TCP header. If there is a Match to Sie. baseg On may ee 
is invoked to determine whether to forward or discard qr the ru W ZA f 
no match to any rule, then a default action js taken, Twoi Packet, jp hi <f = | 


as (a) Default = discard — That which is not expressly p, 
is prohibited. Ye 
(b) Default = forward — That which is 
is permitted. 3g Pot expressly proj 
The default discard scheme is the more Conservative, Initial 

is blocked, and services must be added on a case-by-case basis, he 
more visible to users, who are more likely to see the firewall asa hii 
The default forward scheme increases ease of use for end users but ma 
reduced security. In essence, the security administrator Must react ty 
new security threat as it becomes known. 

One advantage of a packet-filtering router is its simplicity, Also, pa 
filters are transparent to users and are very fast. 

(ii) Application-level Gateway — An application-level gateway) 
known as a proxy server, acts as a relay of application-level traffic as show 
fig. 1.44 (b). The user contacts the gateway using a TCP/IP alia 
as Telnet or FTP, and the gateway asks the user for the pene ti : A 
host to be accessed. When the user responds and inputs a vali d 
authentication information, the gateway contacts the claps Fi 
host and relays TCP segments containing the ee acne 
endpoints. If the gateway does not implement ek eared ac 
application, the service is not supported cue ort only sei 
firewall. Further, the gateway can be configure ee EE ideis acceptable 
of an application that the network administrato 
denying all other features. 

Application-level gateways tend to ie 
Rather than trying to deal with the eet ri hean 
be allowed and forbidden at the TCP and a ee nad 
need only scrutinize a few allowable app"! tion level: pi 
and audit all incoming traffic at the Se yi i 

A prime disadvantage of the applica in effec 
processing overhead on each connection- > 


aC! 
more secure n 


a 


| 


el fitvel gateway shown in fii 
wll a Specialized function pi 


n it 'selfand a TCP user on ai 
ii" 8 outside host. Onc 
i gf Pcally relays TCP seg 


jel . 
plication oi) Mection, Rather, the gi 
itio! 


filtering 
Router 


(a) Packet-filtering Router 


Outside i f 
a, Inside 
Connection Cokie 
+ 2 ni - = 


Outside Host Inside Host 


Application-level 
Gateway 


(b) Application-level Gateway 
Circuit-level 
Gateway 


Outside 
Connection 


SHO 
Outside Host 

D © Insid 

D 


pa 


Inside Host 
(c) Circuit-level Gateway 


Fig. 1.44 Three Types of Firewalls 


(iii) Circuit-level Gateway — A third type of the firewall is the circuit- 
8. 1.44 (c). It can be a stand-alone system or it can 
tio SRAC: n erformed by an application-level gateway for certain 
ossible combin yelgPPlications, A circuit-level gateway does not allow an end-to-end TCP 
ateway sets up two TCP connections, one between 
n inner host and other between itself and a TCP user 
e the two connections are established, the gateway 
ments form one connection to other without examining 
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ti 
presen her host: b Cas 
server or other hosts can be allowed qj 
direct ç 


this is in accord with the security schemy 
e, 


54 


that were Pl 
an information 


el 
$ ‘OMm,,. (a work group in the organizati 7 ce c 
anho router if Unig, awi group ganization. If a engineer moves from one group to 


Š 1 is no requir j i a 
dü) Screened Subnet Firewall System — This confi iother, pas no auli Sto change the physical configuration. Any station 
1.45 (c). This is the most secure configuration, | Buratio is T pA Vefined ty eats TOKAN PAN, In virtual LANs, the group 
j è - In this ee Shembership is defined by software, not hardware. All members ; i 
P e use e bel A i g s belonging 

filtering routers are used one between the bastion hi BurAVLAN can receive broadcast messages sent to that particular VLAN. S ü 
Internet and the other bereen the ERER host and the interna ney an Ifa station moves from VLAN | to VLAN 2, it receives broadcast messages 
configuration creates an + ate eono wort which may consist He ‘nt to VLAN 2, but no longer receives broadcast messages sent to VLAN i 
the bastion host but may bad T u ie ne or more information Sey st Virtual LAN technology even permits the grouping of stations connected 
modems for dial-in capability. Typically, both the Internet and the he different switches in a virtual LAN. Fig. 1.47 shows a backbone local area 


network have access to hosts on the screened subnet, but traffic ao Štwork with three VLANs and two switches. Stations from switches A and B 


TS ong to each VLAN. 


in fig. 
two packet- 


screened subnet is blocked. This configuration has following advanta 
(a) There are now three levels of defense to thwart ian 
(b) The outside router advertises only the existence ofthe a 
subnet to the Internet. Therefore, the internal network is invisible to the in 
(c) Similarly, the inside router advertises only the existene 
the screened subnet to the internal network. Therefore, the systems on 
inside network cannot construct direct routes to the Internet. 


VLANS — CONCEPTS, COMPARISON WITH REAL LANs, Ty 
OF VLAN, TAGGING Za 


0.57, What is the concept of virtual LAN (VLAN) ? 
Ans. The concept of VLAN is to divide a LAN into logical, inst a 
physical, segments. A LAN can be divided into many logical NA 
VLANs, Fig. 1.46 shows the switched LAN divided into VLANs. Each 


Fig. 1.47 
In a company, this is a good configuration with two separate buildings. 
poser + the first building and engineer in the second building can be in the 
Gs bate even though they are connected to different physical LANs. 
ing can have its own switched LAN connected by a backbone. 


Switch with VLAN Software 


yiii 0.58. Give the advantages of virtual LAN. 
Ans. Advantages of virtual LAN are as follows - 

eA atcast yr ee ence — The network traffic is full of broadcast and 
estination, e 4 reduces the need to send such traffic to unnecessary 
Tesent in the if the traffic is intended for 2 users but as 10 devices are 

vvastage ofba aig broadcast domain therefore all will receive the traffic i. 
racket wil] width but if we make VLANs, then the broadcast or multicast 

80 to the intended users only. 
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86 
S an e SAME Nehwork, se : 
(ii) Security In ki iar aaa bate sensitive data cany Review of Traditional Networks 57 
ni be accessed by the ¢ creating Vy AN e b AN med as VLAN I t 
which can vs, set up firewalls, restrict access Also, vp g Se angi VLAN named as af which makes them all part of the same 
broadeast domain tk anager ofan intrusion. Hen VL LANS pr deast domain. Using default VLAN allaws any network device connected 
» network manag 8 son: co, i hN » 7, O connect y | 
to inform the netwe ANS gre), any of the switeh port to connect with other dev ices on other switch ports 
work security Me unique feature of default VLAN is that it cannot be rename or delete 
nel 5 5 a1) re. : . OG f z A 
(i) Formation of Virtual an UPS — As there Are differen y (ii) Voice VLAN ~ Voice VLAN is configured to « arry voice traffic 
ame! ales, finance ete,, ec “Dany n rive jl A 3 
in every organization namely é eo. VLANS can he Wice VLANs are mostly given high transmi 


i ssion priority © 
CY ig GREN o over IP > h 
Partiment, work tralie. To ensure voice over IP (VoIP ) qualit 


Hiscconds (ms) across the network), we must hav 
© boxthis will preserve bandwidth for other applications 
.) Flexibility - VLAN provide flexibility to (iii) Data VLAN Data VLAN is used to divide the 

(ETERN pups. One group of users and other group of devices 
f host we want. 
of host we wan 


P Fe `; io known as a user VLAN, the data VLAN is used only for use 
(vi) By using VLAN, the number of small size broadcast dof, This VLAN carrying dat 


r to group the devices log 

(iv) Cost Reduction ~ VLANs can be se 
jomains which eliminate the need for expensive routers, 
domains 


r other types of 
y (delay of 
onde 


s than 150 


s separate voice VLAN 
© reg p LAN 


whol 


add, remove the, 2 gre 
lo 2 gi 


a only, It is not used for carrying man: 


agement 
be increased which are easy to handle as compared to a bigger broadcast dy tic or voice, 

0.59. Give the comparison between LAN and VLAN, (iv) Native KEANE Peres VEAN anes traffic coming from each 

gat f R d ofa trunk link. A native VLAN is allocated only to an 802. 1Q trunk port. 

Ans. Comparison between LAN and VLAN are as follows- 1e 802.1Q trunk port places untagged traffic (traffic that does not come 

Is. No. LAN VLAN ym any VLAN) on the native VLAN, It is a best to configure the native 
adat ES ras LAN as an unused VLAN. 

(i)_ | LAN stands for local area [van Stands for vitalba "py Management VLAN — A management VLAN is configured to 

network. network. 


3 cess the management capabilities of a switch (traffic like system logging, 
(ii) | The cost of local area network | The cost of virtual localar itoring). VLAN 1 is the management VLAN by default (VLAN 1 would be 
is high. network is less. bad choice for the management VLAN). Any of a switch VLAN could be 
(iii) | The latency of local area The latency of virtual loefine as the management VLAN ifadmin as not configured a unique VLAN to 
network is high. network is low. rve as the management VLAN. This VLAN ensures that bandwidth for 
(iv) | The devices which are used in | The devices which are imbnagement will be available even when user traffic is high. 
LAN are — hubs, routers and | VLAN are — bridges an 0.61. Write short note on virtual LAN tagging. 
switch. 


n local area network, Ans. VLAN tagging is a method through which more than one VLAN is 

(v) | In local area network, the In virtual oci aer wndled on a port, VLAN tagging is used to tell which packet belongs to which 
packet is advertised to each packet is send o sp LAN on the other side. To make recognition easier, a packet is tagged with a 
device. cast domain. netvor AN tag in the Ethernet frame, Independent logical systems can be formed 

(vi) | Local area network is less Virtual local area eivcUrately with the help of the VLAN tagging inside a physical network itself. 


a ne di rs 
efficient than virtual local area | efficient than local ae" dividual domains can be created with the help of this VLAN tagging system. 


k work VLAN tagging is performed by the putting the VLAN ID into a header to 
__ | network. Virtual local area nel on bay which network it is present in. This helps in determining which interface 
(vii) | Local area network work on Įtiple broadees! Je rip east area the information packet needs to be sent to in order to receive 
ngle broadcast domain on mul N dependi © right information, Th, 
S 


e switches need to be configured beforehand for 


orking Properly with the process of VLAN tagging. With this system, multiple 


irtual LA 
2.60. Discuss the various types of vir tual jOadcast sy 


ystems can be segregated into individual domains. Bridging traffic 
Netw att in be in be segregated into individu ins. z 
e A e of the network a donnie td with the use of this system clients and information can be 
Ans, Types of VLANs depending on the type? tially sts W + configured and grouped. 
1 itch ini all Y 
( Default VLAN — When the switch i f 


erally 
Ports become a member of the default VLAN (ee" 


batai | tee Ss eee ee 
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(vi) Destination Options Header — Contains optional information to 


0.62. Define IPv6, 


examined by the destination node 
Ans. IPv6, also known as IPhg (Ip i The IPv6 standard recommends that, when multiple extension headers 
byte) addri » Versus the 32-bit (4-b Next gener; c used, the IPv6 headers appear in the following order. 


yte) addre; PR) '$ 
a larger SUITENELY yga 
Ber number g "Sed iny ‘ ' 
yet at the Version © i) Destination options header — For options to be processed by 
H K atures, The new versi more pe 'c first destination that appears in the IPv6 Destination Address field plus 
data integrity, and confidentiality at the netwo, Ne aon SUPPOF authen ibsequent destinations listed in the routing header 
the transmission of real-time data such as i ayer, It jg designe ie (iv) Routing header (v) Fragment header (vi) Authentication header 
from other protocols, IPng can also han il 10 and video, and can ont (vii) Encapsulating security payload header 
better than the current vers; mm Handle congestion a (viii) Destination option header for options to be processed only by 
ie e final destination of the packet, 
.63. The protocol field used i, e Fig. 1.48 shows an example of an IPv6 packet that includes an instance 
p d used in the 1Py4 herder iş G I 
fixed IPV6 header, Why not ? i NOt present if each header, except those related to security. 
i Note that the IPv6 header and each extension header include a Next Header 
Ans, The protocol field tells the destination host which protocol hae!d. This field identifies the type of the immediately following header. If the 
to give the IP packet to. Intermediate routers do not n is i joeXt header is an extension header, then this field contains the type identifier of 
ore t < eed this informatior” i 5 y Š pkr, s 
it is not needed in the main header, Actually, it is there, but disguised, Tt header. Otherwise, this field contains the protocol identifier of the appes 
header field of the last (extension) header is used for this purpose, 'yer protocol using IPv6 (typically a transport-level Protocol), using the same 
alues as the IPv4 protocol field. In fig. 1.48, the upper-layer protocol is TCP, 
0.64, Discuss the IPV6 structure in brief. ) that the upper-layer data carried by the IPv6 packet consist of a TCP 


Ans. An 1Pv6 protocol data unit (known as a packet) has the fol®#4er followed by a block of application data. 
general form - EN 


40 1Pv6 Header 
= Octets — 0 or More 


(i) IPv6 header - Mandatory must always appear first 


4. IPv6 can nearby accommodate (ii) Hop-by-Hop options header 


packet format has been simplified 
allow for the future adition of fe 


Nd route ise, 


Hop-by-Hop 


Extension | Transpo Options Header 


PDU 


IPv6 Header | Extension Header Header 
sadi 
3 der, Thisisof Optional Viila 
The only header that is referred to simply as ap andaki) port Extention 4 ruS. 
size with a length of 40 octets compared to ie been defined- A 


the IPv4 header. The following extension hea pecial options! 


P — Defines 5 Variable 
(i) Hop-by-Hop Options Header ; 
: ee : 
require hop-by-hop processing. A tended routing am! 20 (Optional Variable Part) 
(ii) Routing Header — Provides ex! 
i tion Variable 
source routing. f ental 
(iii) Fragment Header — Contains ij pegi" 
n : g acket ! 
information. dipa provides p id S MME = Next Header Field 
(iv) Authentication Hdade provides? "8: 1.48 IPv6 Packet with Extension Headers 
eras er- 
authentication. rity payload Heat 


(v) Encapsulating Secu 


Ne į, IPyg A j 
(i) How to manage addre as Rene, @view of Traditional Networks 61 
(ii) How to map an addre, to a ro “iy Bin: 7 
The first issue focuses on the Hts, 


Problem of dey; 


The large addre 6 permits 


ace i CVising gh: 
ace in IPyi NB a hiep 
a multileye) jo 


NRE t i sf hy 
hierarchies. The second issue focuses on Computati el hicran i vi £ 
Independent of the hierarchy of authority that ass Onal eiei À Š 
examine eac! ord nl 56: * 8Ssigng rece, 7 
examine each datagram and choose a path to the destination T TESES, a wo t 
speed routers low, the proce: + 10 keg á 


Sing time required to choose a pah P the og, 
an address are sufficient ate 
ed into Sections of equal Size. (see thy 


Table 1.8 The Proposed IPy6 Address Space 


Although the first 8 bits of 
the addre: pce is not partition 


Assignment 


Binary Prefix Type of Address lana Fig. 1.49 IPv6 Header 
: Part of Address ; z 
0000 0000 Reserved (IPv4 compatibility) Ti , (a) Version (4 bits) — Internet Protocol version number; the 
0000 0001 Unassigned ins eis 6 i i: 
0000 001 NSAP addresses vg (b) Traffic Class (8 bits) - Available for use by originating 
ides and/or forwarding routers to identify and distinguish between different 
0000 010 IPX addresses 1/128 Bidi is field i H 
00 011 Unassigned 1/128 38Ses or priorities of IPv6 packets. This field is now used for the Os and 
oog E 1m 2N fields, as for the IPv4 TOS field. 
0000 1 ees i mm (c) Flow Label (20 bits) — May be used by a host to label those 
0001 Nero nabs lobal unicast 1/8 ckets for which it is requesting special handling by routers within a network. 
O01 Ure aye 18 (a) Payload Length (16 bits) — This is the total length ofall of 
010 Onati I8 2 extension headers plus the transport level PDU. 
SR a ed i (e) Next Header (8 bits) — Identifies the type of header 
Hee d i mediately following the IPv6 header; this will either be an IPv6 extension 
101 Unassigne l ader or a higher-layer protocol header, such as TCP or UDP. 
110 Unassigned 1/16 p Pos 
Had j (f) Hop Limit (8 bits) — The hop limit is an eight-bit field that 
1110 Unassigned Ua ves the same Purpose as the time-to-live (TTL) field used with IPV. The 
i i S the « e-to-live i i 
11110 bi a 8 'p limit field holds an eight-bit unsigned integer that is decremented by 1 by 
1111 10 nassigni gi? ch router that forwards the packet. 
À 1512 ards packet. 
1111 110 pistes 1/104 (8) Source Address (128 bits) — This field carries the 128-bit 
111111100 ee unicast addresses 104 Address of the device that originate the packet. 
1111 111010 Lin k or unicast addresses 12s Ald is (h) Destination Address (128 bits) — The destination address 
1111111011 Site-loc: ddresses resent bit 's the only options header that can appear in more than one place. It is a 
11111111 Multicast a sn assigned ot Pegi ve field that carries the 128-bit IP address of the device intended recipient 
Only 15% of the address space has be to make proces il! ‘fader ig nae ch may not be the ultimate destination if an optional routing 
y 15% «of bt S Used, 


en 
1 been chosi nedby 
sparse assignment, addresses have contat! peat 


rs ‘linn, CD Extensie Fi i ion head 
ʻ 0 heade! jon 7 ension Header — There are currently six extension headers 
0.66. Explain the following two pes of! ef pil engh! ailable 
x 


(i With IPv6, discussed below — 
(Ù) IPv6 header (base ae pasas 
Ans. G) IPv6 Header- The 6 heg)” 


consisting of the following fields ( 


eee Wireless & Mobile Computing (Vil, 


(a) Hop-by-Hoj 

IP packet to transfer inform, S Visited | 
> i ` H x S Visite J 
as management, debugging, and certain control funetion me Y 
options have been defined Pad1, PadN i 


jong. | and jumbo 
option is 1 byte long and is designed for alignme 


Sem.) 


P Options Header 
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ation to all the route 


= It allows the « 

y the nt sor of 2%, 11 haa boen pointed aub that this allows onthe order of 6 x 102 
SSA Packet, g ique addresses per square meter of the surface of the earth, Even ifaddresses 
0 far, only nique” 


yload. The ire very inefficiently allocated, this address space seems secure, 
Yload. The py 


an t purposes, Pa IN is gimi (ii) Improved Option Mechanism — \Py6 options are placed in 
col + adN ig 
f REETA a 1. The difference is that PadN is used when 2 or more byt parate optional headers that are located between the IPv6 header and the 
or alignment. The jumb ion i 4 kepara x x aS hed are exe eda 
I 5 Jumbo payload option is use efine a ayer header. Most of these optional headers are not examined or 
| longer than 65,535 bytes. pay! T is used to define a Payfansport layer heade: p 


ycessed by any router on the packet's path. This simplifies and speeds up 
{ro à me ‘ales 
(b) Source Routing Header — The source routing optjgputer processing of IPv6 packets compared to IPv4 datagrams. It also makes 
essentially a combi B Optiop 


nation of two IPv4 options — the strict Source route op easier to add additional optio 
and the loose source route option, | 


(c) Fragment Header — With IPv6, the conce] 


"i is identical to IPv4 in the sense that th 


Petts es (v) Support for Resource Allocation —Instead of the type-of-service 
@) Authentication Header E The authentication extet 4 in IPv4, IPv6 enables the labeling of packets belong to a particular traffic 
header has Hwo purposes — it validates the Originator of a packet, and it en low for which the sender requests special handling. This aids in the support 
the integrity of the actual data carried in the packet by preventing alte snecialized traffic such as real-time video. 
spoofing and connection theft. The recipient of a message must have ¢ 


assurance that the implied sender is legitimate and not a phony. The recip ~ (vi) Support for More Security — The Bare ea, 
must also have some assurance that the data has not been altered in tranptions in IPv6 provide confidentiality and integrity of the packet. 
(e) Encapsulated Security Payload Header — The encapsu} (vii) Better Header Format — IPv6 uses a new header format in which 


. i r i i hen needed, between 
d (ESP) extension header provides a meatiptions are separated from the base header and inserted, wi ; 
(encrypted) dee, sei SEA by encrypting the data, thus prevethe base header and the upper-layer data. This simplifies and speeds up the routing 
pralne Puia a Thh header must always be the last header of irocess because most of the options do not need to be checked by routers. 
intruders from snooping. r m i| 
header chain, as it indicates the beginning of encrypted data. P.. 0.68. Write brief note on IPv6 addressing. 
3 A ion 

(f) Destination Options Header — The eee it, Ans. An IPv6 addr 
used by a source to pass information to the destina' teeth destin'® basic difference between IPv6 addressing and IPv4 addressing is the 
aiee routers access to the information. The forna cia numbeñddress length. Where; 

5 A hop-by-hop option excep 

option is the same as the TOR a 
different. The hop-by-hop and destination aprio nA ous: that shoul n be one of three (enn 
hat should be examined at each hop (route tination option isp @ Unicast Address — A single com 
ee eted only by the final destination. When pean when it appeatšfor an unicast address, 
sats the packet, intermediate routers examine it, a 


the ESP header, it can be examine 

ve 

0.67. Write down the advantages of IPvó o £ 
Ans. IPv6 has following advantages (enhanc: 


ses 12 
(i) Expanded Address Space- Res ears cea 
of the 32-bit addresses of IPv4. This is an 


oues" n 


separate the set of opl28-bit IP addresses, making the address space extremely large. IPv6 address 
jons i 


puter is identified by this address. 
ih th a datagram headin, ig is routed to the destination computer 
d only at the final destination. the shortest possible path, 
nly a X ii 

qiy er [Pvils Dhion “i (ii) Anycast Address — A set of computers is identified by this address, 

ts) over Ipv4 = the Fa common prefix, Although, the datagram is delivered only to one 
en dresses htcrfaces Packet transmit to an anycast address is delivered to one of the 
8-bit a co! es identified by that address. 
ddress spa s 


“~ vodile 


! Mpute 
ferent Phy: 
that dat 
Mapped to a Multicas 


Satadi 
s A COpy of 


"S is identifie 
eal location, 


d hy 
Pa data, 
d to cnep 


M is delivers, 
address, 


rious fi 
` The Major feature: 
ven categories 

cà) 
change, 1Pv6 


atures introduced by IP 


vó. 
S (changes) ‘troduced by 


IMO se 


IPV6 can be Brou 
Larger Address 


ses — The new addr 
quadruples the 


( ize is the MOSE Notice 

` v4 from 32 to 128 bits, 

(ii) ary nde d Address V6 uses the larger addy 

additional ley els of address ing hierarchy, 
(iii) Flexible Header Format — IP. 

incompatible datagram format. Unlike 

defines a set of optional headers, 


V6 uses an entirely new 
the IPv4 fixed-format header, |p 


(iv) Improved Options- Like 
optional control information. IPV6 inclu 
facilities not available in IPv4, 


IPv4, IPv6 allows a datagram to ino} 
des new options that Provide additig 


STUDY OF TRADITIONAL 


| ROUTING AND TRANSPORT 


ROUTING PROTOCOLS — BGP — CONCEPT OF HIDDEN 
NETWORK AND AUTONOMOUS SYSTEM, AN EXTERIOR 
GATEWAY PROTOCOL, DIFFERENT MESSAGES OF BGP, 
INTERIOR GATEWAY PROTOCOL — RIP, OSPF, 
MULTIPLEXING AND PORTS 


Q.1. Define routing. Explain intra and inter domain routing. 
Ans. Routing is one of the most important functions of IP. Fig. 2.1 shows 


) Provision for Protocol Extension Perhaps the most y Simplified view of the pene one a the IP a ai echoed 
@ ROTON NOSO P A j]5;a0 be generated either on the local host or on some T a 
change in IPv6 is a move from a protocol that fully specifies all dealt this host must be configured to act as a toutei, or datagrams receiv eå 
rotocol that permit additonal features. The extension capability has the p oe rough the network interfaces that are not ours are dropped. (i.e., silently 
3 allow the IETF to adopt the protocol to changes in underlying netw? 


hardware or to new applications. 


(vi) Support for Autoconfiguration and Renumbering A 


i etwork to a 
provides facilities that allow computers on an isolated n 


tion. The protocol 
AEEA E networks dynamically. 
(vii) Support for Resource Aeae 
permit preallocation of network re: ] 
differentiated service specification. 


— IPv6 has two facilities! 
a flow abstraction an 


Routing Table 
themselves addresses and begin communicating without depen ding on ard] Updates from 
S Bi 


liscarded). 


A 
sò Nof Our Packet (One of 
gorian 1 


pu 


Calculate Next Hop 
Router (If Necessary) 


Sou 
Routing 


péweswenocnn 


Network Interfaces 
Fig. 2.1 Processing Done at the IP Layer 
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In fig. 2.1 we show a routing daemon, which is normally a user pr 
The routing table that we show in fig. 21 is accessed frequently by Ip be 
updated much less frequently by a routing daemon. The routing table can 
be updated when ICMP “redirect” messages are received. The route con 
is executed when the system is bootstrapped, to install some initial rout, 
will also use the netstat command to display the routing table, 

In a system such as the Internet, many different routing Protocols 
currently used. The Internet is organized into a collection of autonom, 
systems (ASs), each of which is normally administered by a single entity 
corporation or university campus often defines an autonomous system, I 
NSFNET backbone of the Internet forms as autonomous system, because; 
the routers in the backbone are under a single administrative control, 

Each autonomous system can select its own routing protoco| 
communicate between the routers in that autonomous system. This is calle; 
interior gateway protocol (IGP) or intradomain routing protocol. The m 
popular IGP has been the routing information protocol (RIP). A newer IG} 
the open shortest path first protocol (OSPF). It is intended as a replacem 


NMa 
les, | 
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Participating 
Router 


Fig. 2.2 An Example of Multiple Networks and Routers with a Single 
Backbone Connection 


Router R4 is the router most closely associated with local network 4, but 


for RIP. An older IGP that has fallen out of use is HELLO — the IGP used t lies 2 hops away from the nearest core router. Hence, Ry must depend on 


the original NSFNET backbone is 1986. 
Separate routing protocols called exterior gateway protocols (EGPs) 


router R3 to route packets to network 4. Notice that, Ry knows about local 
network 4 but cannot pass datagrams directly from Rj. Router R; lies one hop 


A i PS core and can guarantee to pass packets, but it does not directi; 
interdomain routing protocols are used between the routers in differ from the g posp ectly connect 


autonomous systems. Historically the predominant EGP has been a protocol 
the same name — EGP. A newer EGP is the border gateway protocol (BGP) ù 
is currently used between the NSFNET backbone and some of the regio: 
networks that attach to the backbone. BGP is intended to replace EGP. 


to local network 4. So, it seems incorrect to grant R3 responsibility for 
advertising network 4. 


0.3. Discuss the concept of autonomous system in detail. 
Ans, For purposes of routing, a group of networks and routers controlled 


0.2. Discuss the concept of hidden networks with the help of an examp byasingle administrative authority is known as an autonomous system. Routers 
‘ a p within an autonomous system are free to choose their own mechanisms for 

Ans, An W y; 7 4 

in fig, 2.2 Larger pate Lee vee eh ee discovering, propagating validating, and checking the consistency of routes. 

them. We Scania that cake ta, just Peale is z Aa 4 and} Note that, the original Internet core routers formed an autonomous system. 
ir i Each change i i ithi mous system was made 

oprie an Internet address for it. We also consider that the routers Rz! without AARRE Cah iniy aces age y: 

and Rg each have correct routes for all four of site’s local networks as well ig the routers in other auto! y! à 


in Toute that passes other traffic to the ISP’s router Ry. Hosts dired 
pani to local network 4 may communicate with one another, and # 

puter on that network may route packets out to other Internet sites. Howe 
router R} does not 


£ ©» We say that, local network 4 is hidden behind local net? 

€ viewpoint of the ISP? 
Routing information sh 

T ould 

a toe router, anda n 
about hidden networks 

both problems, MS to the group, Ideally, a single mechanism should $ 


1, from the 


‘Onparticipating router should pass inform?’ t 


A are hidden inside autonomous 
worm r nly! Stems reachable throughout th 
local network 1, We out local network 4, because it connects on)’, as 


A Must tss 
8 routing system. Other Tae its networks to 
flow from a group of participating route advertisement can ban iesi 
nsmitte 
O any auto, 
centralize, 


Wever, j 


Fig. 2.3 shows the architecture of an Internet with autonomous systems at 
bone sites. To make networks 


Backbone Networ! 


met, each autonomous system 


nomous systems. An 


‘Autonomous 
nomous system. In a \ System 1 
> Core architecture, 


it is crucial that each 


4 


Ee. 
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autonomous system propagate information to one of the routers in the q 
autonomous system. 

An autonomous system owned by a corporation may choose not to To 
packets through an autonomous system ow ned by another even though 4) 
connect directly. To make it possible for automated routing algorithm, 
distinguish among autonomous systems, each is assigned an autonomous SYSK 
number by the central authority that is charged with assigning all Inten 
network addresses. When routers in two autonomous systems exchange rout 
information, the protocol arranges for messages to carry the autonomous syst 
number of the system each router represents. 


We said that an autonomous system requires to collect information aby 
all its networks and designate one or more routers to pass the information 
other autonomous systems. 


Q.4. Write short note on an exterior gateway protocol. 


Ans, The term exterior gateway protocol is used to represent any proto 
using pass routing information between two autonomous systems. Current) 
a single exterior protocol is used in most TCP/IP Internets, known as the B¢ 
(border gateway protocol). 


When a pair of autonomous systems agree to exchange routit 
information, each must designate a router that will speak BGP on its behd 
The two routers are said to become BGP peers of one another. Becaust 
router speaking BGP must communicate with a peer in another autonomo 
system, it makes sense to choose 
amachine that is near the “edge” 
of the autonomous system. 
Hence, BGP terminology calls 
the machine a border gateway 


or border router, Fig. 2.4 shows 
the idea. 


Autonomous 
System 1 


Autonomo? 
System 2 


Fig. 2.4 
In fig. 2.4, router R, gathers information about networks in autonomo 


system 1 and reports that information to router R, using BGP, while router! 
reports information from autonomous system 2. 


0.5. What is border gateway protocol (BGP) ? 


Ans. BGP is an exterior gateway protocol for communication bow 
peri in different autonomous systems. It is a replacement for the older £6 
at was used on the ARPANET, BGP version-3 is described in RFC 1% 


[Lougheed and Rekhter 1991 f 
Sere n ]. RFC 1268 [Rekhter and Gross 1991] desc" 


Internet. Also, duri > uni 
development, to support CIDR. Oy pening 22 BGP. VEN 


“Wonomous S 


OoOo m 


Da 


types of messages are as 
follows — 


ci 
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ach; 


: é 2 ability informatio 
pa? systems. This information includes the full path aren on with other 
\ that traffic must transit to reach these networks. This inf SB a ica 
orm. 


to construct a graph of AS connectivity Round pe lation is adequate 
y S ca 


from this graph and routing policy decisions c 
We first categorize an IP datagram js 
Local traffic in an AS either origi 


n then be pruned 
an be enforced 


an AS either local traffic of transit traffic. 


nates or terminates in that A 

ja at AS. That 
either the source IP address or the destination IP address identifies a fi z3 
that AS. Anything else is called transit traffic, ate 


An AS can be categorized as one of the following 


(i) A stub AS has only a single connecti 
only local traffic. 


(ii) A multihomed AS has connections to more 
but refuses to carry transit traffic, 


; lon to one other AS. A stub 
AS carri 


than one other AS, 


(iii) A transit AS has connections to more than one other AS and is 
designed under certain policy restrictions to carry both local and transit traffic. 
BGP allows for policy-based routing. Policies are determined by the AS 
administrator and specified to BGP in configuration files. Policy decisions are 
not part of the protocol, but policy specifications allow a BGP implementation 
to choose between paths when multiple alternatives exist and to control the 


redistribution of information. Routing policies are related to political, security, 
or economic considerations. 


0.6. Describe various types of BGP messages (or packets). 
Ans. BGP uses four types of messages — open, update, keepalive and 


notification. Fig. 2.5 shows 
[BGP Messages] 
the types of BGP messages. = 


The explanation of 


Fig. 2.5 Types of BGP Messages 


(i) Open Message — Open message is used to create a neighbourhood 


relationship, If the neighbour accepts the neighbourhood relationship, it 
responds with a keepalive message, which means that a relationship has oa 
established between the two routers. Fig. 2.6 shows the open message format. 


The fields of the open message are as follows — ; ó 
(a) Version — The 2-byte field tells the version of B 
Urent Version of BGP is 4. 


(b) My Autonomous System — Thi 
ystem number. 


P. The 


s 2-byte field defines the 


o 
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Path Attributes 
Fig. 2.6 Open Message (Variable Lengeny 
(c) Hold Time — This 2-byte field defines the maximum Dum 


f seconds that can elapse before one of the parties get a keepalive or uph 
of st 


message from the other. If such a message is cae arya by the router dy ee en normation 
the holding period, it considers the other party dead. ’ : ag 
(d) BGP Identifier — This is a 4-byte field defining the roy ELT = i 
ds the open message. For this purpose, generally the router uses its, 8. 4.7 Update Message 
that sends the op (e) Network Layer Reachability Information (NLRI) — This 
of the IP addresses. E 


m e the network that i i 2 
(e) Option Parameter Length — This 1-byte field defines; network that is actually advertised by this message. It has two 


sa) GF; subfields — length and IP address prefix. The length defines the number of bits i 
length of the total option parameters. This field is 0, if there are no option paramee the prefix. of bits in 


The prefix defines the common part of the network address. 
(f) Option Parameters — Each option parameter has t 


subfields — the length of the parameter and the parameter value. The o 
option defined so far is authentication. 


(iii) Keepalive Message — This message is used to tell each of the 
routers that they are alive. Routers exchange this information to tell each other 
of their availability. The keepalive message consists of only the common header 
(ii) Update Message — This is the heart of the BGP protocol. tas shown in fig. 2.8. 


used by a router to withdraw destinations that have been advertised prev a 
announce a route to new destination or both. Fig. 2.7 shows the format ol 
update message. 


The various fields of update message are as follows — 


(a) Unfeasible Routes Length — This 2-byte field defines 


Fig. 2.8 Keepalive Message 
length of the next field, 


(iv) Notification Message — A notification message is sent by a router 
Whenever an error condition is detected or a router wants to close the connection. 
Fig. 2.9 shows the format of the notification message. 

The various fields of this message are as follows — 
(a) Error Code — This Ibyte field defines the category of the 


(d) Path Attributes — This field tells the attributes of error (see table 2.1). 
to the network 


(b) Withdrawn Routes — This field gives a lists of all the n 
that should be deleted from the previously advertised list. 


(© Path Attributes Length — This 2-byte field tells the 
of the next field. 


whos reachability is being announced in this mess#2° 


——————— 
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í Common Me = er Q.7. Write the characteristics of BGP. : 
i Ans. BGP is unusual in severa] ways. M 
z lost 3 
pure distance-vector protocol nor » air ue BGP is neither a 
characterized by the following State protocol. It can be 
Error Data @ Next Hop Paradigm — Like g; 
coe 4 ~ Like distance- 
(Variable Length) BGP supplies. nce-vector routing protocols, 
fii) Inter-autonomous Sys (Mee 
ced n EREN us System Communication ~ Because BGP is 
Fig. 2.9 Notification Message design gateway Protocol, its primary role is to allow o; 
autonomous system to communicate with another s 
Table 2.1 Error Codes $ 


(iii) Policy Support — Unlike most dis 
Error| Error Code Error Subcode advertise exactly the routes in the local tune ee that 
Man : es f 
Code | Description serpeor policies that the local administrator chooses. P Npe 


1 Message Three different subcodes are defined for this type of 
error-synchronization problem (1), bad message 


length (2), and bad message type (3). 


(iv) Reliable Transport — BGP is unusual among protocols that pass 
heudér erior routing information because it assumes reliable transport. Thus, BGP uses 


TCP for all communication. 


Six different subcodes are defined for this type of (v) Incremental Updates — To conserve network bandwidth, BGP 
error-unsupported version number (1), bad peer does not pass full information in each update message. Instead, full information 
AS (2), bad BGP identifier (3), unsupported optional is exchanged once and then successive messages carry incremental changes 
parameter (4), authentication failure (5), and called deltas. 

unacceptable hold time (6). 


(vi) Coordination among Multiple BGP Speakers — \f an 
Eleven different subcodes are defined for this type of autonomous system has multiple routers each communicating with a peer is 
error-malformed attribute list (I), unrecognized well an outside autonomous system, BGP can be used to coordinate among routers 
known attribute (2), missing pellets attribute (3), in the set to guarantee that they all propagate consistent anformation. 
attribute flag error (4), attribute length error (5), invè (vii) Path Information — In addition to specifying eee er 
lid origin attribute (6), AS\routing loop (7), invalid can be reached and a next hop for each, BGP advertisement include pai 
next hop attribute (8), optional attribute error (9), i ormtstion that allows a receiver to learn a series of autonomous sys' 
invalid network field (10), malformed AS PATH (11). "8 path to the destination. dwidth b 
(viii) Route Aggregation — BGP conserves network ban width by 

No subcode defined. allowing a sender to aggregate route information and send a single entry to 
Tepresent multiple, related destinations. ' 

(ix) Authentication — BGP allows a receiver to authenticate message. 


(x) Propagation of Reachability Information A nd aleve 
ee onomous system to advertise destinations that are reachal 


ough i i tion from another autonomous system. 
i (b) Error Subeode — Thi of ef igh it and to learn such informa! 
in each category. is byte field defines the type 


Hold timer 


This defines the procedural error. No subcode 
defined. 


28. Discuss header format of BGP. 
(c) Error Data — Thi: : jagno” head 
information about kea ta — This field can be used to give more diag” Ans. All BGP messages have the same common 


€ format of this common header. 


er. Fig. 2.10 shows 


O ha ———S—i‘— 
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c and the next h 
n hop count, and t Op to which the packe delivered to 
| m react its final destination, The hop count is the non ould be delivered tc 


t is the number of the z 

packet encounters to reach its ann apes 2 

such artho y be contained 

other information such as the Subnet mask or entry was last updated. 
Table 2.2 shows an example o eee eat ea 


final destination, T he table 
r the time this 


Length 


Type 
(8 bits) 


5 1763.6.17 aa 
Fig. 2.10 BGP Packet Header 7894500 | 3 nee 
The fields of this header are — ETT z aam aee 
(i) Marker—The 16-byte marker field is reserved for authenticatiy F r z — eae 
ig RIP Updating Algorithm — The routing table is updated upon receipt of 
i i H aie Shae bis Tength atthe ba RES a RIP response message. The following shows the updating algorithm used by 
including the header. ; 
(iii) Type — This 1-byte field defines the type of the packet. The RIP Updating Algorithm 

are four types 1-4. Receive : a response RIP Message 

2.9. Explain routing information Protocol (RIP), 1. Add one hop to the hop count for each advertised destination. 

(R.GP.V, Dec. 2003, June 2006, 206 2. Repeat the following steps for each advertised destination : 

Ans. The Routing Information Protocol (RIP) is an interior routing protos If sree set alae P 

used inside an autonomous system. RIP is developed at the University ài A the adve : 
k < 3 

California at Berkeley to perform routing on their local networks, Routers th a ov "y 
connect multiple networks use RIP to let each other know the shortest route Ir saes field is ai ene wilt auerane 
a specified network. It isa very simple protocol based on distance vector routin Replace entry in the 
which uses the Bellman-Ford algorithm for calculating the routing tables. Else E EE ET 

In distance vector routing, each router periodically shares its knowled: If (a bite = a sonia ble 
about the entire Internet with its neighbours. The three keys to understandi yes Replace entry 
how this algorithm works, are as follows — » Return. 


‘8 le Entire Autonomous Sys! 4 ivi IP messagi outer C. The kange 
() Sharing Knowledge About the Entire Aut System In fig. 2.11 a router receives a RIP ge to iter C < 

aie h: knowledge about the entire autonomous system with! lists destination networks and their corresponding hop counts. The first step in 
Each shares its know ige about ntire 


i ‘ . Next, this 

the RIP updating algorithm is to increase the hop count ia a S a 

neighbours, At the outset, a router’s knowledge may be sparse. si UPdated RIP packet and the old foiting table-are compared. biel or 
(ii) Sharing only with Neighbours — Each router sends routing table with an up-to-date hop count for each destination. 


knowledge only to neighbours. It sends whatever knowledge it has through? pu, information for Net!, so the Net! entry remains the same ee 
of its interfaces, 4 For Net2, information in the table and in the Sar ilen 
(iii) Sharing at Regular Intervals — Each router sends its knowle® yo, hop (i.e., router C ). But the value of the hop oe meranie 
to its neighbours a fixed intervals, for example every 30 second. , “an the value in the message (5), the PENDE C. This value is now 
Routing Table — Every router keeps a routing table that has one ent * message since the original value has come Sai. 
cach destination network of which the router is aware. The entry consis Invalid because router C is advertising a ne 
the destination network address, the shortest distance to reach the destin” 
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RIP Message 
RIP Message 
fon c from C after 
Increment 


New Routing Table 


Old Routing Table 


ng 
Algorithm 


Net1: No news, do not change 
Net2: Same next hop, replace 
Net3: A new router, add 
Netó: Different next hop, new hop count smaller, replace 
Net8: Different next hop, new hop count the same, do not change 
Net9: Different next hop, new hop count larger, do not change 
Fig. 2.11 Example of Updating a Routing Table 
Net3 is added as a new destination. For Net6, the RIP packet contain 
lower hop count and this shows up on the new routing table. Net8 and Ng 
retain their previous values because the corresponding hop counts in ¢ 
message are not an improvement. 


Initializing the Routing Table — Whenever a router is added to a netwy 
it initializes a routing table for itself using its configuration file. The tai 
contains only the directly attached networks and the hop counts, which a 
initialized to 1. The next-hop field, which identifies the next router, is emp 
Fig. 2.12 shows the initial routing tables in a small autonomous system. 


autonomous system with final routing 


EE MÁ 


Study of Traditionay Roi 

Updating Routing Table — Bach routing tabl 

RIP message using RIP updating algorithes Fi os 
i 

tables, 
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ipdated upon receipt of 
8- 2.13 shows the previous 


Fig. 2.13 Final Routing Table for the Previous Figure 


Q.10. Discuss in brief the operation involved in RIP and the problems 


associated with it. 


Fig, 2. itie ir 
ïg. 2.12 Initial Routing Tables is an Autonomous System 


Ans. Operation — The well-known port number for RIP is UDP port 520. 
The normal operation of routed, using RIP is given below — 

(i) Initialization — When the daemon begins it determines all the 
interfaces are up and sends a request packet out each interface, asking for the 
other router’s complete routing table. On a point-to-point link this request is 
sent to the other end. The request is broadcast if the network supports it. The 
destination UDP port is 520 (the routing daemon on the other router). 

This request packet has a command of 1 but the address family is set to 0 
and the metric is set to 16. This is a special request that asks for a complete 
touting table from the other end. ; i Tuin 

(üi) Request Received — If the request 1S the special ni aia 
entire routing table is sent to the requestor. Otherwise each entry in the req 


i! r 
Processed — if we have a route to the specified address, set the metric to ow 


i i ial value called “infinity” 
Value, else set the metric to 16. (A metric of l6isa we San pl 


and means we do not have a route to that destination). 


i O lt 
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(ii) Response Received — The res; 
able. New entries can be adde 
entries can be deleted. 


ponse is val 
d, 


the routir 


lidateg and 
OF eXistin: 


existing entries can bee up 


Odit, pp to 30 seconds before it can sends ; 

a A : up Adah "IS update with this new į 

(iv) Regular Routing Updates — All or part Of the r the meantime, it could happen that router B Sends its own ae E 
routing table is sent to every neighbour router in e Suter oy A, Thus, router A has two Entries for Nett — from its own tab ‘i gear fe 
table is either broadcast (e.g., on an Ethernet) or The roy and from router B the cost is 2, A ig fooled into thinking that there isa bakot 
point-to-point link. end « access to aa a B. Router A then Changes the cost column for Net! to 

B k 1) and this update gets sent to p, 

~) Triggered Updates — These occur whenever the mey a00 ab has now two 

route changes. The entire routing table 4 


not be sent only those entri 


ies 
changed must be transmitted. af 


Lach route has a timeout asso 


ciated with it. Ifa s 
4 route that has not beei 


1 for 3 minutes, that re 


ysti 


'n updatec Ute’S metric j 


Routing Table Routing Table 
infinity (16) and marked for deletion, I means we have missed six ana pea 
second updates from the router that advertised that route. The deletion , 
route [rom the local routing table is delayed for another 60 Seconds to e [= z TE = 
the invalidation is propagated. EA Tai TE 
Problems — There are various problems with RIP. First RIP ha outing Tabi 
knowledge of subnet addre ng. For example, if the normal 16-bit host jj 
aclass Badd n nonzero RIP can't tell if the nonzero Portion is a subne = 
or if the IP address complete host address. Some Implementations use A Sos os 
subnet mask of the interface through which the RIP information arrived W Routing Tabie 
is not always correct. Bs 
Next, RIP takes a long time to stablize after the failure of a router 
link. The time is usually measured in minutes. During this setting time row >< os Exe 3 
loops can occur. There are many subtle details in the iraplenreataion on 
that must be followed to help prevent routing loops and to speed converges 
RFC 1058 contains many details on row RIP should be implemented 
The use of the hop count as the routing metric omits other ome <a 
should be taken into consideration, Also, a maximum of 15 for the 


limits the sizes of networks on which RIP can be used 


0.11. Explain the instability problem of RIP with an example. 


Ans. An important problem with RIP is instability. This means ™ 


a packet 
Internet running RIP can become unstable, When this EEN sas 10 
er of hops 
0 from one router to another in a loop. Limiting the number ¢ 
improve stability but will not elim 


fig 
routs 


2 When access to 


od 
Net! fails, router A immediately resp 
changes the Net) cost coh 


ve F 
umn to 16 (infinity). However, it may h3 


ee 


em running RiP} this point, the routers realize there is no 
i 


rA” 
can access Net! only through route! 


Cost values for 
| is accessible 
'hanges its cost 


a cost of 16, At 
cess to the network Neti, 


ic f Netl, 3(from A) and 2(from itself). Router B knows that Net 
hat h only through router A so it disregards its own lower cost and ci 


t04 (3 + 1). This updating continues Until both routers reach 


aci 


Fig. 2.14 Instability 


Q.12. Discuss some remedies for instability problem vith RIP 
Ans. Some remidies have been proposed to improve the stability. However, 
** none of them are 100 percent effective : 
i) Tris 1 fi 'hanges on the network, updates 
i) Triggered Update — lf there are no c! EREE 
are sent ohne 30 a intervals. However, if there is ie oa 
"Outer springs into action immediately by sending out its new table, 
= ita a bility. Each router that receives an update 
ate wes stability. aeae 
* with ae pa es information at once, in considerably les: 
ge o 


—————————————— rr 
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than the 15 seconds average. For instance, in fig. 2.14, when router 

that Net! is unavailable, it changes the cost to 16 in its routing ri eal, 

immediately sends this to B. Router B then changes its table, and andy 

tables show a cost of 16 for Netl. The sending of update ttt 

incremental changes in cost has been avoided as have any looping Bes y 
Triggered update can improve routing, but it cannot solve aoe 

problems such as router failure. Toy 


(ii) Split Horizons — This method utilizes selectivity in the m 
of routing messages to improve stability. A router must distinguish hee 
different interfaces. If a router has received route updating information 4 
an interface, then this same updated information must not be sent back th; 
this interface. If an interface has passed information to help update a a 
this updated information must not be sent back. It is already known and thy 
not required. Fig. 2.15 shows this concept. In this figure, router B has receh 
information about Net] and Net2 through its left interface. This informatig, 
updated and passed on through the right interface but not to the left. Simile 
information received by router B about Net3 is updated and passed on q 
through the left interface of B. 


RIP Messages 


RIP Messages 


Fig. 2.15 Split Horizon 


Split horizon can definitely improve stability. Suppose that Net! 
inaccessible to router A in fig. 2.14. Router B receives its information a 
Net! from A. It does not send information about Net! to router A. There! 
router A has one entry for the Net! cost (16), and is not fooled into think 
that there is some backdoor access to Net]. Router A sends its routing tabk 
B and both will then end up with a cost of 16 for Net!. 


; (iii) Poison Reverse — It is variation of split horizons. In this me 
information received by the router is used to update the routing table and? 
passed out to all interfaces. However, a table entry that has come through 
interface is set to a metric of 16 as it goes out through the same interface 


Fig. 2.16 shows this concept. In this figure, router B has rece! 
information about Net! and Net2 through its left interface, s0 fe 
information out about these networks with a metric of 16. Similarly, info™ 
about Net3 comes from the right interface, and the cost of Net3 in the ¥ 
Message going right is 16, 
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RIP Messages 
BOs 


Fig. 2.16 Poison Reverse 


Stability can be improved using poison reverse. Suppose that Net] is 
inaccessible in fig. 2.14. Router B receives its information about Netl from A. 
In each update, B sends its routing table to A with a cost of 16 for Net! This 
has no effect on A if Netl is accessible since router A will not select B’s entry 
for Netl. However, if Netl goes down, both cost values are 16 and instability 
is avoided. 


Q.13. Discuss the various types of timers used in RIP. 
Ans. Three timers are used to support the RIP operation (see fig. 2.17). 
The periodic timer controls the sending of messages, the expiration timer 


governs the validity of a route, and the garbage collection timer advertises the 
failure of a route. 


RIP Messages 


A 


Garbage Collection 
120s 
Fig. 2.17 RIP Timers 


(i) Periodic Timer — The periodic timer is used to control the 
advertising of regular update messages. Although the protocol specifies that 
this timer must be set to 30 s, the working model uses a random number between 
25 and 35 s. This is to prevent any possible synchronization and therefore 
overload on an internet if routers update simultaneously. 

Each router contains one periodic timer that is set randomly to a number 
between 25 and 35, It counts down. When zero is reached, the update message 
is sent, and the timer is randomly set once again. N 

If RIP uses an additional timing method to send out updates, the periodic 
timer is not affected. The periodic update messages 20 outon their own schedule 
Without regard to other update messages from other timing systems. i 
iration timer i the 

(D Expiration Timer -The espira tion for aoe 
validity of a route. When a router receives update info itn far amoa 
expiration timer is set to 180 s for that particular route. Every 


————i‘é;é<ie=é=*é‘$§ 
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update for the route is received, the timer is reset. In normal Situations th 
occurs every 30 s. However, if there isa problem on an Internet and NO Upda 
is received within the allotted 180 s, the route is considered expired ang ,,° 
hop count of the route is set to 16, it means the destination in unreachab|, 
Every route has its own expiration timer. 

+ (iii) Garbage Collection Timer — When the information about a TOU 
becomes invalid, the router does not immediately purge that route from its table 
Instead, it continues to advertise the route with a metric value of 16. At the sa 
time, a timer known as the garbage collection timer is set to 120 s for that Toute 
When the count reaches zero, the route is purged from the table. This time, 
allows neighbours to become aware of the invalidity of a route prior to Purging 


Q.14. Write a short note on open shortest path first protocol (OSPF), 
(R.GRV, Dec. 2003, 2004, 2006, 

Ans, OSPF is a newer alternative to RIP as an interior gateway protocol 
This overcomes all the limitations of RIP. OSPF v2 is described in RFC1247 
Its domain is also an autonomous system. Special routers called autonomous 
system boundary routers are responsible for dissipating information about othe; 
autonomous systems into the current system. 

OSPF is a link-state protocol, as opposed to RIP, which is a distance- 
vector protocol. The term distance-vector means the messages sent by RIP 
contain a vector of distances. Each router updates its routing table based on 
the vector of these distances that it receives from its neighbours. 

In a link-state protocol, a router does not exchange distances with its 
neighbours. Instead each router actively tests the status of its link to each of its 
neighbour, which then propagate it throughout the autonomous system. Each 
Touter takes this link-state information and builds a complete routing table. To 


handle routing efficiently and in a timely manner, OSPF divides an autonomous 
system into areas, 


“i aoe ~ Anarea is a collection of networks, host and routers all contained 
"tain an autonomous system, An autonomous system, in turn can be divided 


into i tris 
many different areas. All networks inside an area must be connected. 
Routers inside an area fl 
border of an area 
information f + 
an bein ene and send it to other areas. Among the areas insid? 
rahe is i 5 
inside an autonomous s a special area called the backbone, all of the are% 


the backbone. In othe! 
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OSPF works by exchanging inforr 
is not the same as between neighbouri 
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mation betwe 


Ng routers 


cent routers, which 
Itis ine 


a a eye! tent to ha evel 
router on a LAN talk to every other router oni the LAN. Sha o have every 
B esigivates $ s E 5, one router is 
elected as the designated router. It jg Said to be adjacent to all the oth uter ji 
on its and exchanges information with ae ine other routers 


them. Neighbouring routers that are 


not adjacent do not exchange information with each other. A backup designated 
signate 


uter is always kept up to date. h route: 5 4 

P ODATE messages tóreichofik Tiie E floods LINK STATE 
This message gives its state and gives the costs used i 
The flooding messages are acknowledged to make thi 
are also sent by the routers when a line goes up or down or i 1 
DATABASE DESCRIPTION message give the dienes nates ce all the 
link state entries currently held by the sender. These Messages are used when 
aline is brought up. Either partner can Tequest link state information from the 
other one by using LINK STATE REQUEST messages. The result of this 
algorithm is that each pair of adjacent routers checks to see who has the most 
recent data, and new information is spread throughout the area this way, All 
these messages are sent as raw IP packets. Finally, we can put all the pieces 
together. Using flooding, each router informs all the other routers in its area of 
its neighbours and costs. This information allows each router to construct the 
graph for its areas and compute the shortest path. The backbone area does this 
too. 


during normal Operation 
n the topological database 
em reliable. These message 


Metric — The OSPF protocol allows the administrator to assign a cost 
called the metric, to each route. The metric can be based on a type of service. 
OSPF protocol tackles several ambitious goals as follows — 

(i) As the name implies, the specification is available in the 
published literature, Making it an open standard that anyone can implement 
without paying license fees has encouraged many vendors to support OSPF. 
Consequently, it has become a popular replacement for proprietary protocols, 

Gi) OSPF includes type of service routing. Managers can install 
multiple routes to a given destination, one for each priority or type of service. 

(iii) OSPF provides load balancing. Ifa manager specifies pe 
Toutes to a given destination at the same cost, OSPF distributes traffic over al 
Senega, i sier to 

(iv) To permit growth and make the network at a ses Fad 
manage OSPF allows a site to partition its network and routers into 
called areas, 


i between routers 
fies that all exchanges 
ea R f authentication schemes and 


“an be authenticated. OSPF allows a variety © EENES 
Sven allows one area to choose a different scheme than 
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(vi) OSPF includes support for host specific, subnet-sı 
classless routes as well as classful network-specific routes. 

(vii) To accommodate multi-access networks like Ethernet Os 
extends the SPF algorithm. > OSP; 

(viii) To permit maximum flexibility, OSPF allows mana 
describe a virtual network topology that abstracts away from the dei 
physical connections. 

(ix) OSPF allows routers to exchange routing information leame, 
from other (external) sites. i 


Pecifie an 


Bers y 
tails o 


Q.15. Give features of OSPF that make it superior to RIP. 

Ans. OSPF is different from RIP in that OSPF uses IP directly. That is, i 
does not use UDP or TCP. There are many other features that make it Superior 
to RIP— 

(i) OSPF can calculate a separate set of routes for each IP type-of. 
service. This means that for any destination there can be multiple routing table 
entries, one for each IP type-of-service. 

(ii) When several equal cost routes to a destination exist, OSPF 
distributes traffic equally among the routes. This is called load balancing. 

(iii) Each interface is assigned a dimensionless cost. This can be 
assigned based on throughput, round-trip time, reliability or whatever. A 
separate cost can be assigned for each IP type of service. 

(iv) OSPF supports subnets, a subnet mask is associated with each 
advertised route. This provides a single IP address of any class to be broken 
into multiple subnets of various sizes. Routes to a host are advertised witha 
subnet mask of all one bits. A default route is advertised as an IP address of 
0.0.0.0 with a mask of all zero bits. 

(v) A simple authentication scheme can be used. A cleartext 
password can be specified, similar to the RIP-2 scheme. 

(vi) OSPF uses multicasting, instead of broadcasting, to reduce the 
load on systems not participating in OSPF. 

(vii) Point-to-point links between routers do not need an IP addres: 


ateach end. These are called unnumbered networks. This can save IP address“ 
~ a scarce resource these days. 


0.16. How BGP is different from RIP and OSPF ? 
eee BGP is different from RIP and OSPF in that BGP uses TCP 4. 
betweèri TR Two systems running BGP establish a TCP connecti? 
Tee ame ves and then exchange the entire BGP routing tê 
aeg pepi are sent as the routing table changes. a 
B is a distance vector protocol, unlike RIP which announces hops Í 


destinati 
ination. BGP enumerates the Toute to each destination (the sequence 


_ 


Study of Traditional Routing and Transport 85 

AS number to the destination). This removes some of the problem 
with distance-vector protocols, An AS is identified by a lsa ee 

BGP detects the failure of either the link or the host on the other end of th 
TCP connection by sending a keepalive message to its neighbour aie i la 
basis. The recommended time between these messages is 30 seconds This 
application level keepalive message is independent of the TCP keepalive option. 

0.17. Discuss OSPF header format in brief. 

Ans, All OSPF packets share the same common header, Fig, 2.18 shows 


OSPF message header format. Each OSPF message begins with a fixed, 24- 
octet header. The various fields are 


0 8 16 24 31 


Fig. 2.18 OSPF Message Header 

(i) Version — This 8-bit field tells the version of OSPF protocol. It 
is currently version 2. 

(ii) Type — This 8-bit field tells the type of the packet. There are 
1-5 types of packets. 

(iii) Message Length — This 16-bit field defines the length of the 
total message including the header. 

(iv) Source Router IP Address — This 32-bit field tells the IP address 
of the router that sends the packet. 

@) Checksum — This field is used for error detection on the whole 
packet excluding the authentication type and authentication data field. 

(vi) Area Identification — This 32-bit field tells the area within which 
the routing takes place. 

(vii) Authentication Typ 
authentication method used in this area. Here, 
defined — 0 for none and 1 for password. 
This 64-bit field is the actual value of the 
authentication types are defined, 
alculation. Presently, if the 


e — This 16-bit field defines the 
two types of authentication are 


(viii) Authentication — 
authentication data. In the future, when several a 
‘his field will hold the result of the authentication ¢ 


————S—“‘“‘é™ 
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authentication type is 0, this field 


i is filled with Os. If the t 
Carries an eight-character Passwort 


Ype is 1, this p 
. S f 
Table 2.3 


Hello (test reachability) 


Database description 

Link status request 

Link status update 

Link status acknowledgement 
0.18. Discuss in brief the y 
Ans. The format of the hell 


various types of OSPF Packets Sormats, 


‘© message packet is shown in fig, 2.19, 


Designated Router IP Address 
Backup 


Designated Router IP Address 
NGL a 


Repeated 


Fig. 2.19 Hello Packet 
The fields are as follows — 


@) Hello Packet—The hello packet is used to create neighbourhoo! 
relationships and to test the reachability of neighbours. 
(a) Network Mask — This 32-bit field defines the network mas 
of the network over which the hello message is sent. 


(b) Hello Interval — This 16-bit field defines the number # 
seconds between hello messages. 


(©) E Flag — It is a 1-bit field. When this flag is set, it meu 
that the area is a stub area, 


(4) T Flag - It is a 1-bit field. When this flag is set, it mes” 
that the router Supports multiple metrics, jorit 

(e) Priority — It defines the priority of the router. The Ai tk 
decides the selection of the designated router. Generally, the router. wit on 
highest priority is chosen as the designated router. The one with the sege 
highest priority is chosen as the backup designated router. If the value of f 


Pap eee then ku 
field is 0, it implies that the router never wants to be a designated or back" 
designated router, 


o 


O | 


(Ð) Designated Ro This 32-bi 
IP address of the designated router for the network over which the 


(g) Dead Interval- This 32-bit field tells the nu 
before a router assumes that a neighbour is dead, 


ated Router J; 
Up designate 


field defines the 
message is sent, 
imber of seconds 

(h) Back up Design: 
defines the IP address of the back 
which the message is sent, 


(i) Neighbour IP Address — 
neighbours from which the Sending router 


P Address — This 32-bit field 
d router for the network over 


This defines the Current list of all 
has received the hello message. 


mation. It only gives an outline, the 


at of the database description packet 
is shown in fig. 2.20. 


Message Sequence Number 


Fig. 2.20 Database Description Packet 
The fields of this packet are as follows — 


(a) E Flag — This flag is set to 1, if the advertising router is an 
autonomous boundary router. 


(b) B Flag — This flag is set to 1, if the advertising router is an 
area border router. 


(c) M Flag- The more flag is set to |, if this is not the last message. 

(d) I Flag — The initialization flag is set to 1, if the message is 
the first message. i i 

(e) M/S Flag — The master/slave flag indicates the origin for 
the packet — master (M/S = 1) or slave (M/S = 0). 

(f) Message Sequence Number — This 32-bit field holds ae 

i nse. 

Sequence number of the message. It is used to match a request with the PEF 

(g) LSA Header — It is 20-byte field Ly in each LSA. 
header describes the outline of each link, without details. 


iti) Link State Requ ~acket — Fig. 2. ows the format of the 
qi 21 shows the A 

ink s yest Paci ig. 

sien packet. This is a packet that is sent by a router that requires 
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information about a Particular route 
Or routes. It is answered with a link 
State update packet. This packet is 
used by a newly connected router to 
request more information about some 
routes after receiving the database 
description packet. 


Fig. 2.21 Link State Request Packa 
(iv) Link State Update Packet — This packet i 
. . i p s f 
Operation. It is used by a router to advertise th : cae 


e states of its links, 


he Osp 
of the link state update packet is shown in fig. 2.22. 


The fo, 


mber of Link State Advertisements 


Fig. 2.22 Link State Update Packet 
The fields associated with this packet are — 

(a) Number of Advertisements — This 32-bit field defines tk 
number of advertisements. One packet can advertise the states of several links 

(b) Link State Advertisements — There are five different LSA 
having same header format, but different bodies. 

(c) Link State Age — This field tells the number of second 
elapsed since this message was first generated. This message travels from route 
to router, When a router creates the message, the value of this field is 0. Wha 
each successive router forwards this message, it estimates the transit time ax 
adds it to the cumulative value of this field. x 

(d) E Flag — If this flag is set to I, it means that the area is a $! 
area, A stub area means a area connected to the backbone area by only onè ja 

(e) T Flag — If this flag is set to 1, it means that the router ¢ 
handle multiple types of service. at! 

(f) Link State Type — This field tells the LSA type- There 
different types. 

(g) Link State ID — The value of this field depends on the OF 
of link. i 

(h) Advertising Router — This is the IP address of the 10 
advertising this message. 
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(i) Link State Sequence Number 

assigned to each link state update message. 

(j) Link State Checksum 

calculation called Fletcher's checksum, 
except for the age field. 

(k) Length- 


This is a sequence number 


~ This checksum uses a special 


which is based on the whole packet 


‘This field tells the length of the whole packet in bytes. 

(v) Link State Acknowledgement Packet — This packet is used to 
acknowledge the receipt of every link state update packet to provide reliability. 
The format of the link state acknowledgement packet is shown in fig. 2.23. This 


packet has common OSPF header and the general link state update header. These 
two sections are enough to acknowledge a packet. 


Network Mask 


Sa TS 


© External Route Tag 
Fig. 2.23 External Link LSA 


Q.19. What do you mean by multiplexing ? How it is used in data 
communication ? List the advantages and disadvantages of multiplexing. 

Ans. In any type of network, whether it is a LAN, a MAN ora WAN the 
capacity or bandwidth of the transmission medium generally far exceeds that 
of any single attached user. Therefore, many schemes for permitting many 
attached users to share the larger transmission line capacity have been 
developed. The technique for doing this is known as multiplexing. 

Multiplexing is the process of combining two or more signals onto a 
common channel. There are n inputs and a single output to a multiplexer. To 
make efficient use of high speed telecommunications lines, some form of 
multiplexing is used. 


. 
@ n Output Lines 
. 


. 
n Input Lines @ 
. 


1 Link, n Channels 


Fig. 2.24 Fundamental Concepts of MERE 24. There is 
Multiplexing function in its simplest form is shown = rae imager 
a multiplexer having n inputs. The multiplexer is connec 


——=———— 


30 Wireless & Mobile Computing (Vil-Sem.) 


by using a single data link. The link can ca 
Multiplexer multiplexes data from t 


he n i iy on 
j U Input li; 
capacity data link. Demultiplexer ta ere 


kes 
the data according to the channel and deli 


xed data stre; i 
vers am, 

In data communicati ile themtothe @PPropriate oy, Pt 

tons, multiplexing is wide, Put li 
reasons — Y used for the fe loys 
ii X Vin, 

. (i) Higher the data rate, more cost-effective the tran: 

That Is, cost per kbps reduces with an increase in the data rate of th Ssion facili, 
facility for a given application and over a given distance. In the is Sissi, 
Cost of transmission and receiving equipment, per kbps, declines an Way 
the data rate. iM increas 


(ii) Most individual dai 


ta communicating devices A 
modest data rate support. need relating 
Advantages of Multiplexing — 


(i) It enables the use of 
low speed channels. 


(ii) It increases the bandwidth utilization, 
(iii) It reduces the cable cost. 
Disadvantage of Multiplexing — 
It requires the extra hardware which is called multiplexer, 


high speed channel instead of a Number, 


0.20. What are the three major multiplexing techniques ? Explain an 
two of them with the help of an example. (R.GPM, Dec. 2005 
Ans. Multiplexing can be divided in following techniques — 
(i) Frequency division multiplexing 
(ii) Time division multiplexing 
(iii) Wavelength division multiplexing. 
(i) Frequency Division Multiplexing — Freq uency-divisie 
multiplexing is an analog technique which can be applied when the bandwié! 


ofa link is greater than the combined bandwidths of the signals to be transmit 
In FDM, signal 


frequencies, Then these modulated signals are combined in a single compos’ 


carer frequencies 


$ 
are kept enough to accommodate the modulated sie” 
These 


bandwidth ranges are 


—— 
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The conceptual view of FDM is 


tra 
to 


arry one transmission. 


Fig. 2.25 Frequency Division Multiplexing 


FDM Process — Conceptual frequency division multiplexing process in 
time domain is shown in fi ‘6. FDM is an analog process and in the figure, 
telephones are used as the input and output devices. Each telephone produces 
a signal of the similar frequency range. These similar signals are modulated 
onto different carrier frequencies (f), f and fz) inside the multiplexer. Then 
resulting modulated signals are combined into a single composite signal which 
is sent out over a media link which has sufficient bandwidth to accommodate it. 


Multiplexer 


Fig. 2.26 FDM Multiplexing Process in Time Domain 
(ii) Time Division Multiplexing — Time division malting its 
digital process which can be applied when the data rate pa pooh = 
transmission medium is greater than the data rate needed by the ae i i a 
Teceiving devices, In this case, multiple transmissions can occupy a sing! 
by subdividing them and interleaving the portions. 


a 
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A conceptual view of TDM is shown in fi 


g. 2.27. 


Frames 


Dy Dy D; Dy = ‘Transmitted Signal — Substreams from each 


source are grouped into frames and 
transmitted independently. 


Reece) 
ved 
Signa 


Signal Sources — Aj, By »C; and D; represent bit streams, 
Fig. 2.27 Time Division Multiplexing 
There are two types of TDM — 


(a) Synchronous TDM (b) Asynchronous TDM. 


(iii) Wavelength Division Multiplexing — Wavelength divisiy 
multiplexing (WDM) is conceptually same as FDM, except that multipleriy 
and demultiplexing involve light Signals transmitted through fiber-opi, 
channels, Idea is same. Different signals of different frequencies are combing 
But, the difference is that the frequencies are very high. 


Multiplexer 


Demultiplexer 
Fig. 2.28 Wavelength Division Multiplexing 
A conceptual view of a WDM multiplexer and demultiplexer is sear 
fig 2.28. Very narrow bands of light from different sources are mixed a 
a wider band of light, At the receiv er, demultiplexer separates the signa’ 
Although the technology of WDM 


ts very complex, the idea is Very simple. arn 

We desire 10 combine multiple light 

sources into one single light at the i 

multiplexer and do the Teverse at the Mabiplerer aarp 

demultiplexer A pnsm casily performs the Fig. 2.29 Prisms in WD? 4 
Multiplexing and Dem 


combining and splitting of light sources. 


A, 
+A, 

B, 
tB 

c, 
Cri 


Pad, 0, 


Concept is shown in fig. 2.29, 
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0.21. Differentiate between FDM and TDM. 
Ans. The differences between FDM and TD) 
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(R.GP.V., Dec, 2004, 2008) 
M 


p 


Frequency Division Multiplexi 1g 

G) |In FDM, frequency spectrum is | In TDM, the users take turns (ina 
divided among the logical round-robin), each one periodically 
channels with each user having getting the entire bandwidth for a 
exclusive possession of little burst of time. 
frequency band. 

Gii) | Frequency division multiplexing | Time division multiplexing can be 
can be used with analog signals. | used with digital signals. 

(iii) | There is no framing. There is a basic requirement of| 
framing as data is sent through the 
frames. 

(iv) | FDM requires guardbands for | There is no interference between the 

channel separation to avoid channels. 
interference. 

(v) |The capacity of FDM channels | The capacity of TDM channels is 
is divided into group, super divided into T}, T}, T3, T4 and 
group, master group and super T4 in Mbps. 
master super group with the 
band width in kilo Hz. , 

(vi) | Examples of FDM are radio and | Example of TDM is SONET 


TV systems. 


0.22. Write short note on port numbers. 

Ans. A remote computer may be running several server programs at the 
same time. A local computer may also be running several client Programs at 
the same time. For communication, we must define local host, local client 
Program, remote host, remote client program. The local host and the temale 
host are defined using IP addresses. To define the client and server progam 
We need port numbers or port addresses. In TCP/IP protocol suite sho 
numbers are integers between 0 and 65,535. A client program FAO n 
local computer defines itself with a port number, chosen random! P vs ia 
ps seams conte laced Dre oie a ade define 
number. The server program, running on the re: 


——=——— + #4 


— 
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itself with a port number. This port number, 

randomly. If the computer at the server site runs 
random number as the port number, the Process 
access that server and use its Services will not ki 
has decided to use Universal port numbers for 

Anown port numbers. 

IANA has divided the 
registered and dynamic. 


however, can 
a Server prog, 


at the client 


not be ch 
ess and ac 
Site thay 8 


port numbers into three ranges — we 
Ell-kno,, 
(i) Well-known Ports — The 


ports ranging fro 
assigned and controlled. SR OM Dtg 1,023, 


(ii) Registered Ports — The 
ned and controlled by IANA, 
to prevent duplication, 


Ports ranging from 1,0 


I 124 to 49 
They can only be regi lsg 


stered with M 


(iii) Dynamic Ports — The ports ranging from 49,15; 
neither controlled nor registered. They can be 
the ephemeral (temporary) numbers. 


TCP — SEGMENT FORMAT, SOCKETS, SYNCH 


RONIZATION, 
THREE WAY HAND SHAKING, VARIABLE WINDOW SIZE AN 


FLOW CONTROL, TIMEOUT AND RETRANSMISSION 
ALGORITHMS, CONNECTION CONTROL, SILLY WINDOW 
SYNDROME 
EE EES i AEE 6 ee 


0.23. Write short note on TCP. 


2 to 65,535 à 
used by any process, Thesea 


Ans, Transmission control protocol (TCP) provides a connection-onens 


byte stream service. This means it provides a logical connect 
; smitting a sequence of bytes betw 


user-to-usi 


between two sites and is capable of t 
them, It divides a byte stream into a s g 
ie daniniloh via : variation on a sliding window flow control ape 
provides the initial handshaking by establishing, maintaining, anı sae 
connections, It handles requests to deliver information to a gma popit 
an important consideration since the lower layer docs not EON ni 
delivery of packets. TCP receives data or requests from its mise 30. lpi 
TCP segment format and gives it to the IP, which is shown ìn fig. =- 
no role in the subsequent routing and transfer of information ve aunt 
Each byte on a TCP connection has its own 32-bit sre n> 
case of a host blasting away at full speed on a 10 Mbps see it takes ™ 
Sequence numbers could wrap around in an hour, but practica 3 : for? 
longer. Sequence numbers are used both for acknowledgement g 
window mechanism, in which separate 32-bit header fields are > 


quence of segments and sends the 
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TCP User 


TCP A 
j rep 
Segment Segment 


iP 
Packet 


Fig. 2.30 TCP as a User-to-user Service 


Q.24. Explain about the various fields of TCP header with the help of 
neat diagram. 


Ans. The format of the TCP header is shown in fig, 2.31. Its size is varying 
between 20 to 60 bytes. 


32-bits 
Source Port Address Destination Port Address 
16 bits 16 bits 
Sequence Number 
32 bits 
Acknowledgement Number 
32 bits 
A r Window Size 
HLEN 
4 c RE Y 16 bits 
K 
Urgent Pointer 
16 bits 


Options and Padding 


Fig. 2.31 The TCP Header 


- DŘ 
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@ Source Port Address—This | i 
D Si 6-bit fi 
of the application program in the host that is se ? 
(ü) Destination Port Address — 


eld specifies the 


ndi n i i 
ng the Segment, Yr, 0.25. Explain the main features of tp, 


s This 16-bj. Ś ‘ansmission control. protocol. 
number of the application program in ae hee Fe bit field Specifies h Ans. There are following features of TCP as given below — 
oP IS receivin, t e hy () Numbering System — Th, 
(iii) Sequence number — This; ‘ 8 the se parte © TCP software track of the segments 
assigned to the first bte of dees This isa 32-bit field that specifi th Apeing sent or received, in the segment header, there is no field to a segment 
contained in this segment, umber value. Instead, there are two fields known the sequence number and 


the other party, *pecting to Teceiye ie (i) Byte Number —TCP numbers all d: 


connection. Numbering is not dependent in eve: 
() Header Length (HLEN) — This is a 4-bit field the transmitting buffer and numbers then, if TCP Teceives data bytes from a 
many 4-byte words are contained in the TCP header. The ha that tells byprocess. The numbering does not essentially begin from 0. TCP produces a 
between 20 and 60 bytes. Thus the value of this field af aie H length Canjrandom number between 0 to 232— 1 to the number of the first byte, 
Gx4= Wa (iii) Sequence Number — TCP assigns a sequence number to every 
i , segment which is being transmitted after the bytes have been numbered. For 
(vi) Reserved — This 6-bit field is reserved for future use, each segment, the sequence number is the number of the first byte carried in 
(vii) URG— The URG bit is set indi shat segment: 
urgent pointer field is valid, Set to 1 to indicate that the Value off (iv) Acknowledgement Number — The acknowledgement number 
defines the number of the next byte which the party expects to get. Furthermore, 
(viii) ACK — ACK is set to 1 if the value of the acknowledgemathe acknowledgement number is cumulative, it means that the party takes the 
field is valid. number of the last byte which it has received safe and sound, add 1 to it, and 
$ - P . announces this sum as the acknowledgement number. 
(&) PSH- This 1-bit flag specifies PUSHed data. (v) Error Control — TCP implements an error control mechanism 
(x) RST — This 1-bit flag is used to reset a connection that lto provide reliable service. Thus error control assumes.a segment as the unit of 
become confused due to a host crash or some other reason. data for error detection, error control is byte-oriented. 


(xi) SYN — This 1-bit long flag is used to establish a connection (vi) Flow Control — Unlike UDP, flow control is provided by TCP. 


x The receiver of data controls the data amount which are to be transmitted via 
(xii) FIN — This 1-bit flag is used to release a connection. It tells bihe transmitter. This can be performed to prevent the receiver from being 


the sender has no more data to transmit. overwhelmed with data. To use a byte oriented flow control, the numbering 
ee z Par) n ifies the sizeúsystem permits TCP. 
(xiii) Window Size — This is a 16-bit field that specifies S J . e 
the window, in bytes, that the other party must maintain. The length of # (vii) Congestion Control— TCP takes into account congestion in the 


: . . A i is 65, network. The data amount transmitted via a transmitter is not only handled through 
= is 16-bits. It means that the maximum size of the window is Wierecsives but is chen computed by the congestion level in the network. 
ytes. 


lata bytes which are sent in a 
Ty direction. It stores them in 


2.26. Write short note on socket addresses. 
Ans. TCP or UDP needs two identifiers, 1P Address Port Number 


x ; et 
(xiv) Checksum — This 16-bit long field is agent g 
reliability. It checksoms the header, and the data, when perfo e IP address and the Ponni for each 
computation, the TCP checksum field is set to zero. ae opt to make a connection. The combination 
(xv) Urgent Pointer — This 16-bit field is valid only ek am IP address and a port number is known 
flag is set. This pointer is used when the segment contains urgent a tcp kt address. To use the services of ‘Socket Address 
j r n 2 dd extra facilities or UDP, we need a pair of socket Fig, 239 Socket Address 
f voo sen - i apos ak F bytes of opt dresses — client socket address and server Fig. 2. 
covered by the regular header. There can be 
information in the TCP header. } 


socket address, The client socket address defines the 
uniquely. The server socket address defines the 
uniquely. These four pieces of information are 
TCP or UDP header. The IP header contains th 
UDP header contains the port numbers. 


client applic., 

server applic h, Study of Traditional Routing and Transport 99 

Part of the Jp fies Py, Inthe event that two hosts simultaneous 

e IP addresses k ler a, between the same two sockets. This se, 

Nd the ig, 2.33 (b). The result ofthese events is that just one connection is established 

).27. With neat diagram explain the process 5 pot two because. connections are identified by their end oints. If thi fae 
h in the p ofi connection estar. setup results in a connection identified by (x, y) and P the first 

and release using 3-way handshaking in transport layer, s blish, i one table entry is made, namely, for Oy. and the second one does too, 

i Ans. TCP Connection Establishment — A clock-based scheme isused, with a clock tick ever 4 usec. For additi 
TCP using the three-way handshake. To estab ry 4 usec. For additional 
the server, passively waits for an incoming connection b 


lish a connection, oie Shy safety, when a host crashes, it may not reboot for the maximum packet lifetime 
and ACCEPT primitives, either specifying a specifi 
particular. 


ly attempt to establish a connection 
quence of events js as shown in 


Connections are estab; 


Y executing th ‘i (120 sec) to ensure that no packets from previous connections are still roaming 
ç C U round the Internet somewhere. 


ource or 
Nobi TCP Connection Release — However, TCP connections are full duplex, 


Primitive, spe t0 understand how connections are released it is best to think of them as a pair 
the IP address and port to which it wants to connect, the maximum Toe of simplex connections. Each simplex connection is released independently 
Se; 


size it is willing to accept and optionally some user data (e.g ® of its sibling. To release a connection, either user can send a TCP Segment 
SA = 3 » 4 Passiy ith the FIN bit set, which means that it has no more data it. Whi 

The CONNECT primitive sends a TCP segment with the SYN bit ona Wi : a Se WIEN 

bit off and waits for a response. n andy the FIN is acknowledged, that direction is shut down for new data, However, 

a po k N : 7 data may continue to flow indefinitely in the other direction. When both 

When this segment arrives at the destination, the TCP entity there ck directions have been shut down, the connection is released, Generally, four 

to see if there is a process that has done a LISTEN on the port Biven i TCP segments are needed to release a connection, one FIN and one ACK for 

destination port field. Otherwise it sends a reply with the RST bit on tor each direction. However, it is possible for the first ACK and the second FIN to 
the connection. be contained in the same segment, reducing the total count to three. 


Similar as with telephone calls in which both people say goodbye and 
TCP segment. Then, it can either accept or reject the connection. If it ace hang up the phone simultaneously, both ends of a TCP connection may send 


an acknowledgement segment is sent back. Fig. 2.33 (a) shows the seqe FIN segments at the same time. These are each acknowledged in the usual 
of TCP segments sent in the normal case. Note that a SYN segment const way and the connection is shut down. In fact, there is no difference between 
1 byte of sequence space so that it can be acknowledged unambiguously the two hosts releasing sequentially or simultaneously. 


Host 1 Host2 Host! Hos 
C i a transport 
receiving an acknowledgement from the destination. In a rare case, pi 


SYN (SEQ =) 
ement 
layer protocol could send 1 byte of data and wait for an acknowledgement 


m ġ fthe data is traveling 
(a) TCP Connection Establishment (b) Call Collision before sending the next byte. But this Lacan sks a fede 
in the Normal Case a long distance, the source is idle while it waits for an ac 


The other side, say, the client, executes a CONN ECT 


If some process is listening to the port, that process is given the ino 


0.28. What is the advantage of using variable window size in TCP ? 

Ans. The advantage of using a variable size window is that it gives flow 
control as well as reliable transfer. To avoid receiving more data than it can 
store, the receiver sends smaller window advertisements as its bufver fills. The 
receiver advertises a window size of zero to stop all transmissions for extreme 
case. Later, when buffer space becomes available, the receive advertises a 
nonzero window size to trigger the flow of data again. 


2.29. Explain flow control in TCP. - 
Ans. Flow control specifies the amount of data a source can send before 


Fig. 2.33 
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At the other extreme case, a transport layer can s 
without worrying about acknowledgement, This s 
may overwhelm the receiver. Moreover, if some 
duplicated, received out of order, or corrupted, the 


end all o 
Peeds up the Be day. 
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re 
Part of the da ce | 


Empty, to Receive 


si ‘ i Bytes from Network Consumed and 
all has been checked by the destination, Ure wil nog — feet Pett He 
TCP provides a solution for it. It defines a window that iş ; ] EERRRTNUNLIME 
buffer of data delivered from the application program and į is Moseq Fig. 2.35 Receiver Wi di 
TCP sends as much data as is defined b idii ngao teady 1 Ae ree 
Sliding wisi Y the sliding Window Protogg) | Sender Window — Flow control can be made if the sender creates a window 
oleing Window Protocol — TCp uses a sliding windo vith a size lower than or equal to the size of the receiver window. This window 
accomplish flow control. In this method, both hosts use a wi $ "Oltncludes the bytes sent and not acknowledged and those that can be sent, The 
connection, The window spans a portion of the buffer containing ‘orsender buffer with the sender window is shown in fig, 2.36, 
host can send before worrying about an acknowledgement from E Mes fee Receiver Window Reever Widen | 
The window is known as the sliding window as it can sli Pet 
k 


data and acknowledgemeni 
Fig. 2.34 shows the sender buffer, In fig. 2.34, the b 
been sent and acknowledged. Now, the these locations b Ney rat Be Seah 


200 to 202 have been sent, but not acknowledged. The sender has to} Fig. 2.36 Sender Buffer and Sender Window 
these bytes in the buffer because they can be lost or d: 


211 are in the buffer but have not yet been sent, 


EN 
afo fos pu popa opo T] 
e E 


ytes before 200} 
sender can reuse 


amaged. Bytes} Here, notice that the size of the sender window (i.e., 7) is equal to the size 

of the receiver window. But this does not implies that the sender can send 7 

nore bytes; it can send only 4 more bytes as it has already sent 3 bytes. Also 

Sent wote that although bytes 207 to 211 are in th sending buffer, they also cannot 
stir sent until more news arrives from the receiver, 

- Sliding the Sender Window — Here, we see how messages from the 
I] [211 [210] [209] [208 ]207]206] [205] [204203 [202] [201] 200] J ] ceiver change the position of the sender window, Consider, in our example, 
hat the sender sends 2 more bytes and an acknowledgement is received from 
he receiver (expecting byte 204) with no change in the size of the receiver 
window (still 7). The sender can now slide its window and the locations 


Occupied Part of the Buffer 


Empty to be 
Filled by Process 


Next Byte to be Sent 
Fig. 2.34 Sender Buffer 


Size = Receiver Window 
Now assume a situation in which there is no sliding window eects k | 
this case, the sender can go ahead and send all the bytes (up to 21 a BE ED puppe T 


buffer, without regard to the condition of the receiver, The receiver's s 
with its limitod-size could completely fill up as the receiving pane 
consuming data fast enough. The excess bytes thrown away by pai (6) Before 
will need retransmission, The sender must adjust itself to the number of I 


Size = Receiver Window 
Present at the receiver site, — 
2.35. No* 
ee OCE 


Receiver Window — The receiver buffer is shown in fig. 2 eet 
Next byte to be consumed by the Process is byte 194. The receiver rece" 
receive byte 200 from the sender. Generally if the total size of the ©, 


bye 
buffer is P and Q locations are already occupied, then only P-Q more fe. (b) After 
be received. This value is known as the receiver window. For eao Fig. 2.37 Sliding the Sender Window 
13 and Q = 6, this specifics that the value of the receiver window © Ee 


a OO O OOO rl eC 


font 8 Stee 
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occupied by bytes 200-202 can be recycled. The 
and the sender window before and after this pro 
2.37. In the second part of the figure, the sende: 


Position of y 
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le Sey 
cess (event) H sh 


bedl.1024> Syra, discard TS 


291008001: 291008001 Gy] 
© can now Send bm Win 4096 <mss 1924 
{tos 0 x 10) 
209 (5 more bytes). Ves i 5.814797 (S8148)  bsdli.1024> svr4, discard 5 291008001 : 2100800 eo 
i a i Win 4096 <mss 1924> 
Expanding the Sender Window — The size of the Teceive, - ae 
expands if the receiving process consumes data faster than it rece: Uh 29.815436 (24.0006) bsdi.1024 > syrd.discard : § 291008001 = 291008001 (0) 
situation increases the window size. In fig. 2.38, 


the receiver has ack 
the receipt of 2 more bytes and at the same time has increaseq the y, 


h - - 

al ‘7, 2.40 tcpdump Output for Connection Establis) 

receiver window to 10. In the meantime, the Sending process has al Fig. A a usione 

more bytes and the sending TCP has sent 5 bytes. ‘aah to establish the connection. The se 
Size = Receiver Window SYN 


the first and the third is sent 24 seconds after the second. 
a 2.40 doesn’t show how long the clients TCP keeps retransr sitting 
_ a 
LPs] Profesor poefane] TT 
L 


fore giving up. For seeing this, we have to time the telnet command — 
be! 
Fig. 2.38 Expanding the Sender Window 


Win 4096 <mss 1024> 
[tos 0 x 10} 


hment that Times-out 


‘quently the client’s TCP sends a 
cond segment is sent 5.8 seconds 


bsdi % date; telnet svr4 discard; date 

Thu Sep 24 16:24:11 MST 1992 

Trying 140.252.13.34... aed at . 

| ost : Connection time out 

Shrinking the Sender Window — The size of the receiver window der ia : ever ere 3 row si 
if the receiving process consumes data slower than it receives, This is the; Thu E a is 76 seconds. Most Berkely-derived pank 
when the receiver has to inform the sender to shrink its sender window sù The time di ade aaa eatabliskineae anere A, 
fig. 2.39, the receiver has received the 5 bytes (205 to 209); however, the rewtime limit of 75 secon ; ay oaks 
process has consumed only 1 byte, which implies the number of free locati 0.31. How does TCP handle dine ou aid retransmi ? Ey 
reduced to 6 (10—5+1 yu lt acknowledges bytes 205 to 209 (expecting 2ll\peeq for multiplexing at the transport layer. 7 EE E 
also informs the sender to decrease its window size and not tosend mort Ane Timeout and Setanta 7 TC an oeaan pai 
more bytes. If the sender has already sent 2 more bytes when it receives acknowledgements whenever it E fally reoat eee 
and has received 3 more bytes from the sending process, we have the follstream, When it sends a segment, 


i i ent has been 
window and the buffer as shown in fig. 2.39. acknowledgement. If the timer ends before data in the segmi 


d 
acknowledged, TCP assumes that the segment was lost or corrupted an 
Size = Receiver Window | Tetransmits it, 
—— 
[sfassa pepepepe] | 1 1d 
—— 


i i ansmission 

TCP contains various internet delays by using an adape EEIEIE 

algorithm. In other words, TCP monitors the o E AlE 
and deduces reasonable values for timeouts. TCP rev 


Fig. 2.39 Shrinking the Sender Window because the performance of a connection cua reine There is only one TCP 
eet f i full ¥ Need for Multiplexing at the Transport Layer - 
Closing the Sender Window — If the receiver buffer is totally hy for Multiplexing 


t to use its services in 
sei but th i lication programs that may want to use its to handle 
i j i A isi ed to the ere are various application pi ns thal multiplexing to 
o end oe ir sobs a ad ia ks Heal lg ie sender Ahe TEPIP protocol suite. TCP does multiplexing and demultip! 

e sender closes its window (left and right w: Z indow tis situation, 
send any bytes until the receiver announces a nonzero receiver WIN 


A k ? Discuss 
ions in the networ! 
2.30. Discuss about the timeout of connection establishment ho, 232. How does TCP manage connectio P 
pares e ui f no roughly i an be 
can! t&hly, ctions Ci 
Ans. There are several instances when the connection | sce j A ” tablish and release conne! table 2.4. In 
established. For example, the server host is down. To simulate this on ep 38 The steps required to A ith the 11 states given In 
we issue telnet command after disconnecting the Ethernet cable fi “sented in a finite state machine wi 
Server’s host. Fig. 2.40 shows the tcpdump output. | 


a OOOO 
CO te 


Cá Wireless & Mobile Computing (VII-Sem.) 


each state, certain events are legal. When a le; 


gal event ha, 
may be taken. If some other event happens, an error is oce, Ns, 
Table 2.4 The States used in the TCP Connection ; 
Finite State Machine Manar, 


CLOSED No connection is active or 


Pending 


LISTEN The server is waiting for an incom; 

SYN RCVD A connection request has arrived: = 
SYN SENT The application has started to open «°° 
ESTABLISHED] The normal data transfer state Conte 
FIN WAIT 1 The application has said it is finished 

FIN WAIT 2 The other side has agreed to release 
TIMED WAIT | Wait for all packets to die off 

CLOSING Both sides have tried to close simultaneous, 
CLOSE WAIT | The other side has initiated a release ` 


LAST ACK 


Each connection starts in the CLOSED state. It leaves that state 
does either a passive open (LISTEN) or an active open (CONNECT, 
other side does the opposite one, a connection is established and state be 
ESTABLISHED. Connection release can be initiated by either side. Wie 
complete the state returns to CLOSED. 

The finite state machine is shown in fig. 2.41. The common case of! 
actively connecting to a passive server is shown with heavy lines, solid 
client, dotted for the server. The lightface lines are unusual event s% 
Each line in fig. 2.41 is marked by an event/action pair. The event can 
a user-initiated system call (CONNECT, LISTEN, SEND, or CLOSE), 
arrival (SYN, FIN, ACK, or RST), or, in one case, a timeout of twice the 


Wait for all packets to die off 
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(Start) 


CONNECT/SYN 
(Step 1 of the 3-way Handshake) 


SEND/SYN 


SYN/SYN + ACK (Simultaneous Open) 


(Data Transfer State) 


CLOSE/FIN 


(Go Back to Start) 


Fig. 2.41 TCP Connection Management Finite State Machine 
When an application is finished, it executes a CLOSE primitive, which 


*Scauses the local TCP entity to send a FIN segment and wait for the 


a 


responding ACK (dashed box marked active close). When the ACK arrives, 


packet lifetime. The action is the sending of a control segment (5!%"s transition is made to state FIN WAIT 2 and one direction of connection is 


RST) or nothing, indicated by comments are shown in cua 
pal 


One can best understand the diagram by first following the erat 
then later following the path of a server. When an application p! iy 
client machine issues a CONNECT request, the local TCP 4 
Connection record, marks it as being in the SYN SENT state an 
Segment. Notice that many connections may be open (0r 


oo 


sos 
being oP" “oot 


now closed. When the other side closes, too, a FIN comes in, which is 


knowledged. Now both sides are closed, but TCP waits a time equal to the 


os maximum packet lifetime to guarantee that all packets from oe Rear 
othave died off. Similarly, in case of acknowledgement was lost. When the tim 


off, TCP deletes the connection record. seth ae 
_ Now, let us examine connection management from the server's point of 
iew. The server does a LISTEN and settles down to see who turns up. When 


A is pet 
Same time on behalf of multiple applications, so the abr anti a comes, it is acknowledged and the server goes to the EE 
and recorded in the connection record. When the SYN + witches len the server’s SYN is itself acknowledged, the three-way han 


sends the final ACK of the three-wa hake and $ 
-way handshake ; 
ESTABLISHED state, Now, data can be sent and received- 


pE = | 


“omplete and the server goes to the ESTABLISHED state. 


complementary. Clark solution is to prevent the receiver from sam 
update for 1 byte. Instead it is forced to wait until it has a decet! 


oo YYeIeSsS & Mobile Computin, VII- 
9 (Vil-Sem,) W 
Q.33. Define a term silly 


windo 
Overcome its effect. 4 tee and p, 
dii St it ir 
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Ti 
performance. If large block of data is p; Problem whig ca ; 
reads data one byte at a tim i 


EXAMPLE OF TCP — TAHOE, RENO, SACK, ETC. 


maen aes ie ee es 0.34. Explain Tahoe with problem and congestion avoidance. 
byte. Transmitter send 1 byte. Now 
acknowledgement the 1-byte se: 


continuous. Fig. 2.42 shows th 


to the tran Mitter t Soy Ans. Tahoe refers to the TCP Congestion control algorithm which was 
buffer is full ae Send yaggested by Van Jacobson. TCP packet transmissions are clocked by the 
‘gment and set the windo ecei, coming acknowledgements. However there is a problem when a connection 


w 
ese steps. 0. is op. irst starts up cause to have acknowledgements you need to have data in the 


etwork and to put data in the network you need acknowledgements. To get 
round this circularity Tahoe suggests that whenever a TCP connection starts 
Receiver's butter is nil rre-starts after a packet loss it should go through a procedure called ‘slow- 
tart’. The reason for this procedure is that an initial burst might overwhelm 
ae network and the connection might never get started. Slow starts suggests 
Application reads 1 byte 
t increase the CWD by 1. So in the first round trip time (RTT) we send 1 
Room for one more byte racket, in the second we send 2 and in the third we send 4. Thus we increase 
xponentially until we lose a packet which is a sign of congestion. When we 
7 1 ngestion we decreases our sendi i 

Window update segment transmit sncounter congestion we dec: ses our sending rate and we reduce congestion 

vindow to one. And start over again. 
isual implementations, repeated interrupts are expensive so we have coarse 
grain time-outs which occasionally checks for time outs. Thus it might be 

Receiver's buffer is full ‘ome time before we notice a packet loss and then re-transmit that packet. 
Problem — The problem with Tahoe is that it take a complete timeout 
5 3) nter i , in most implementations it takes 
Fig. 2.42 Silly Window Syndrome rval to detect a packet loss and in fact, i present k 

P j d clark’s soven longer because of the coarse grain timeout. Also since it doesn’t send 
For the silly window syndrome, Nagle algorithm and clar! mediate ACK’s, it sends cumulative acknowledgements, therefore it follows 
“go back n?’ approach. Thus every time a packet is lost it waits for a timeout 


hat the sender set the congestion window to | and then for each ACK received 
The important thing is that Tahoe detects packet losses by timeouts. In 

[eaer [roye | — New byte arrives 
ind the pipeline is emptied. This offer a major cost in high bandwidth delay 


space available. Product links, 


: ‘ i ci 
manage the maximum size of segment, it advertised if the 


it 
ate J M i Da uaaa 
onne” Congestion Avoidance — For congestion avoidance Tahoe uses ‘Additive 
Increase Multiplicative Decrease’. A packet loss is taken as a sign of congestion 


i sping d 
Specifically, the receiver must not transmit a window UP‘ 


+ ef. i a 
established or until its buffer is half emply, which ever 1S smal ‘ ud Tahoe saves the half of the current window as a threshold value. It then set 


- im is 
Both solutions are valid and can work together. The ve 
not to transmit small segments and the receiver not to 3S 


jatit Dy at 
Clark was trying to solve the problem of the receiving app “ie e Pi <D to one and starts slow start until it reaches the threshold value. After bi 
i HA y i ili . Thus it increase it window 

the data up from TCP a byte at a time and Nagle was trying to so ye Crements linearly until it encounters a packet loss. 


lowly as į å il 
lois 5 aes TCP2 b y as it ay hes the bandwidth capacity. 
caused by the transmitting application delivering data to for the A PSA 


for her 


D 
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9.35. Discuss the TCP Reno congestion control 

Ans. Reno retains the basic Principle of Tah 
receive immediate acknowledgement whenever a 
logic behind this is that whenever we receive a duplicate ackno Wed 
then his duplicate acknowledgement could have been receiv Wieg 
segment in sequence expected, has been delayed in the ae if 
segments reached there out of order or else that the packet is lost, a ng 
a number of duplicate acknowledgements then that means that cunt 
has passed and even if the segment had taken a longer path, it es i 
gotten to the receiver by now. There is a very high probability that rite! 
So Reno suggest an algoirthm called ‘Fast Re-Transmit’. Whenever wal 
3 duplicate ACK’s we take it as a sign that the Segment was lost, i 
transmit the segment without waiting for timeout. Thus we meas 
transmit the segment with the pipe almost full. bd) 


Another modification that Reno makes is in that after a packet hy 
does not reduce the congestion window to 1. Since this empties the Pi 


and avoidance i 

ech, 
oe. Reno re Mires 
Segment is tec, 


enters into a algorithm which we call ‘Fast-Re-transmit’. The basic algo 
is presented as under — 

(i) Each time we receive 3 duplicate ACK’s we take that to mex) 
the segment was lost and we re-transmit the segment immediately ani 
‘Fast-Recovery’. 

(ii) Set SSthresh to half the current window size and also set() 
to the same value. 

(iii) For each duplicate ACK receive increase CWD by one. Ë 
increase CWD is greater than the amount of data in the pipe ten taai 
new segment else wait. If there are ‘w’ segments in the WN 
then we will receive (w-1) duplicate ACK’s. Since CWD is pare 
therefore half a window of data is acknowledged before kt a a 
segment. Once we retransmit a segment, we would eat en 
one RTT before we would receive a fresh sokan aa 
receive a fresh ACK we reduce the CWND to SSi H ik 
received (w-1) duplicate ACK’s then at the point by S CWND to bed! 
segments in the pipe which is equal to what we se oe the fo 
of fast recovery. Thus we don’t empty the Pe 
continue with congestion avoidance phase of Tal japit o 

dow 


Problems — Reno perform very well over apes window "g 
small. But when we have multiple packet wees almost the ye? 
doesn’t perform too well and it’s performance = that it can 0 jr f 
under conditions of high packet loss. The eatp then 
single packet losses. If there is multiple pac: 


© occurred in one window. Suppose we send packet 


transmit 2 and then enter fast recovery. Thus wi 


|S 


| 
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he packet loss comes when we receive the duplicate ACK's, But the inform; 
ss acket cl Q na 
about the second packet which was lost will come only after the AC K f H 
P or the 


retransmitted first segment reaches the Sender after one RTT 


Also itis possible that the CWD is reduced twice for Packet losses which 
ic 


t 1,2, 3,4, 5,6 
order. Suppose packets |, and 2 are lost The AC 6,7,8, 


cause the re-transmission of | and the CWD Is reduci 
receive ACK for 6, 7,8,9 our CWD is sufficienti 
10, 11. When the re-transmitted segment | reach 
ACK and we exit fast-recovery and set CWD 
ACK’s for 2(due to 10, 11) so once again we 


the second time our window size is set to 2, Thus we reduced our window size 
twice for packets lost in one window. 


Another problem is that if the window is very small when the loss occurs 


® then we would never receive enough duplicate acknowledgements for a fast- 


retransmit and we would have to wait for a coarse grained timeout. Thus is 
cannot effectively detect multiple packet losses, 


9.36. Discuss the new Reno congestion control and avoidance mechanism. 

Ans. New Reno is a slight modification over TCP-Reno. It is able to 
detect multiple packet losses and thus is much more efficient that Reno in the 
event of multiple packet losses. 

Like Reno, New-Reno also enters into fast-retransmit when it receives 
multiple duplicate packets, however it differs from Reno in that it doesn’t exit 
fast-tecovery until all the data which was out standing at the time it entered 
fast-recovery is acknowledged. Thus it overcomes the problem faced by Reno 
of reducing the CWD multiples times. 

The fast-transmit phase is the same as in Reno. The difference in the fast- 
recovery phase which allows for multiple re-transmissions in new-Reno. 
Whenever new-Reno enters fast-recovery it notes the maximums segment which 
is Outstanding. The fast-recovery phase proceeds as in Reno, however when a 
fresh ACK is received then there are two cases — 

If it ACK’s all the segments which were outstanding when we entered 
fast-recovery then it exits fast recovery and sets CWD to ssthresh and continues 
congestion avoidance like Tahoe. a 

Ifthe ACK is a partial ACK then it deduces that the next segment in line 
was lost and it re-transmits that segment and sets the number of duplicate 
ACK’s Teceived to zero. 3 

It exits fast recovery when all the data in the window is acknowledged. 
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Problems — New-Reno suffers from th i 
s S e fact that its 
detect each packet loss. When the ACK for the first r mema oie 


£ etransmitted 4 
received o yi Seg 
ed only then can we deduc: nt was lost. Emen, 


Q.37. Explain the SACK congestion control and a 

Ans. TCP with ‘Selective Acknowledgements’ is 
Reno and it works around the problems face by TCP 
Reno, namely detection of multiple lost packets, and re. 
than one lost packet per RTT. 

SACK retains the slow-start and fast-retrans; 


the coarse grained timeout of Tahoe to fall back 
detected by the modified algorithm. 


SACK TCP requires that segments not be acknowledged Cumulative, 
but should be acknowledged selectively. Thus each ACK has a block whig 
describes which segments are being acknowledged. Thus the sender has , 
picture of which segments have been acknowledged and which are still 
outstanding. Whenever the sender enters fast recovery, it initializes a varia 
pipe which is an estimate of how much data is outstanding in the network, an| 
it also set CWND to half the current size. Every time it receives an ACK il 
reduces the pipe by 1 and every time it retransmits a segment it increments i 
by 1. Whenever the pipe goes smaller than the CWD window it checks which 
segments are unreceived and send them. If there are no such segments 
outstanding then it sends a new packet. Thus more than one lost segment car 
be sent in one RTT. 


Problems — The biggest problem with SACK is that currently selecti 
acknowledgements are not provided by the receiver to implement SACK w 
will need to implement selective acknowledgement which is not a very ea) 
task, 

Q.38. Discuss in detail Vegas congestion control and avoidance mechani 

Ans, Vegas is a TCP implementation which is a modification of eat 
builds on the fact that proactive measure to encounter congestion are eat 
more efficient than reactive ones. It tried to get around the problem vee 
grain timeouts by suggesting an algorithm which checks for timeouts at sic 
efficient schedule. Also it overcomes the problem of requiring enough ae slo 
acknowledgements to detect a packet loss, and it also suggest a modifie 


e which other segme! 


voidance mechani, 
an extension Of To 
Reno and TCp Ne 
“transmission of on 

Mm 


mit parts of Reno, It also 
on, incase a packet loss is nq 


n| sentand it also calculates an estimate of the RTT b; 


5 5 cere 
start algorithm which prevent it from congesting the network. It pa ee ore W 
solely on packet loss as a sign of congestion. It detects congost?” Ren 
packet losses occur. However it still retains the other mechanism 0} fi 


in timeoù! 
Tahoe, and a packet loss can still be detected by the coarse grain Ee 
other mechanisms fail, 


Ee o e 
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The three major changes induced by Vegas are 


w Re-Transmission Mechanism — y, 


Ne e p 
ion mechanism of Reno: It keeps track ¢ 


transm| 


©gas extends on the re- 
f when each segment was 
y keeping track of how long 


it takes for the acknowledgement to get hack Whenever a duplicate 


acknowledgement is received it checks to see if the (current time-segment 
transmission time) > RTT estimate; if itis then it immediately retransmits the 
segment without waiting for 3 duplicate acknowledgements or a Coarse timeout. 
‘Thus it gets around the problem faced by Reno of not being able to detect lost 
packets when it had a small window and it didn’t receive enough duplicate 
Ack’s. 

To catch any other segments that may have been lost Prior to the re- 
transmission, when a non duplicate acknowledgement is received, if it is the 
first or second one after a fresh acknowledgement then it again checks the 
timeout values and if the segment time since it was sent exceeds the timeout 
value then it re-transmits the segment without waiting for a duplicate 
acknowledgement. Thus in this way Vegas can detect multiple packet losses. 


Also it only reduces its window if the re-transmitted segment was sent 
after the last decrease. Thus it also overcome Reno’s shortcoming of reducing 
the congestion window multiple time when multiple packets are lost. 


Congestion Avoidance — TCP Vegas is different from all the other 
implementation in its behaviour during congestion avoidance. It does not use 
the loss of segment to signal that there is congestion. It determines congestion 
by a decrease in sending rate as compared to the expected rate, as result of 
large queues building up in the routers. Thus whenever the calculated rate if 
too far away from the expected rate it increases transmissions to make use o! 
the available bandwidth, whenever the calculated rate comes too close to the 
expected value it decreases its transmission to prevent over saturating the 
bandwidth. Thus Vegas combats congestion quite effectively and ser ‘t vase 
bandwidth by transmitting at too high a data rate and creating congestion 
then cutting back, which the other algorithms do. 


Modified Slow-start— TCP Vegas differs from the obese o 
it's slow-start phase. The reason for this modification is that when a pe isp 
first starts it has no idea of the available bandwidth and it i ps ESE 
during exponential increase it over shoots the bandwidth by a big 


i i i exponentially only every 
ert a T A e o Sri aadik through put to the 


hreshold it exits slow 


other RTT, between that it calculates the actual a 
Xpected and when the difference goes above a certa 
start and enters the congestion avoidance phase- 
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ENCAPSULA’ 
H DEn FORMAT AND PSEUD, 


Q.39. Write short note on UDP. 

Ans. UDP (User Datagram Protocol) is another trang; 
that is a part of TCP/IP suite. It is an unreliable, connecti 
does not guarantee delivery and duplicate protection. UDP is basically į 
with a short header added. It provides non-sequential transport Pia ? 
when reliability and security are less important than size and speed, Hl 

UDP provides a way for applications to send encapsulated raw j 
datagrams without establishing any connection. UDP is more appropriate tha 
TCP in some contexts; like it is more robust at lower layers. UDP has ven 
little to do. Mainly, it adds a port addressing capability to IP. Since its header 
shorter, it involves less overheads. 


Port layer Proto 
onless protocol thal 


UDP is used by the applications that do not want TCP’s sequencing an 
flow control and wish to provide their own. It is widely used for one-shot 
client-server type request-reply queries and applications in which prompi 
delivery is more important than accurate delivery, such as transmitting speech 
or video, Thus, there is a place at the transport layer for both connection 
oriented and connectionless type of service. UDP is described in RFC 768. 


The relation of IP, TCP and UDP is shown in fig. 2.43. 


Layer (OSI Names) 


Application 
Protocols ‘Transport 

Network 
Networks Lita 


Data Link 


Fig. 2.43 Protocols and Networks in TCP/IP Model 


Q.40. What does UDP provide that is not provided by IP ? 


Ans. UDP provides two services not provided by the IP layer. ; 
port number to help distinguish different user requests and, oP 


checksum capability to verify that the data arrived intact. 


provi 
ional)? 


ET T 
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Q.41. What are the advantages of UDP ? 
Ans. The advantages of UDP are as follows 


(i) Simplicity — For the network not for the programmer. 


(ii) Does not Include the Overhead Ne 

(iy i i leeded to Det iabilis 
and Maintain Connection Oriented Semantics — Upp paler. 
considerably less processing at the transmitting and receiving hosts, re 


(iii) Less Heavy to Manage for the OS ~ Many operating systems 
impose limits on how many simultaneous TCP/IP connections they can Support 
0.42. What are the uses of UDP ? 
Ans. Some of the uses of the UDP protocol are — 


(i) UDP is suitable for a process that needs simple request- response 
communication with little concern for flow and error control, Generally, it is 
not used for a process that requires to send bulk data, such as FTP. 


(ii) UDP is suitable for a process with internal flow and error control 
mechanisms. For example, TFTP (Trivial File Transfer Protocol) process 
includes flow and error control, It can easily use UDP. 


(iii) UDP is used for management processes such as SNMP. 


(iv) UDP is suitable transport protocol for multicasting and broadcasting. 
These facilities are built in the UDP software but not in the TCP software. 


(v) UDP is used for some route updating protocols such as routing 
information protocol (RIP). 
0.43. Explain UDP encapsulation and decapsulation. 
Ans, The UDP protocol encapsulates and decapsulates messages to be 
sent from one process to another (see fig. 2.44). 


Process 
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Process 


and Decapsulation Operations 


Fig. 2.44 Encapsulation 


| 
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Encapsulation — When a process has a message to send through Up, 
passes the message to UDP along with a pair of socket addresses and Bi 
length of data. UDP receives the data and adds the UDP header, UDP ih 5 
passes the user datagram to the IP with the socket addresses. 1P adds its Mhen 
header, using the value 17 in the protocol field, indicating that the diat 
come from the UDP protocol. The IP datagram is then passed to the data i 
layer. The data link layer receives the IP datagram, adds its own header Pas 
passes it to the physical layer. The physical layer encodes the bits into electri at 
or optical signals and sends it to the remote machine. i 

Decapsulation — When the message arrives at the destination host, th 
physical layer decodes the signals into bits and passes it to the data link liver 
The data link layer uses the header to check the data. If there is no error, the 
header and the trailer are dropped and the user datagram is passed to the P 
The IP software does its checking. If there is no error, the header is dropped 
and the user datagram is passed to the UDP with the sender and receiver |p 
addresses. UDP uses the checksum to check the entire user datagram. If there 
is no error, the header is dropped and the application data along with the sender 
socket address is passed to the process. The sender socket address is passed to 
the process in case it needs to respond to the message received. 


0.44. Explain the frame format of a user datagram protocol (UDP). 
Ans. UDP packets, called user datagrams, have a fixed-size header of 8 
bytes. Fig. 2.45 shows the format of a user datagram. 


8 Bytes 
bees 


Source Port Number 


Destination Port Number 
16 bits 16 bits 
Total Length ‘Checksum 
16 bits 16 bits 


Fig. 2.45 User Datagram Format 
The fields are as follows — 


() Source Port Number — This is the port number wee i 7 
Process running on the source host. It is 16 bits long, which means tha 
Port number can range from 0 to 65,535. If the source host is the cliem J 
Port number, in most cases, is an ephemeral port number requeste A he 
process and chosen by the UDP software running on the source ar o} 
source host is the server (a server sending a response) the port mihas 
cases, is a well-known port number. 
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(ii) Destination Port Number — This is the 
process running-on the destination host. It is also 16 bit 
host is the server (a client sending a request), the port 
a well-known port number. If the destination host is th 
a response), the port number, in most cases is an epl 
this case, the server copies the ephemeral port num 
request packet. 
(iii) Length — This is a 16-bit field that define: 
user datagram, header plus data. The 16 bits can define a 
65,535 bytes. However, the total length needs to be much less because a UDP 
user datagram is stored in an IP datagram with a total length of 65,535 bytes. 
The length field in a UDP user datagram is actually not necessary. A user 
datagram is encapsulated in an IP datagram. There is a field in the IP datagram that 
defines the total length. There is another field in the IP datagram that defines the 
length of the header. So if we subtract the value of the second field from the first, 
we can deduce the length ofa UDP datagram that is encapsulated in an IP. datagram. 
UDP length = IP length — IP header’s length 
(iv) Checksum — This field is used to detect errors over the entire 
user datagram. 


port number used by the 
ts long. Ifthe destination 
number, in most cases, is 


0.45. Give the format of UDP datagram and explain the semantics of 
every field. How is the checksum in the header computed ? 

Ans. UDP Datagram Format — Refer the ans. of Q.44. 

Computation of Checksum — The UDP checksum calculation is different 
from the one for IP and ICMP. Here the checksum includes three sections -a 
pseudoheader, the UDP header, and the data coming from the application layer. 

The pseudoheader is the part of the header of the IP packet in which the user 
datagram is to be encapsulated with some fields filled with 0s (see fig. 2.46). 


Pseudoheader 


Source Port Address Destination ee Address 
16 Bits a 16 

UDP Total Length ent 

16 Bits EA 


Data 


Header 


the data a multiple of 16 bits) 


cum Calculation 


(Padding must be added to make 


Fig. 2.46 Pseudoheader for Checks 


—————— 
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If the checksum does not include the pseudoheader, a user day 
arrive safe and sound. However, if the IP header is corrupted, it m; Yy 
to the wrong host. Ted 

The protocol field is added to ensure that the packet belongs to U Dp. 
not to other transport-layer protocols. The value of the protocol field fo, ang 
is 17. If this value is changed during transmission, the checksum calculati Upp 
the receiver will detect it and UDP drops the packet. It is not delivered Hong 
wrong protocol. lO the 


tagram 
aY be deliver 


+ 


WIRELESS LAN 


TRANSMISSION MEDIUM FOR WLANs, MAC PROBI 
_ HIDDEN AND EXPOSED TERMINALS, NEAR AND ran” 
_ TERMINALS, INFRASTRUCTURE AND AD-HOC NETWORKS 
oe 


Q.1. What do you understand by wireless LAN ? Write down some 
important requirements for wireless LANs, (R.GP.V., Nov. 2018) 

Ans, A’wireless LAN is one that makes use of a wireless transmission 
medium. WLAN is a fast growing market introducing the flexibility of wireless 
access into office, home, or production environments. WLANs are typically 
restricted in their diameter to buildings, a campus single room etc., and are 
operated by individuals, not by large-scale providers. The main goal of WLANs 
is to replace office cabling and, additionally to introduce a higher flexibility 
for ad-hoc communication. Until relatively recently, wireless LANs were little 
used. The reasons for this included high prices, low data rates, occupational 
safety concerns, and licensing requirements. As these problems have been 
addressed, the popularity of wireless LANs has grown rapidly. 

A wireless LAN must satisfy the some type of requirements typical of any 
LAN, including high capacity, ability to cover short distances, full connectivity 
among attached stations, and broadcast capability. Furthermore, there are a 
number of requirements specific to the wireless LAN environment. Following 
are the main requirements for wireless LANs — 

@ Throughput- To maximize capacity, the medium access control 
Protocol should make as efficient use as passible of the wireless medium. 

(ii) Number of Nodes — Wireless LANs may require to support 
hundreds of nodes across multiple cells. A enn 

(iii) Connection to Backbone LAN - Generally, Sa a eed Tt 
Stations on a wired backbone LAN is needed. This is easily ate i ed 
infrastructure wireless LANS through the use of control modules ti r pable 
to both types of LANs. There may also require to be accommodation 
Users and ad-hoc wireless networks. 
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(iv) Service Area — 
r of 100 to 300 m. , f 
(v) Battery Power C San, aoe workers USE by 
d workstations that require to have a long battery life when Use tey 
we dapters. This suggests that a MAC protocol that needs Mobile With 
mee ee points constantly or engage in frequent handshakes wis 
gach is not suitable. Typical wireless LAN implementations have fatat 
to decrease power consumption while not using the network, like a Sleep mo, 
(vi) Transmission Robustness and Security — Unless app 
designed, a wireless LAN may be interference prone and easily eavesdroppej 
The design of a wireless LAN must allow reliable transmission even in noisy 
environment and should provide some level of security from eavesdropping 
(vii) Collocated Network Operation — When wireless LANs become 
more popular, it is quite likely for two or more wireless LANs to Operate in the 
same area or in some area where interference between the LANs is possible, 
This type of interference may thwart the normal operation ofa MAC algorithm 
and may permit unauthrorized access to a particular LAN. 


For a wireless LAN, a typical COVerage 
tea, 
lay 


a diametel 


"Opiate, 


(viti)License-free Operation — Users would prefer to bu 1 and operate 

wireless LAN products without having to secure a license for the frequency 
} band employed by the LAN, 

(ix) Handoff/Roaming — In wireless LAN, the MAC Protocol used 
should enable mobile stations to move from one cell to another. 

(x) Dynamic, Configuration = MAC addressing and network 
management aspects of the LAN should allow dynamic and automated addition, 
deletion, and relocation of end systems without disruption to other users. 


: 0.2. Write and explain the Sour major challenges for implementing 
wireless LAN, (RGRY, Dec: 209 
Ans. Several important challenges facing the WLAN industry - 
WLAN: @ Complexity and Cost ~ The alternatives for implementing 
Ais Ni such as IR (infrared), Spread spectrum, or traditional radios are d 
ore complex and diversified than the wired LANs. 
@ Bandwidth — Data rate limitations of the wireless medium #* 
‘ous than those of Wired media, 


is less fant Coverage- The coy erage ofa WLAN operating within a panas 


n that of a Single cable or even TP-based LANs. 
fy Interference = WLANs are subject to interference from al 
H as other users operating in the same frequency banes: pjec! 
10 expensive eae Fad Administration — Radio-based WLANs are SYP) 
untimely frequency regulations. 


a it 


More seri 
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03. Write advantages and disadvantages of WLAN. 
3. 7 a. S. 


S (R.GPy, Dec, 2010) 
P WLAN advantages and disadvantages, 


R. 
pagina AEA (R.GP.V, Dec, 2015) 


wireless LANs are as 


(i) Cables not only restrict users but also desi 
sepa et Only wireless networks allow for the design 


Advantages of 
follows ~ 
gners of small PDAs, 
of small, independent 


devices. i 
(ii) Nodes can communicate withou 


receivers can communicate from anywhere, 

(iii) Wireless networks can survive disasters, li 

(iv) Wireless networks also make it easier for 
an old or new building — to be modified with the new cul 
longer does the design for a remodeled office, 

(v) Network cable failures are perhaps the most common source of 
network problems. Moisture from a leak during a thunderstrom can erode 
metallic conductors. A user who moves a wired computer may break the network 
connection, A WLAN eliminates these types of cable failures and increases 
the overall reliability of the network, 

Disadvantages of Wireless LANs — 

(i) Restrictions — All wireless products have to comply with national 
regulations. Several government and non government institutions worldwide 
regulate the operation and restrict frequencies to minimize interference. 
Consequently, it takes a very long time to establish global solutions like, e.g., 
IMT-2000. WLANs are limited to low-power senders and certain licence-free 
frequency bands, 

(üi) Cost— While, e.g., high-speed Ethernet adapters are in the range 
ofsome 108, wireless LAN adapters, e.g., as PC-card, still cost some 1008. 

(ii) WLANs typically offer lower quality than therin 
pp Parts. The main reasons for this drawback are the lower bandwidtl g 

“nitations in radio transmission (e.g., only 1-10 Mbit/s), higher error rates 
“10 interference (e.g, 104 instead of 10-'” for fibre optics). : 
: (iv) Safety and Security — Using radio waves for oo 
‘nlerfere with other high-tech equipment in, €.2-, hospitals. 


i s and 
ise What do you understand by wireless LAN ? Write ov, Dee 2017) 
advantages of WLAN. E 


Ans. Refer the ans. of Q.1 and Q3. 


t restriction, Senders and 


ke, earthquakes, 
any office ~ in either 
bicles or furniture, No 


ion 
Migh 
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n is possible in wireless LAN ? List rae 
etwork. (R.GRY, Ne i > 
methods of authentication that are y )) 

Seq on 
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5. How authenticatio! 


the possible attacks 0” such r 
Ans, There are three mal 

today’s wireless LANs 

(i) Open auth 

(ii) Shared authen 

(iii) EAP (extenst 


ication 
open authentication r a Sen is aS used a 
tions that the end device be aware of the service-set identifier (SSID 
onl S 


used on the network, as long as the SSID is known then the device wil be 
allowed onto the network. The problem with this method is that the sip i 
typically broadcast and if it is not, it can be easy to figure out with passive 
capturing techniques. ; f _ 

The shared authentication method is commonly used on individual and 
small business wireless LAN implementations; this method uses a shared key 
(Pre-shared Key-PSK) that is given to both sides of the connection; if they 
match then the device is allowed onto the network. 

The third method uses the extensible authentication protocol (EAP) and 
is the most common method used by enterprises. The EAP method utilizes an 
authentication server that is queried for authentication using a variety of 
credential options. 

The most common types of attack are as follows — 


(i) Probing and Discovery Tools — A host of tools have emerged that 
take advantage of the fact that 802.11 infrastructures rely on network broadcasts 
to communicate with wireless clients. With these probing and discovery tools, 
unscrupulous individuals can easily locate, and take advantage of, wireless 
networks that lack strong security safeguards, One of the most common of 
these tools is Netstumbler, a Windows-based program that uses active scanning 
to detect low security access points. Once the access point is detected a number 
of exploits can be mounted against the network. 


entication 

thentication 
ble authentication protocol) authentication, 
method is the simplest of the methods 


such „users, access points and even wired infr: 
r "8s switches and routers, Once detected, programs © TAN 
client or acces cesses, whereby intruders can masquerade as a valid VMA 
authentication i alte Naturally, this can compromise a WLAN if M 
S the only securit g 
ve y scheme employ: 
ployed. ov 


Service Attacks — Because WLANS broade “lable 
“NII public bands with a limited number of 2Y” 


(iti) Denial 
the unlicensed ISM rr 


void 1, W! 

(iv) Man in the Middle Attacks — 
from the interception and Possible modifi 
wwo communicating parties, such as a Wirele: 
attacks succeed if the systems can’t dist 
intended recipient from those with the inte 

(v) Static WEP Cracking Pro à x 
introduced, the Wired Equivalency Protrol (WEP nee pee it was first 
fact that WEP uses static keys which can be easily aie due to the 
deficiencies were soon Corrected with the WiFi Protected A, eae Mest 
protocol and 802.11i (WPA2), bóth of which leverage dynai ccess (WPA) 
WLANs continue to use WEP-based security. As a veal, ee ie 
vulnerable to WEP cracking programs. » they are still 


(vi) Rogue Access Point Attack Programs — A number of “rogue 
access point attack programs” exist which allow attackers to perform a number 
of stealth attacks by posing as host access points on a WLAN network. 

i (vii) Misconfigured Clients — Due to the nature of the 802.11 
specification enterprise WLANs are vulnerable to security risks when new 
hosts or clients enter the network and when ad-hoc networking is allowed. A 
wired host with an enabled WLAN adapter, for example, could unwittingly 
connect to an unknown WLAN. An attacker would then be able to compromise 
the host machine via the open WLAN adapter through routing features on 
Linux and Windows and mount an attack against the wired connection. 
Similarly, the overflow of RF signals means that accidental connections can 


Occur with neighbouring WLANs, which can compromise the security of trusted 
networks, 


Aman in the middi 
cation of traffic Passing between 
ee Man in the middle 
ae communications with an 

ng attacker, 


© attack results 


2.6. What are the basic difference between wireless WANs and wireless 
Ns and what are the common features ? (R.GPV., June 2005) 


Ans. Differences between Wireless WANs and Wireless LANs - 

() Global Operation - WLAN products should sell in all countries 

Contras nal and international frequency regulations have to be considered, In 
tto the infrastructure of wireless WANs, LAN equipmen 


Pm one country into another — the operation should still be legal in this c 
a WLAN are typically 
N design should take 


50, natio; 
t may be carried 
ase. 


. (üi) Low Power— Devices communicating via 
Wireless devices running on battery power. The LA 
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# ireless communication with devices Plu; 


122 Wireles: 
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his into acc bi 
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ctions. Wi 
sement func s Boka. 
ar uiet is only useful in some C 

owel SOP 


i jii) Robust Transit ion Technology Š Compare aes their 
fi WLANs operate under diff cult conditions, If they te Vite 
counterparts, er electrical devices can interface with then dig 
adjusted for perfect transmission in a standard oft a 

nas are typically omni-directional, ice op 


to a 


transmi: 
transi 


ivers cannot be 
production environment. Anten 


Senders and receivers may Move. - 
(iv) Simplified Spontaneous Cooperation ~ To be useful in 
WLANs should not require complicated setup routines but should 
spontaneously after power-up. These LANs would not be useful for sy 


e.g., ad-hoc meetings. 

(v) Easy to Use — In contrast to huge and complex wireless WANs 
wireless LANs are made for simple use. They should not require complex, 
management but rather work on plug-and-play basis. 

(vi) Protection of Investment — A lot of money has already been 
invested into wired LANs. The new WLANS should protect this investment 
by being interoperable with the existing networks. 

(vii) Safety and Security — Wireless LANs should be safe to operate, 
especially regarding low radiation if used, e.g., in hospitals. Users cannot keep 
safety distances to antennas. The equipment has to be safe for pacemakers, 
too. Users should not be able to read personal data during transmissions, i.e., 
encryption mechanisms should be integrated. The networks should also take 
into account user privacy, i.e., it should not be possible to collect roaming 
profiles for tracking persons if they do not agree. 

(viii) Transparency for Applications — Existing applications should 
Continue to run over WLANs, the only difference being higher delay and lower 
bandwidth. The fact of wireless access and mobility should be hidden if itis 
not relevant, but the network should also support location aware applications, 
€g., by providing location information, 

Common Features — 
O) Bais to access shared information from anywhere a 
ompany or organization without being tied to a cable connect A 
sai Be ra Productivity and efficiency by placing the inter 
© data and applications constantly at the fingertips. 


(iii) Access t ae se : 
decision making 0 real time information in meeting rooms to 


(iv) No 
office-to-office. 


not directeg, 


Practice 
Operate 
Pporting 


building, 


help with 


tebook vag from 
book users never lose connection, even when movin 


Fig. 3.1 


Radio Wave Transmission — Radio waves are easy to generate, can travel 
long distances, and can penetrate buildings easily, so they are widely used for 
communication both indoors and outdoors. Radio waves also are 
omnidirectional, meaning that they travel in all directions from the source, so 
the transmitter and receiver do not have to be carefully aligned physically. 

The properties of radio waves are frequency dependent. At low frequencies, 
radio waves pass through obstacles well, but the power falls off sharply with 
distance from the source roughly as 1/r? in air. At high frequencies, radio 
waves tend to travel in straight lines and bounce off obstacles. They are also 
absorbed by rain. At all frequencies, radio waves are subject to interference 
from motors and other electrical equipment. 


Ground Wave 


Ce 


Earth’s Earth's 
Surface Surface 
(a) (b) 
Fig. 3.2 (a) In the VLF, LF and MF Bands, Radio Waves, follow the Curvature 


othe Earth (b) In the HF Band they Bounce off the Ionosphere 


ference een users 

Due to radio’s ability to travel long distances, arpia ne # 
S@problem. In the VLF. LF and MF bands, radio waves fol i x Le er 
‘Ne HF and VHF bands, the ground waves tend to be absorbe y 
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ves that reach the ionosphere, a layer of g 
waves He 


n x harge, | 
However, pa at a height of about 190 to 500 km, are refrac antie, 
circling me As shown in figs. 3.2 (a) and (b) ed Yia 
sent back ove Transmission — This iS a popular way of p i 
Microwa 


ca APU a ansm 
incur the expense of laying cables. Microway. ting g, 


h frequency radio signals to transmit data through space. 

ery high fre s electromagnetic waves ca 

very wave frequencies the electromagnetic waves cannot bend Orpass nn 
Crowa atmaina tanec 3 SS Obst, 

ma "Hence it is necessary that microwave transmi: 10 is in a line. Stace 

p ii words, the transmitter and receiver of a microw; of 

her words, 


i i ave system 
high towers, should be in a line-of-sigh h w 


since it does not 


ha 


In otl 


unted on very d eer Ñ is m; 
pi ible for very long distance transmission. Moreover, the Signals beg, © 
ossi > in distance and require S bece 
Pe after travelling a certain distance and require power amplifica. ™ 

weaker a r ; 
In order to overcome the problem of line-of-sight and power amplifica 
Cation 


of weak signals, microwave systems use repeaters at intervals of abo 


hici 


i Ez : ut 25 
30 kms in between the transmitting and receiving Stations as shown in fig A 
The first repeater is placed in line-of-sight of the transmitting station and the 
ast repeater is placed in line-of-sight of the receiving station. Two Consecutive 
repeaters are also placed in line-of-sight of each other. The data Signals are 
received, amplified, and retransmitted by each of these stations, 
Transmitting Receiving 
paste — Antennas — 
= = 
‘Transmitting In between Receiving 
Station Repeaters Station 
1 T l Pm | 
line-of-sight -ere— Line-of-sight —-re— Line-of-sight —| 
int 10 


Fig. 3.3 Illustrating Microwave Communication from the One Poi 
Another 
Infrared Transmission — For short distance communicati 
with frequency range from 300 GHz to 400 THz i.e., wavelengt 
t0 770 nm can be used, High frequency infrared waves cannot pe a shot 
This property prevents interference between one system and eno ers a 
range communication 


trol we ® 
in the other room. For e; for 100$ 
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jon, the waves 
hs from | mm 
te wa! IS. 


. Factet yy ano! 
stem in one room cannot be affected by 


aA i emote com 
ample, if we use our infrared rem Although 
h nterfere with the use of the remote by our neighbours. $ signa 
Gistance communication, the same property makes infrared Te: 


More, we c we ` ilding 3$ 
more, we cannot use infrared waves outside a building 
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ansmission in the infrared h, There is an excelle, 
or data transmission in the infrared band which jaye a excellent poten 
can be used for se a 
vide bandwid be used for sending digital qata most 400 THz wide, This 
V onsoring the use of infrared waves, the jn ared dat very high data rate, For 
= data 


tablished standards to use these Signals for 
ike PCs, printers, keyboards 
7 r a special port referred a 


offer a spec y- h 
keyboard for communicating with a PC Earlier, ihe sn using a wireless 
rate of 75 Kbps upto 8 metre distance, However x4 ae ndard defines a data 


the latest standard. PS data ra 


Light Transmission — Highest most el 
be used for data transmission is ligh 
means of LASER. 

Because of frequency light 
uses, it tends to travel strictly in 
straight ine. Hence the sender and 
receiver must be in the line-of- 
sight. Because laser transmission 
is unidirectional, at both ends of 
communication the laser and the 
photo-detector needs to be 
installed. Laser beam is generally 
1 mm wide hence it is a work of 
precision to align two far 
receptors each pointing to lasers 
source. 


e is defined 


by 


i lectromagnetic Spectrum which can 
OF optical signaling, This is achieved by 


Photo. Line of Sight 
cS 


Detector 


Fig, 3.4 

Laser works as transmitter and photo-detectors works as receiver. 

Lasers cannot penetrate obstacles such as walls, rain, and thick fog. 
Additionally laser beam is distorted by wind, atmosphere temperature, or 
Variation in temperature in the path. 

Laser is safe for data transmission as it is very difficult to tap 1 mm wide 
laser without interrupting the communication channel. 


Q.8. Write a short note on media access control. 
(R. Dec. 2005, 2007, June 2010) 
Ans. Medium access control comprises all mechanisms which regulate 
"ser access to a medium using SDM, TDM, FDM or CDM. Medium access 
control (MAC) algorithms are specifically designed to the wireless orsin, 
“nce, MAC is similar to traffic regulations in the highway/multiplexing. As 


streel sing in TDM 
mecnample, the fact that several vehicles use the same Ses raffic 
Stules to avoid collisions; one mechanism to enforc odel, the data link 


'S. MAC belongs to layer 2 of the ISO/OSI reference m 
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DAG. layer 2a, The function of the DLC ig to hy 
layer 2 , and ig oint or point-to-multipoint connection betwee l ly 
reliable ponteto or wireless medium. Several MAC En diy è 
w 


èr 
over a schemes, in which SDM and pp tats, 
devices © for the multiplexing sc vin S and FDM are STS ay, 
jor ie ertain space h 
re fixed manner, 1.€., & certain space or frequency oe 


Wieg 

ih 
r » While Tye 
p S ing into a certain frequenc: d Cay 
ery flexible way, as tun! : q Y does p, 

ih time can be assigned on demand and in a distribute Pa 
orithms are Aloha (in several versions) different ese Mann, 
ple polling. A MAC scheme using CDM has to ag ty 
separation of different users in code Space, 


used in a ater js allocated for a longer period of time 
hopping P! 
used in a Vi 
a problem, 
Well known algi 
schemes, oF SIM] 
codes to permit the 
<plait following — 
af er al exposed terminals problems 
(ii) Near and far terminals problems, 
(R.GRY,, Dee, 2011, 20) 
Ans. The problems associated with ‘hidden and exposed terminals’ an 
‘near and far terminals’ are given below — 
(i) Hidden and Exposed Terminals Problems — Fig. 3.5 shows the 
case with three mobile phones. The transmission range of A reaches B, but n 
C. The transmission range of C reaches B, but not A. At last, the transmission 
range of B reaches A and C, i.e., A cannot detect C and vice-versa. 
“A begins sending to B, C does not receive this transmission. In addition 
C desires to send something 
to B and senses the medium. 
The medium appears to be 
free, the carrier sense fails C 
also begins sending causing 
a collision at B. However, A 
cannot detect this collision at 
B and continues with its 5 
transmission, A is hidden fo i 
C and vice-versa, T Fig. 3.5 Hidden and Exposed 


next effect Pins 0 
’ : somethin? 
sary delay. Now, we take the case in which B sends A interfere™ 
and C wants to send data to some other mobile phone outside t jer is 0t 
ranges of A and B, C senses the carrier and detects that the carr ju sbort 
(B's signal), C Postpones its transmission until it detects the D x 


gis 
~ waiting oy 
idle agai as fi ot cali 

gain But as A is outside the interference range © collision ' 
necessary. Causing 


. eince the 
a collision at B does not matter a 
t0 A. In this situation, C is exposed t0 B- 


Te rminals 


jy cause 


While hidden terminals can cause collisions, the 
unneces 


weak to propagate 


ae 
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sich A and B, both, are sending with y 
in "signal strength decreases proportional 
they drowns out A's signal, Due to thie 
sign’ 


roblems — 

ans ~ Fig. 3.6 shows the case 
Sion power. Since 
Of the distance, B's 


e A'S transmission 


he same transmis: 
Y to the square 
» C cannot receiv, 


A 


B c 
Fig. 3.6 Near and Far Ter 
Now, let us consider the case of C as beii 
(eg, C acts as a base station coordinating media access). In such a situation, 
terminal B would already drown out terminal A on the physical layer. In retum, 
C would have no opportunity of applying a fair scheme as it would only hear B. 
In the wireless networks using CDM, near/far effect is a serious problem. 
At the receiver, all signals should arrive with more or less the same strength. 
Otherwise, a person standing closer to somebody could always speak louder 
than a person further away. Even if the senders were separated by code, the 
closest one would simply drown out the others. Accurate power control is required 
to receive all senders with the same strength at a receiver, 


‘minals 


ng an arbiter for sending rights 


Q.10. Why a specialized MAC is used in wireless network ? Explain 
the problems associated with ‘hidden and exposed terminals’ and ‘near and 
far terminals’. (R.GP.V., Nov. 2018) 

Ans. In the wireless, it is not possible to use elaborated MAC schemes 
from wired networks, for example, CSMA/CD as used in the original 
Specification of IEEE 802.3 networks (aka Ethernet). Let us consider carrier 
Sense multiple access with collision detection (CSMA/CD) which works as 
follows, A Sender senses the medium to see if it is free. In case the medium is 
not free, the sender waits until it is free. When the medium is free, the sender 

egins transmitting data and continues to listen into the medium, When sender 
*lects a collision while sending, it stops at once and sends a jamming signal. 
. This scheme fail in wireless networks because CSMA/CD is not aed 
Mterested in collisions at the sender, but rather in those at the receiver. The 
senal should reach the receiver without collisions. But, the sender is the ss 
acting collisions. When we are using a wire, this is not a a 
ess the same signal strength can be assumed all over the wire if the TA 

© wire stays within certain often standardized limits. When a co 
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ens inl etic Maite 
a waiting to detect a possible collision at 
ty Is We 


fi it, It dogg & 
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ifa © receive, 


Strength orp, 


the 
ni sende, Sig 
weakens agri even further. Now, the sender can apply pe Obseg 
ate the signi anla beaiisiaending y rier seny À 
oy an idle medium. The sender begins sending but a Collision te any 
ota ee) 


er owing t0 a second sender. This is hidden terminal 
aie r to the collision detection. The sender dete 


ne can occul = A OA Sn sig 
ames that the data has been sent without errors, but a Collision might May 
pe teal 


have destroyed the data at dhe receiver. m wireles Scenarios, collision detegy i 
is very difficult, as the transmission power in the area ofthe transmitting Ahlen, 
is several magnitudes higher than the receiving power. Therefore, this W 
common MAC scheme from wired network fails to a wireless Scenario, 


Also refer the ans. of Q.9. 


Urs 
r 4 

ó Problem, 7 
cls no Collis; 


0.11. Ilustrate the problem of near and far terminals in medium acces 
control, (R.GPV, Noy, 2019 


Ans. Refer the ans. of Q.9 (ii). 


Q.12. What is the main physical reason for the failure of many MAC 
schemes known from wired networks ? What is done in wired network n 
avoid this effect ? (R.GP.V., Dec. 2010) 

Ans. Medium access control schemes control user access to the medium 
using FDM, TDM, CDM, SDM or packet radio access schemes. In wired 
networks such as Ethernet, the sender senses the medium and waits until i 
gets the medium free to send the data, and continues to listen to the medium 
with the help of the carrier sense multiple access with collision ee 
(CSMA/CD) scheme, Any signal drop can be sensed in a wired ae 
this is not possible in the wireless network as the sensing data may coll 
with another data coming from a hidden terminal . 


Hidden and Exposed Terminals — Refer the ans. of Q.9 (i) 


Q.13. What is ad-hoc network ? Explain the characteristics of it am 
(R.GP.V., Dec. 2006, June 200 


Write a detailed note on mobile ad-hoc networks. (R-GP.V 
Ans, Ad-hoc 

netwe : 
mene can operate without the need for a fixed i 
re mainly used by the military and also in @ 


applicati 4 4 
teplori yoice and data transmission. This topology i$ d 
of a wireless network in a mobile or fixe 
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C€ network topolo 
“ser terminal h; 
any of the other 


7 depicts two variations of the ad-ho, 

fie 3 hop ad-hoc network where every 

bility of communicating directly with 
ility 


a)isa 
as the functional 
User terminals, 


ys : Mobile Station 


MS) 


MS; 


Ms, 
(b) Multi-hop Ad-hoc Networking 
Topology 
Fig. 3.7 Ad-hoc Networking 

In some ad-hoc networking applications, users may be distributed over a 
wide area and a given user terminal may be able to reach only a portion of the 
other users in the network owing to transmitter signal power limitations. In 
Such a case, user terminals will have to cooperate in carrying messages across 
the network between widely separated stations, Networks designed to function 
this Way are known as multi-hop ad-hoc networks and are shown in fig. 3.7 
C). In an ad-hoc multi-hop network, each terminal should be aware of the 
neighbouring terminals in its coverage range. The multi-hop network 
configuration was originally applied in military tactical networks where 
Pring reliable communications under unpredictable propagation conditions 
Md over widely varying geographic areas was important. 


(a) Single-hop Peer-to-peer 
Topology 


roy acteristics of Ad-hoc Networks — The characteristics of ad-hoc 
are as follow — a 
(i) Lack of pre-configuration, meaning network configuratior 
ment must be automatic and dynamic. 
(i) Node mobility, resulting in constantly changing networ 


(ii) Multi-hop routing. 


n and 
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nage 


k topologies. 
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Resource limited devices e.g., laptops, PDAs 
es 


thousands or e 


x i and j 
> E CPU processing constraints, + motile er, the traffic handling capacity of he m Wireless LAN 131 
have power a Resource limited wireless communications e ` power" A ad-hoc network to the backbone Hetki remains the same To 
Coon bythe fact that many nodes must share the i; Need iy h sie. et with a wireless connection as 4 emben a oT needs to use a 
ofkilobits per tentially large networks, e.g., a network ore "0 Mig t| proxy „tice all terminals supporting ad-hoc networki open Oe network 
(vi) Pote ven tens of thousands of mobile Nodes. Sensor | jn ya supports infrastructure operation Eapen 
S. al 


1 
yaw networks. d Characteristics — Refe 

Ans, Ad-hoc Network an ces efer the 

/ ‘ons — Different ad-hoc communication sce 

by the demand for spontaneous communication, M 
driven ication layers will support ad-hoc communication layer two fy 
communi us creation of links, layer three for efficient routing and the appli 

See ia discovery, automatic configuration, authentication ete, m 

heie technologies can furthermore extend the range of devices ori 

interference/extend battery lifetime by transmitting via neighbour nodes insta 

of transmitting directly to a base station with high transmission power, 


ans, of ( 
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0.15. What are the differences between cellular and ad-hoc networks} 
(R.GP.V, June 10) 
Ans. To reduce power consumption and reuse the limited radio spectnn 
resources, a cellular network was formed. Cell size is one of the factors int 
channel reuse rate. Basically, the channel reuse rate in a smaller cell siti 
higher than the channel reuse rate in a bigger cell size. A cellular nasal 
would then presenta challenge to the frequent handover procedures for a smale] 
cell size would usually induces a higher handoff frequency. P 
In addition to cellular networks, the ad-hoc network is another p 
architecture for wireless networks. The ad-hoc network is a non-infrastu 
architecture, in which nodes can access services from one another i 
where they are, The main difference between a cellular environment 
hoc network is that the ad-hoc method has no fixed infrastruch!® 
nodes to communicate with one another at any time and anywhere. 


ork tpt 
9.16. Compare the ad-hoc topology and infrastr ware ey, Det: 
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Ans. A number of 
ad-hoc network topolo; 


(0) Scalabili 
always limited to the or 


Way to scale 


stu! 
F infrastro® 
attributes can be used to compare 1M 


ans! 
; orks, EXP ie 
~ In peer-to-peer single hop PEA ectivel wr) 


erage of the radio transmitter ane reles" y 


l 
il BT Sults i 
that can be su up the network coverage or capac’ ty orks gh h ‘Sin 


netwo" 
number of term: rted by the network. In multi-hop ad-hoc orkis in 
“iminalsincreases the potential coverage of the ne™ 


n| of BS 
j| capacity 


=e 


gies, jot fter 


are! 
Coverage a: 
pectrum. Th 
traffic loads, 


rea or to increase the 
erefore, for wide area 


for applications with variable fr 
coverage and for app! infrastructure networks 


are always used. 
(ii) Flexibility — Operation of infrastructure networl 

deployment of a network infrastructure which is ve 

and expensive. Ad-hoc networks are inherently fl 

instantly. Therefore, ad-hoc networks are alw: 

applications where flexi 


ks requires 
Ty often time-consuming 
lexible and can be set-up 


c c ays used for tempora 
ty is of prime importance, ji 


(iii) Controllability — To coordinate 
we need to centrally control certain features such as time synchronization, 
transmitted power of the mobile stations operating in a certain area, and so on, 
Inan infrastructure network, all these features are naturally implemented in the 
BS or AP. In an ad-hoc network, implementation of these features requires more 
complicated structures demanding changes in all terminals, 


(iv) Routing Complexity — In multi-hop peer-to-peer networks, each 
terminal should be able to route messages to other terminals. This capability 
requires each terminal to monitor the existence of other terminals and be able 
to connect to those available in the immediate neighbourhood. For this, there 
Saneed fora routing algorithm that directs information to the next appropriate 
terminals, Implementation of these features adds to the complexity of the 
terminal and the network operation. In infrastructure and peer-to-peer single - 
0p ad-hoc networks, this problem does not exist. 
©) Coverage — In WLANs, coverage of the network is an issue of 
mem because it has an effect on the selection of the topology. In peer-to- 
Per single-hop network topology, the maximum distance between ty 
“ieee is the range of coverage of the wireless interface we irs Pee 

ea bee network, two wireless pa ean ea twice ie 
Range of - The maximum distance between two ere i -ciniiantesting 

ina p overage of a single wireless modem becaus ior the BS aráin 
Mtg may be located at the edge of the coverage iak alas elevate 
ountin en APs or BSs are fixed in opportunistic locations 


t increase th é ly 
e coverage of vireless modem. This usua 
ge of the wi! ele: 


n ad-hoc configuration. 


Proper operation of a radio netw ‘ork, 


twig a maximum coverage distance between two ti 


h inal 
© coverage distance of the same modem in 
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ations in battlefields is resio a Sake y „lanned links between nodes TORUNG 
single ilur point” networks te faa) S wesions they might interfere ang ic No close-by nodes forward two 
ions network is destroyed. This Pros rence might also help routing, A rota a Ioer, On the other hand 
a Se REOPEN configurations AS ei Vor packets it has overheard, © Can learn the topology with the 
Ones g sore and Forward Delay and Media Usage gp. nr diy) Routing in Wireless ad-hoc networks can 
om agiehop nens orks, information is transmitted oh emp gnowledge alone. Information from lower layers as rely on layer three 
“gee and forward procedure. In the infa structure re Oy, inte can help routing algorithms to finda iida aad 
shit xion of data twice, once trom the source to the BS NS The following difficultie: 'S in ad-hoc moves seth 
a AP to the destination. The BS/AP also should Store ha (i) Centralized approaches will not really si ee 
o T ard i lake This adds to the delay encountered by the bk Me 100 long to collect the current status and disseminate it again Within thi takes 
mii aa E enoda maY have several transmissions anq more the topology has already changed, is time 


and forward delays that depend on the instantaneous topology and Number 
hops required to send the data from the source to the destination " 
Ops rA i 


Q.17. What are the fundamental differences between Wired net 
and ad-hoc wireless networks related to routing ? Also discuss dificultin 
arise in comparison to wired network. 

Ans. There are some fundamental differences between the wired and a 
hoc wireless routing. 

(i) The main problem for ad-hoc networks is routing arises fia 

the highly dynamic topology. In ad-hoc networks, routing tables must somehow 
reflect these frequent changes in topology, and routing algorithms have tox 
adapted. Routing algorithms used in wired networks would either react mi 
too slowly or generate too many updates to reflect all changes in topolos 
Routing table updates in fixed networks, for example, take place every Y 
seconds, This updating frequency might be too low to be useful for ei 
networks. Some algorithms rely on a complete picture of the whole ise 
While this works in wired networks where changes are rare, it fails com? 
in ad-hoc networks, 

F (ii) Wired networks, too, have redundant links to s RA 
failures. However, there is only some redundancy in wired pay p uot 
additionally, are controlled by a network administrator. In aan 
wiy controls redundancy, so there might be many gear or wi 
mei a s raup erly meshed topology. Sapa Pa can ca 
in aa andle some redundancy, but a high redu 

ional overhead for routing table updates. wise exists 


(it) In wired networks links exist only where 3 W ihe cas 


(ii) Many nodes need routing capabilities, While there 
without, atleast one router has to be within the range of ; 
have to consider the limited battery power of these 


might be some 
h node. Algorithms 


nodes, 
(iii) The notion of a connection with certain characteri 


work properly. Ad-hoc networks will be connectionless, because it a 
possible to maintain a connection in a fast changing environment and to forward 
data following this connection. Nodes have to make local decisions for 
forwarding and send packets roughly toward the final destination, 

(iv) A last alternative to forward a packet across an unknown 
topology is flooding. This approach always works if the load is low, but it is 
very inefficient. A hop counter is needed in each packet to avoid looping, and 
the diameter of the ad-hoc network, i.e., the maximum number of hops, should 
be known. (the number of nodes can be used as an upper bound). 


0.18. Name the main differences between multi-hop ad-hoc networks 
and other networks. What advantages do these ad-hoc networks offer ? 
(R.GP.V, Dec. 2010) 
Ans, Differences between Multi-hop Ad-hoc Networks and other 
Networks — Refer the ans, of Q.17. 
Advantages of Multi-hop Ad-hoc Networks ~ 
H @) Disaster Relief — Infrastructures break down in disaster areas. 
“icanes cut Phone and power lines, fires bum servers, floods destroy base 
Pd Emergency teams can only depend on an infrastructure they an set-up 
ia No forward planning is done, and the set-up mit be cash hn w 
ofthe mas ‘© same applies to many military activities, which is, ne o st, 
major dri ing forces behind mobile ad-hoc networking research. 


survive i 


3 f interpersonal 

connections are planned by network administrators. This 1$ not I o u i) Instant Infrastructure = Spontancols pream 

GLEE ad-hoc networks, Links come and go depending of roost bag “ations, unplanned meetings etc. do not den oid take 100 Tong to 
aracteristics, pim ees er, ani WP| sety o ctures require ing and administration. lt W 

overhear th ane transmission might interfere with another ewp? | Sup this poo Cuire planning ectivity has to be set-up- 


r . |- nne 
smissions of other nodes, Interference crea! of infrastructure. Hence, ad-hoc co 


a Mobile Computing (Vil-Sem.) 
fess 


te Areas — It is sometimes expensive ti 
“sparsely populated areas even if infrastructy, D Setup 
re h e networks or satellite infrastructures San i Coulg N 
planned eri communication pattern. A N 
depending © Effectiveness - For certain applications, services l 
(iv) tructures might be too expensive. For example, if on} PrOVideg y 
pie networks exist, but an application sends only a Connect k 
oriented yaaa other minute, a cheaper ad-hoc Packet-oriente, j 
information helt solution. Registration procedures might take too | 
Tai overheads might be too high with existing nae 
cb 7 rape vide a er Solut: 
Applcaton-ilored ad-hoc networks can provide a better Solution, 
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(iii) Remo 


infrastructu 


existing i 


02,11 - SYSTEM ARCH, PROTOCOL ARCH, Pier 
Raven CONCEPT OF SPREAD SPECTRUM, MAC AND rm ; 
MANAGEMENT, POWER MANAGEMENT, SECURITY 


0.19. Explain the overview of 3 IEEE 802.11. (R.GPV., June 201) 
r 

What is IEEE 802.11 ? (R.GP.V., Dec. 2004, 2016) 

Ans, The IEEE standard 802.11 specifies the most famous family of 
WLANs in which many products are available. As the standard’s number 
indicates, this standard belongs to the group of 802.x LAN standards. The 
standard specifies the physical and medium access layer adapted to the speci! 
requirements of wireless LANs, but offers the same interface as the others to 
higher layers to maintain interoperability. The primary goal of the Lees 
was the specification ofa simple and robust WLAN which offers time-bounde 
and asynchronous services. ; 

Additional features of the WLAN should include the support o 
management to save battery power, the handling of hidden nodes plet 
ability to operate worldwide, The 2.4 GHz ISM band, which is pe bå 
most countries around the world was chosen for the original PEE 
rates envisaged for the standard were 1 Mbit/s mandatory and 2 Mbits 


2.20. With neat 


Sketch, explain architecture of 802.1 
its MAC logic, etch, explain architecture of 


(R.GPV,, June 2004, 2008, 


Ans. Fig, 3.8 shows à 802.11 wor 
In a wireless L ows the model developed by the 


which has som 


king z 
A ce set (P> 
AN, the smallest building block is a basic serv 000 wi 


p n p! K 

competing fi © number of stations executing the same M cat M 

holai 8 for access to the same shared wireless medium. yous 
Or it may connect to a backbone distribution system ("may 


access point (AP), Th, C proto? 


© access point acts like a bridge. MA' 


distributed or controlled by a co, 
filly point. Generally, the BSS corre 
acotterature. The DS can be a switch, 
i eh 3.8 shows the simplest confi 
„ single BSS. It means that each 

o @ stations within the same BSS, Iti 
so that a single station ¢ 


a wired network, or 


‘ach station belongs 


less range only of 
othe! i 

sographically. 
Inaddition, the 
yay turn off, come within range, and 
may 


80 out of range 


STA = Station 
Fig. 3.8 Architecture of 802.11 
The extended service set (ESS) has two or more basic service sets 
interconnected by a distribution system. Typically, the distribution system is a 
wired backbone LAN but can be any communications network. The extended 
mis set looks like a single logical LAN to the logical link control (LLC) 
level, 
In fig. 3.8, an access point (AP) is implemented as part of a station. The 
AP is the logic within a station which provides access to the DS by providing 
S services in addition to acting as a station. A portal is used to integrate the 
EE 802.11 architecture with a traditional wired LAN. Portal logic is 
plemented in a device, such as a router or bridge, that is part of the wired 
AN and that is attached to the DS. 
ing MAC Logic ~ IEEE 802.11 medium access control (MAC) logic is cee 
18.3.9, The distributed coordination function (DCF) sublayer makes Shae 
SMA (carrier sense multiple access) algorithm. When a asta 
e frame to transmit, it listens to the medium. In case the e 
tton may transmit, otherwise, the station must wait uat f PREM ‘i 
wg On is complete before transmitting. The DCF does not incl 
Sllision Ap Cle 0E ince collision detection is not 
etection function (i.e., CSMA/CD) since 


jie COMPU S Et 


ç network. Dynamic range Of the Si 
lona wireless mitting station cannot effective] 


practical 0 so that a tran 
e,8 


als on th 
Y distingui i Te 
SMission, op, 


o and the effects of its own tran, 


Logic 
Fig. 3.9 IEEE 802.11 Medium Access Control Logi 


jority scheme," 
The DCF includes a set of delays, that amounts Aaa EA odia 
ensure the smooth and fair functioning of this sigoni T lly, there m 
a single delay known as an interference space (IFS). d by ignoring! is del 
different IFS values, but the algorithm is best explaine pcs a s 
(i) The medium is sensed by a station which remains idle fors 
In case, the medium is idle, it waits to see if the medium 
equal to IFS, If so, the station may transmit at once. 


: use 
(ii) In case the medium is busy (either becaı 
finds the medi 


idle time), the 
Until th 


i 


onini 
the station ep 


juring 
usy 

; 4 mes DUSY On 

tum busy or because the medium beco to monitor th 

station defers transmission and contin 

€ current transmission is over. 


fF ‘asion is oven to" j 
(iii) After once the current transmission is 0 riod, the wis 

another IFS, In case the medium remains idle for Gr If the ™ 

ofa random amount of time and again senses the medi 


Out 
d| G 


o 


station may transmit. If the medium ; 
e backoff timer is halted and res, 


nential backoff jg Used to ensure that 


I attempt to transmit repeatedly in the 
each Collision, the mean value of the 


S attempt to 
mmediately 


Q.21 Explain the architecture of IEEE 802, 1, 
ti Refer the ans. of Q.20, 


1. (R.GPV, Dec, 2014) 


0.22. Describe 802.11 architecture, How can you achieve wireless LAN 


rity ? (R.GPV, Dec. 2012) 
curity ? 
ii Ans. 802.11 Architecture — Refer the ans. of Q.20. 

Wireless LAN Security — To address the WLAN Security issues, a set of 

ilities has been developed by the 802.11i task group. To achieve strong 

on i WLANs, the Wi-Fi Alliance promulgated Wi-Fi Protected Access 
pay ei -Fi standard. WPA is a set of security mechanisms that removes 
tees issues of 802.11 and was based on the current state of the 802.111 
ae main security areas are addressed by IEEE Stet taney 
authentication, key management, and data transfer paaa man i eee 
use of an authentication server (AS) and defines a more i sn pee 
Protocol to improve authentication, The AS also plays Eo Be the ae 
For privacy, 802.11i offers three different Seeyeioe fa wise ial poli 
encryption standard (AES) with 128-bit keys is used by 
‘long term solution. 


2.23. Explain IEEE 802.11a in brief, a SEE 1999), 
Ans. IEEE 802.11 offers upto 54 Mbit/s titig SEON E 
miiliy aimed at the US 5 GHz U-NII aaea aS kt 100 MHz 
infrastructure) bands. The FCC (US) regulations oe legal maximum power 
mains for the use of 802.11a, each yoram AW and E 
~ 5.15-5, 2/50 mW, 5.25-5.3 si for Europe- 5.15- 
ETS Europe ets own nah DrEune.$ i 
ires two control 
Z and 5.47-5.725 GHz and requires mit power c 
ation i amic frequency selection (DFS) a te lower frequency 
Be tr a power is 200 mW ah f FS and TPC are not 
4 lum transmi ; 
Mand 1 W EIRP for the higher frequency ban , 


necessary, if the transmit power stays below 50 mW EIR 
ssary, EIRP a 
GHz are used. Md on, 


S A í Wirel 
To be able to offer data rates upto 54 Mbit/s IEEE t 0.24. Explain the basic striseture irelass LAN 139 


of an IEEE 
different technologies. The system uses 52 suh, ns. The basic structure of an IEFẸ g 892.1 1a. 


4 J i carriers 44 “La 02.1 1a PPDU is g 
are modulated using BPSK, QPSK, 16-QAM, or eS daa, vi | 1 12 S one 7 is shown in fig. 3.11. 
transmission errors, FEC is applied using Coding rates o w : ae ble Bits 
Table 3.1 gives an overview of the standardized Combin, of ee Po] 
= PLCP Header 


A y 
p A in; 8 
and coding schemes together with the resulting data tiie o My 
8, M 
Table 3.1 Rate Dependent Parameters for 


Z TEER 802.1, 
Codin; oded P 12 : Variable en 
fs) | Modeation | Rare | Bits per i] e a 
ri r 7 8 

: BRK 3 i merj S So Fig. 3.11 IEEE 802.11a Physical Layer PDU 

9 BPSK 3/4 1 The PLCP preamble Consists of 12 symbols and is used for frequency 

12 QPSK 1/2 2 acquisition, channel estimation, and Synchronization. The duration of the 

18 QPSK. 3/4 2 preamble is 16 ps. 

24 16-QAM 1/2 4 The following OFDM symbol, called signal, contains the following fields 

36 16-QAM 3/4 4 and is BPSK-modulated. The 4-bit rate field determines the data rate and the 

48 64-QAM 2/3 6 modulation of the rest of the packet. The length field indicates the number of 

54 64-QAM 3/4 6 bytes in the payload field. The parity bit will be an even parity for the first 


16-bits of the signal field (rate, length and the reserved bit). Finally, the six tail 
bits are set to zero. 

The data field is transmit with the rate determined in the rate field and 
contains a service field which is used to synchronize the descrambler of the 
receiver and which contains bits for future use. The payload contains the MAC 
PDU (1-4095 bytes). The tail bits are used to reset the encoder. Finally, the 


pad field ensures that the number of bits in the PDU maps to an integer number 
of OFDM symbols. 


0.25. Explain IEEE 802.11b in brief. 

Ans, As the first commercial 802.11 products came on the market some 
Companies offered proprietary solutions with 11 Mbit/s. A common standard, 
toavoid market segmentation, IEEE 802.11b soon followed and was added as 
“upplement to the original standard (Higher-speed physical layer extension in 
the 2.4 GHz band). This standard describes a new PHY layer and is by far the 
Most Successful version of IEEE 802.11 available today. > 

Depending on the current interference and the distance between transmitter 


Fig. 3.10 shows the channel layout for the US U-NII bands. The cen 
frequency of a channel is 5000 + 5*channel number (MHz). This definits 
provides a unique numbering of channels with 5 MHz spacing starting fron! 
GHz. Depending on national regulations, different sets of channels myt 
used. Eight channels have been defined for the lower two bands in the val 
(36, 40, 44, 48, 52, 56, 60 and 64); four more are available in the high ba! 
(149, 153, 157 and 161). Using these channels allows for interference 
operation of overlapping 802.11a cells. Channel spacing is 20 MH 
Occupied bandwidth of 802.1 1a is 16.6 MHz. 


Channel 
4 48 s2 s6 60o 64 ę 


40 44 


Siso 


5180 520 5220 5240 5260 5280 5300 5320 
16.6 Mhz 


En "ceiver 802,11b systems offer 11, 5.5, 2, or | Mbit/s. Maxi TE 
ý l n 
Channel Center Frequency © per yu chi Is ‘approximately 6 Mbit/s. The lower data rates 1 and 2 i menel 
annel 5000 + 5*Channel ine Barker Sequence and DBPSK or DQPSK, respectively. da 
“pS and 11 Mbit/s use 8-chip complementary G sme ; a EA 
nae anga, Standard defines several packet formats for the phy’ e 
166 Miz 765 S785 S805 5825 [MHz] Mandato, lefines sı pi as for lens of 802.11. 


format interoperates with the orig! 


td 
Fi NIB 
SIR Operating Channels of IEEE 802.11a in the ue 


headery 
Wever 


ding schemes 
bara 
Of the 


tes that contro! 
will be un 
packet. format for IEEE 802.116, 


the standard $ : 
pasic rales, so they 


splain the 
0.26. Exp! 12 shows two packet formats standardized for 802.1 


alled long PLCP PPDU, in which the rate eng 
Itiples of 100 kbit/s. Thus, 0xOA represents | Mbit. 
37 for 5.5 Mbit/s and Ox6E for 11 Mbits, Non 
ble and the header are transmitted at 1 Mbit/s using DBPSK 
hort PLCP PPDU format diffe in several Ways. The shon 
field consists of 56 scrambled zeros instead of scrambled ones, 


1b. The 


s. Fig. 3 
Ans. Oded in 


ory format is c: 
al field is in mu 
ed for 2 Mbit 


mandati 
the 
0x14 i 
that the pream! 
The optional si 
synchronization 
; PLCP PPDU Format 
128 16 


Long 16 16 Variable 


Bits 


PLCP Header 


PLCP Preamble 
192 ps at | Mbit/s DBPSK 


1,2, 5.5 or 11 Mbit/s 


Short PLCP PPDU Format (Optional) 
16 8 


8 16 16 Bits 


PLCP Header 


LCP Preamble 
i D (2 Mbit/s, DQPSK) 


it/s, DBPSK) 


96 ps 2, 5.5 or 11 Mbit/s 


Fig. 3.12 IEEE 802.11b PHY Packet Formats 
The short start frame delimiter SFD consists of a mirrored bit pa 
compared to the SFD of the long format — 0000 0101 1100 1111 is atts 
the short PLCP PDU instead of 1111 0011 1010 0000 for the wa ae 
PPDU. Receivers that are unable to receive the short format will not a 1 
start of a frame. Only the preamble is transmitted at 1 Mbit/s, De iok 
following header is already transmitted at 2 Mbit/s, DQPSK, aniei the shot 
lowest available data rate. The length of the overhead is only half fe critic! 
frames, as shown in fig. 3.12. This is useful for e.g. short, potins 
data transmissions. 


2.27, Write short note on IEEE 802.11g. 
Ans. IEEE 802.1 1g į A $ hemes, 
i 2.11g introducing new modulation sc! 
meres and OFDM also allows for higher data rates i.€-» abov 
re 2. This approach should be backward compatible to 802.1 
' fom the better Propagation characteristics at 2.4 GHZ 


forward © 
e 2 

pand y 
oe al! 


ee: Wireless LA 
5 GHz. Currently, chips for 54 Mbit/s are available as well Ses 
as well as first products, 


An alternative proposal for 802,1 18 suggests th 
convolutional coding (PBCC) to reach a data r, h as called packet binary 
a data rate of 


Mbit/s OFDM mode is mandatory, the 22 Mb 22 Mbit/s. While the 54 
an option. The decision between 802. vs PBCC 
802.1 1a products are already availa 
as crowded as the 2.4 GHz band wher: 
bluetooth, operate. C 


cess points and the higher number of 
) at 5 GHz are clear advantages. 
0.28. Explain various IEEE 802 standar. 
s ‘ds and basic architect 
IEEE 802.11 standard. (R.GP.V, Dec. 2011, Nov. 201) 
Ans. Refer the ans. of Q.23, Q.25, Q.27 and Q.20. 


0.29. Draw and explain the architecture 
802. 11g. 


Ans. Refer the ans. of Q.23, Q.25, Q.26 and Q.27. 


9.30. Draw and explain protocol architect 
802.11. 


available channels (to avoid interference 


of 802.11a, 802.116 and 
(R.GP.V., Dec. 2015) 


lure and bridging for IEEE 
(R.GP.V., Dec. 2010) 

Ans, An IEEE 802.11 wireless LAN connected to a switched IEEE 802.3 
Ethernet through a bridge is shown in fig. 3.13. The WLAN behaves like a 


Mobile 
P-A 


Demi, 
fem Terminal 


Infrastructure 
Network 


Access Point 


P 
LLC 


802.11 MAC | 802.3 MAC 
802.11 PHY | 802.3 PHY 


Fig. 3.13 IEEE 802.11 Protocol Architecture and Bridging 
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Mobile torre E e WP h gi 


mele? gg a result, the higher liyer appear the same fy 
F 5 of the logical link Wi 
red LA _ The upper pal Contr tel 
sow p wire Ho i the differences of the mediu; ett Mi 
nodes 2% intro! layers different media. No explicit LLC layer a Cont 
Visible 
h 


| 


Iayers Ted ys networks- i 
sat o sai 302.1 | standard covers the medium access layer 
The 


HY. The basic tasks of the MAC layer consists of and. 


scal layer PHY: er data, and encryption. The hysja, Vedi 
physical n of us i Physica] }, 
sae fragm! enhe physical medium dependent sublayer PMD bei 
“aoned into 


nvergence protocol (PLCP). The PMD Sublayer Pes the 
hysical l d encoding/decoding of signals. Finally, the PLCp ; mo 
jer sense signal, known as clear channel assessment aH 
‘des a common PHY service access point (SAP) independent te 
transmission pees sublayers, the standard specified management yen 
In addition ak ment, The MAC management helps the association ag 
and the station MR to an access point and roaming between different acces 
reassociation aan s encryption, authentication mechanism, power managemen 
points. Ttalso ban a and synchronization of a station with regard to an access 
ee ai es the MAC management information base (MIB). 
pent ag ae agement handles channel tuning and PHY Mib 
. Ths a oa Saien management interacts with both managemen 
aie provides additional higher layer functions. 


ir l architecture with a neat diagran. 
0.31. Explain the IEEE 802.11 protoco pera 


Ans. Refer the ans. of Q.30. set 
ji : ind the p! 
32. Explain the functions of various layers of WLAN ai aig 
ae (RGR; 
architecture, 
Ans. The functions of various layers of WLAN 5 
i i — This layer converts a str 
® Physical Layer Pree ehi salh 
that can be transmitted on the sender si 


$ ireless comm 
‘onals back j eam, For wire i 
tansforms the signals back into a bit str generation o seny” 


as follows- 


| data fieldat the MAC layer, 


Piet Wireless LAN 143 

Is layer is resi 

decom 'S responsible for routing packets 
ction between two entities over many 


(iii) Network Layer — 
through a network or establishin, 
other intermediate systems, 

(iv) Transport La ver — T] 
end-to-end connection. 

w) Application Layer — Finally, 
of all transmission-oriented layers, , 

Protocol Architecture — 


his laye 
is layer is responsible for establishing an 


the applications are Situated on top 


Refer the ans, of Q,30, 
0.33. Describe the physical layer architecture of 802.11 standard, 
LL s ri 
b RGR, 
Ans. Several physical layers are defined by th nce Eee 
with the MAC layer. AS shown in fig. 3.14, the praa naan to operate 
the physical layer convergence Procedure (PLOP oun aeris divided ie 
medium-dependent (PMD) sublayer, 
PCLP is the upper sublayer and communi 
using the service primitives 
through the physical layer 
service access point (SAP). 
Based on instructions from 
the MAC layer, the PCLP 
maps a LLC (logical link 
control) protocol data unit Network 
(PDU) into a format which OPening 
` : A System 
is appropriate for transmi- 
ssion over a given physical 
medium, In addition, the 
LLC PDU also is known as Diti Link Layer 
a MAC service data unit 
(MSDU) because it is the 


Logical Link Control 
MAC Media Access Control 


A protocol data unit (PDU) 802.11 
consists of a header contai- 
ning Management infor- 


Physical Layer 


n Physical Layer 
PLP J Convergence Procedure 


physical layer is responsible for frequency Aen is Ap iok trailer field, and | emp | Physical Medium Dependent 
i i ion of da! user informati . 
frequency, signal detection, modulatio eit! town ae tat ena ioà Fig. 3.14 Postion of the IEEE-802.11 
jis s responsible fOr 9s SDU), Standard within the ISO 
(ii) Data Link Layer — This layer is T°" `a of ae 


TOCS" ie fe The Pj A A . irel dium to the 
medium, multiplexing of different data streams, ew! nsible wie Mac LCP delivers incoming frames from the wireless me 


R is also «ate! 
emors, and synchronization, The data link layer is 3 or mt 
Point-to-point connection between two devices 


ceivers- 
Connection between one sender and several rece!V A 


Yer at a receivi i icted in fig. 3.14, the MAC sublayer 
add, receiving station. As depicted in fig. pyar 
**header and trailer to the MSDU to form the PLCP SDU (PSDU). The 


Jess & Mobile Computing (Vil-Sem.) 
aes | information and the trailer has a CRC (eyel; 
E Bie the receiver to verity the integrity of the 
check) field ia sublayer adds two parts to form a PLO 
Then, ain First part is a preamble which contains Synchronizay 
PDU (PPI me information. Second part provides transmission 
start-of-fra Specific structure of a PLCP frame depends On the aa 
bt r with which it is associated, © Part 


tr Clic r 
r has con fs ed 
heade! incom 
P frame or 


physical laye! 5 2% 
PMD sublayer is concerned with the characteristics of the Physical Medi 

and the specific transmission techniques used to transmit information ai m 

particular medium. In order to carry out the transmission an Ak 


$ d reception 
functions, the PLCP and the PMD communicate by means of pri 


mitives, 
0.34. Explain the physical layer of IEEE 802.11 Standard, 


Ans, IEEE 802.11 supports three different physical layers — one layer 
based on infra red and two layers based on radio transmission. All PHY variants 
include the provision of the clear channel assessment signal (CCA), The CCA 
is needed for the MAC mechanisms controlling medium access and indicates 
if the medium is currently idle. The PHY layer offers a Service access point 
(SAP) with 1 or 2 Mbit/s transfer rate to the MAC layer. 

The three versions of a PHY layer defined in the standard are described 
below - 

Frequency Hopping Spread Spectrum — FHSS is a spread spectrum 
technique which allows for the coexistence of multiple networks in the same 
area by Separating different networks using different hopping sequences. The 
selection of a particular channel for different regions is achieved by using ® 
pseudo-random hopping pattern. National restrictions also determine further 
Parameters, e.g., maximum transmit power is 1 W in the US, 100 mW EIRP in 
Europe and 10 mW/MEZ in Japan. 


è 
Fig 3.15 shows a frame of the physical layer used with FHSS. niche # 
a parts, the PLCP parts (preamble and header) : load, 
Payload part, While the PLOP Part is always transmitted at 1 Mbit/s, pay’ 


È ble 
TAE data, can use 1 or 2 Mbit/s, Additionally, MAC data is ras 3 
le i P” 
spetu MM ste) = z7 +74 + 1 for DC blocking and whiteni 


80 16 a). oa 16 Variable Bits 


PLCP Preamble PLCP Header 


Fig, ; 5 
BIS Format ofan IEEE 802.11 PHY Frame using FHS 


The frame sh N Wireless LAN 145 
ne frame shown in fig. 3.15 have following felis 


@ Synchronization — The 


synchronization, which is a 010101 


0000110010111101, 

bait Pee a ann Lanai Word (PLW) ~ This first field of the PLCP 
r S € payload in bytes includ 2-bit CRC 

the end of the payload. PLW can range bein 0 Bier ed 32-bit CRC at 
(iv) PLCP Signalling Field (PSF) — 


data rate of the payload following. All bits set to zero (0000) indicates the 


. The granularity is 500 kbit/s, thus 2 Mbit/s 
aot x y 4 Is 
indicated by 0010 and the maximum is 8.5 Mbit/s (1111 ). This system obviously 
does not accommodate today’s higher data rates, 


v) Header Error Check (HEC) ~ Finally, the PLCP header is 
protected by a 16-bit checksum with the standard ITU-T generator polynomial 
G(x)=x!6 + x12 4x54] à 


This 4-bit field indicates the 


Direct Sequence Spread Spectrum — DSSS is the alternative spread 
spectrum method separating by code and not by frequency. In the case of IEEE 
802.11 DSSS, spreading is achieved using the I I-chip Barker sequence (+1, — 
1, #1, +1, -1, +1, +1, +1, ~l,-1,-1). The key characteristics of this method 
are its robustness against interference and its insensitivity to multipath 
Propagation. The implementation of DSSS is more complex compared to FHSS. 

IEEE 802.11 DSSS PHY also uses the 2.4 GHz ISM band and offers both 
1 and 2 Mbit/s data rates, The system uses differential binary phase shift keying 
(DBPSK) for 1 Mbit/s transmission and differential quadrature phase shift keying 
(DQPSK) for 2 Mbit/s as modulation schemes. The symbol rate is | MHz, 
resulting in a chipping rate of 11 MHz. All bits transmitted by the DSSS PHY 
are scrambled with the polynomial s(z) = z” + z* + 1 for DC blocking and 
Whitening of the spectrum. Many of today’s products offering 11 Mbit/s according 
to 802.11b are still backward compatible to these lower data rates. 

Fig. 3.16 shows a frame of the physical layer using DSSS. The Ene 
Consists of two basic parts, the PLCP part (preamble and header) aaa pya 
Part. While the PLCP part is always transmitted at 1 Mbit/s, payload, i.e., 

AC data, can use 1 or 2 Mbit/s. m Ar u hie 


8 
[ena oe [Seat [nem we eei] 
SSS SSS 


PLCP Preamble PLCP Header : re 
Fig. 3.16 Format of an IEEE 802.11 PHY Frame using DS. 
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.16 have the following fields 


are not only Us, 
gain setting, energy detection (for the cca 


y also gi A . 
ation, but tion, The synchronization field Only cong s anq 
Sists of 


for 


SFD - This 16-bit field is used for Synchronizati 
(iii) 


frame and consists of the pattern 1111001] 10100000" at the 
aa a ‘onal - Only two values have been defined for this field 
(iii) Sign f the payload. The value 0x0A indicates | Mi to 
indicate the data 2 Mbit/s (DQPSK). Other values have been ree 
DEI. ct ae bit rates. Served 
for future p ae — This field is reserved for future use, however, 0x00 
cates OY ee 802.11 compliant frame. 
il (x) Length — 16-bits are used in this case for length indication of 
yl icroseconds. 

ği ee Signal, service, and length fields are protected by this 
iat the ITU-T CRC-16 standard polynomial. A 
Infrared (IR) — The PHY layer, which is based on IR transmission, uses 
near visible light at 850-950 nm. IR light is not regulated apart from a 
restrictions. The standard does not require a line-of-sight between ESET a 
receiver, but should also work with diffuse light. This aoa ar mr of 
multipoint communication. The maximum range is about 10 mii a pa 
or heat sources interfere with the transmission. Typically, such a nei iden 
only work in buildings, e.g., classrooms, meeting rooms etc. Te se 
is very simple — a wall is more than enough to shield one arbi 
802.11 network from another. Today, no products are available S 
communication based on 802.11. Proprietary products offer, eg, pan 
using diffuse infrared light. Alternatively, directed infrared co! 
based on IrDA can be used. 
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Fig. 3.17 Spreading and Despreading of Spread Spectrum 
Narrowband and broadband interference add to the signal in step (c) during 


interference is received. Now, the 
, transforming the spread user signal 
into a narrowband signal again, while spreading the narrowband interference 
and leaving the broadband interference. In step (e), a bandpass filter is used by 
the receiver to cut off frequencies left and right of the narrowband signal. At 
last, the receiver can reconstruct the original data since the power level of the 
user signal is high. 

Spread spectrum is usei to deal with narrowband interference for a single 
channel. It can also be used for many channels. Fig. 3.18 shows a situation. 
The FDM is used by six different 
channels for multiplexing, This 
Means that each channel has its 
own narrow frequency band for 


‘Channel Quantity 


nterference. This method needs 
He quency planning. In 
dition, fig. 3.18 shows a certain 


— 
Narrow Band 
Signal Space 


Fig. 3.18 Narrowband Interference 
without Spread Spectrum 


“pendent and is a measure for 


frequency: Also. channel quality changes oy er time 
interference at this ics, channels 1, 2, 5 and 6 could be rece} ased 
i ý 


on receiver oiean ad 4 is too bad to reconstruct transmitted set th 
quality of Ie aie 3 and 4 is destroyed by narrowband mat Th 
transmission OF © can increase resistance to narrowband interfere, ee 
Spread spectrum © The similar erence ig 
such a situation. s 2 
ater e is now applied to all ž 
e isinisi Fig. 3.19 shows 5 
taal narrowband gnals are now T 
spread into broadband signals using & 
the same frequency range. No more ¥ 
frequency planning is required, and TA n 


all senders use the same frequency 


band. Buthow can receivers recover Fig. 3.19 Spread Spectrum to Avoid 


y Narrowband Interference 
their signal ? 


Now, CDM is used in place of FDM to separate different channels, This 
application shows the tight coupling of CDM and spread spectrum, Using a 
special code, spreading of a narrowband signal is achieved. Each channel is 
allotted its own code, which the receivers apply to recover the signal. The 
signal cannot be recovered without knowing the code. The signal cannot be 
recovered, and behaves like background noise. This is the security effect of 
spread spectrum if a secret code is used for spreading. The coexistence of 
several signals without coordination, robustness against narrowband 
interference, relative high security, and a characteristic such as background 


noise are the features that make spread spectrum and CDM very attractive for 
military applications, 


Direct Sequence Spread Spectrum — Fig. 3.20 shows that direct sequence 
Spread spectrum (DSSS) systems take a user bit stream and perform an XOR 
with a so called chipping sequence. The result is either the sequence 01 10101 
alert 1001010. The chipping sequence composed of smaller ari 
prae With a duration t,, while each user bit has a duration t ae 
is also ee 'S produced properly it seems as random noise. This Pre ite 
resulting sj ae, mies 8S pseudo-noise sequence. The bandwidth © inal 
signal requires determined by the spreading factor $ = tyto: IE the te 
Civil applications gett "the resulting signal requires s-w after srl 
applications eye spreading factors between 10 and 100, m! ery 

He Beton of upto 10,000, while the spreading factor pant e 
E802.) og EOT example, wireless LANs complying ¥! 


eee sker code, 
sing DSSS. Sequence 10110111000, a so called Ba! 


| g 1 
XOR 
DÒN 
O11OTOTOTIOTOT 
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ile a 


User Data 


"1101011001010 
Resulting Signal 
Fig. 3.20 Spreading with DSSS 
Fig. 3.21 and fig. 3.22 show the tr 


respectively. Fig. 3.21 shows that the 


Chipping Sequence 


‘ansmitters and receivers using DSSS, 
first step in a DSSS transmitter is the 


bandwidth of 1 MHz. Spreading with 
the above 11-chip Barker code would 
result ina signal with 11 MHz bandwidth, 

This signal is then shifted by the radio Spread 
carrier to the carrier frequency. Then, Signal 
this signal is transmitted. 

The DSSS receiver is more com- Radio Carrier 
plicated compared to the transmitter, Fig. 3.21 DSSS Transmitter 
The receiver performs the inverse Received 
functions of the two transmitter Bigisi 
modulation steps. The first step in the 
receiver is demodulating the received Radio 
signal. This is done using the same 
carrier as the transmitter reversing the 
modulation and results in a signal with 
aPproximately the same bandwidth as Sequence 
the original spread spectrum signal. 

ditional filtering can be used to 
Produce this signal, 

, The receiver wants to know the 
Original chipping sequence. This means 
that the receiver produces the same 
ae random sequence as the 

Smitter, Because the receiver 


Transmit 
Signal 


Lowpass 
red 


Data 
Fig, 3.22 DSSS Receiver 
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chip with the incoming signal 

st of a chip with t > Ng signal, sequ 
roduc! 8 to be synchronized. This consists o z al the 
ate a medium access mechanism that d XOR 
S aration, together W dds all these products during a bit period, c," this 
opera egrator adds pee, x h -Co 
An inte ps and signal, and adding the products 1n an inte, 
= eis the device a correlator. At last, in each bit h tor iş 
also known as CO! Jes the sums produced by the integrator and determin aè 
“cision unit samples Ming j 
decision u resents a binary Oorl. 

ş sum represents s 

this sum sa Hopping Spread Spectrum — The total available bandwidt, 

m several channels of smaller bandwidth plus guard spaces betwe 
is div ea for frequency hopping spread spectrum (FHSS) Systems, Re ceiver 
mame ee stay on one of these channels for a certain time and then hop to 
eat annel. This system implements FDM and TDM. The time spend on 
eae with a certain frequency is known as the dwell time, the Patter of 
channel usage is known as the hopping sequence. ` 

In slow hopping, one frequency is used by the transmitter for several bit 
periods. Fig. 3.23 depicts five user bits with a bit period t,. Performing slow 
hopping, the frequency f, is used by the transmitter for transmitting the first 
ae bits during the dwell time ty. The transmitter then hops to the next 
frequency fz. Slow hopping systems are cheaper and have relaxed tolerances, 
But they are not as immune to narrowband interference as fast hopping systems, 


An option for GSM is slow frequency hopping. 


the uctces 
s 
computes d receiver Nother 


en 


Slow 
Hopping 
(3 Bits/Hop) 


Fast 
Hopping 
(3 Hops/Bit) 


t 


: times”. 
In fast hopping, the transmitter changes the frequency Many ® simes 


the transmissio i P itter hops the 
dine a bp te of a single bit, In fig 3.23, the transmi Jement 3$ 
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to perform hopping at more or less the 


A Smaller tolerances 
aaa ame e, 
The block diagrams of FHSs tr: Porna in tire 


Signal to produce anew Spread signal 
i * fo for 0 respectively: If distinct FHSS 


Hom ji that-never ove; 
transmissions do not interfere. This need: rlap then these two 


interference is minimal. 


User 
Data 


Narrowband Received 
Signal Signal 


Data 


Spread 
Transmit 
Signal Frequency 
Frequency Synthesizer 
Synthesizer 
Hopping 
Hopping Sequence 


Sequence 
Fig. 3.24 FHSS Transmitter Fig. 3.25 FHSS Receiver 
The receiver of an FHSS system must be synchronized and has to know 


the hopping sequence. Then, it performs the reverse operations of the 
modulation to reconstruct user data. Also, many filters are required. 


0.36. Write about MAC sublayer. (R.GRV., Dec. 2016) 

Ans. The protocols used to determine who goes next on a multiaccess 

channel belong to a sublayer ofthe data link layer called MAC (medium access 

control) Sublayer, The MAC sublayer is especially important in LANs, nearly 

of which use a multiaccess channel as the basis of their communication. 

S, in contrast, use point-to-point links, except for satellite eno 

i Scause multiaccess channels and LAN are so closely related, including a few 
“Sue that are Not strictly part of the MAC sublayer. 
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- atly the MAC sublayer is the bottom part of the dat: 
Technically, have studied it before examining all the 


. RYE y 
should 3 Pointto.,.’° 
Kd are for most people, understanding Protocols tiv 


s easier after two party protocols are well understood S ving 
deviated slightly from a strict bottom up order way 
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a link lay, 


ically W‘ 
EAA Nev 
multiple lasia of presen 
reason 7 With the help of neat diagram, explain the architec, 

a T C layer in 802.11 standard. 
pean MAC sublayer employs one of two methods to gain a 
network. The protocol for these is men rms of coordinati 
which determine when a station within a BSS may transmit and When it ma 
receive a PDU. First method is distributed coordination function (DCF), that 
supports asynchronous data transfer on a best-effort basis. By using the DCF 
all the stations contend for the channels for each packet transmission, Ih 
addition, 802.11 also defines an optional point coordination function (PCR), 
that uses a centralized decision maker, such as an AP, to regulate transmissions 
and to provide contention-free frame transfers. 

The architecture of these two coordination functions within the MAC 
sublayer is shown in fig. 3.26. The DCF remains directly on top of the physical 
layer and the PCF is implemented on top of the DCF. Five physical layer 
protocols are shown in fig. 3.26. Both the DCF and the PCF can operate 
concurrently in the same BSS to provide alternating contention and contention- 
free transmission periods. All stations are needed to support the distributed 
coordination function. In an ad-hoc network, the stations use only the DCF. In 
other networks, the stations can operate using just the DCF or a coexisting 
combination of the DCF and PCF. 
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tting. After once 
mechanism must be 


Station Transmits 
Immediately if 
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Longer than DIFS 


Defer Access Tiss 


Access Attempt Time 
Selected using 
Exponential Binary Backoff 


Fig. 3.27 Operation of the Access Method for the CSMA/CA Protocol 
Fig. 3.27 shows the operation of the CSMA/CA protocol. After the channel 
becomes idle, all stations are needed to remain silent for a certain minimum 
Period. This basic time delay is known as the interframe space (IFS). The IFS 
can take on one of three different length values, depending on the type of 
frame that the station is about to transmit, Each interval defines the time from 
the end of the last symbol of the previous frame to the starting of the first 


symbol of the next frame. Following are the three types of IFS intervals - 
few (a) Short IFS — Short IFS (SIFS) is the shortest IFS. High- 

Priority frames only require to wait the SIFS period before they contend for 

the channel. Frames which use the SIFS include acknowledgement (ACK) 

Tames, clear-to-send (CTS) frames, frames which are responding to a poll 

a the AP, and data frames which are the second or subsequent part of a 
8mented MAC service data unit. 


(b) Point Coordinati 


on Function IFS — Point coordination 
function IFS (PIFS) is intermediate in duration an 


d employed by the PCF to 


> ~S 
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sojess & Mol 
54 Wireles: a r oe eee 
cess to the medium. Stations using the PCF have 


DCF and can send contention-free tra 
g a 


ue eS er 
is idle after the PIFS inte 


€) Distributed Coordination Function IFS- 
A $ stations operating under the DCF use the DIF r 
longest IFS ene nagement frames. A DCF-based frame has a lower 
sending data E because the DIFS is longer than the PIFS, 
than a PC pa fig, 3.27, if the medium is free for a time period longer th 

aap can transmit immediately. Now, let us consider that i 
the vis busy and one or more stations operating under the DCF protocol 
medium aa to transmit. In this case, the station calculates a random backoff 
O ie a binary exponential backoff scheme to schedule an attempt at 
piee tothe channel. This scheduling is done so that all waiting stations 
Rica opportunity of transmitting. The time period during which Stations 
attempt to gain access 1S known as the contention-window. This window is 
segmented into slots of time. i 

By using this calculated backoff period, the station sets an internal timer 
toan integer number of slot times and waits for the medium to become idle. 
After the end of current transmission, the station waits for a DIFS interval and 
then senses the medium again. In case the medium is still idle after the DIFS 
interval, then during the following contention-window interval the station waits 
for a period equal to the delay time it calculated. If the backoff timer expires 
and the medium is still idle, then, station may transmit. If the medium becomes 
busy during the contention-window interval, the backoff procedure is suspended 
and resumed the next time a contention period occurs. 

DCF includes a means for handling lost or corrupted frames. Receiver 
stations return an ACK (acknowledgement) frame if a data frame is received 
and its CRC is correct. When the sending station fails to receive such a frame 
within a specified time period, it will take this as an indication that the frame is 
Pauno The time period for each data frame is equal to ni 
fi rera een If an ACK is not received, then the ae ee 
‘ides iat Procedure to schedule another transmission attempt. ae 

feceive an ACK frame because the ACK itself was lost, a rece 


May get duplicate fj $ zons use the 
rames, To d i r stations 
Sequence numbers, letect such duplicates, receive! 


obtain priority aci 
over stations US 
that the channe 


ni pi 
ffic once than 


(i) Point Co 
ran be used to provide 
be activated to su 


ordination Function (PCF) — The priority based ja 
contention-free frame transfers. As an example this 
Price for Using the Por Sensitive information such as audio or wee 
Tequires to send out pot S Car overhead on the network because i 
2 frame to any q Polling frames that grant a station permission t0 y s the 
estination, The Point coordinator (PC) which perform" 


P Wir 
pCF remains in the AP within a BSS ARRES CAN! LS 


the mêdium, it sends out a beac 
information in the beacon communic: 
to all stations and prevents them fo 
of this period. 


Q.38. What are the MAC Service: 


ee 5 Of IEEE i 
in the traditional LANS such as 802,3 x EE 802.11 that are not ‘provided 


ENA a 4 (R.GP.V., Dec. 2016) 
Ans. The services provided by a IEEE 802.11 network can be divide 

into two categories — AP services and STA Services, a 
The following are the AP services — 

() Association — The associat; 

station to the LAN distribution system via 


Then, this AP can send the association į 
affiliated ESS in order to allow the statio 


ion service maps the identity of a 
a single AP within a particular BSS, 
information to other APs within its 
n to roam from one BSS to another, 

(ii) Reassociation — The established association is transferred from 
one AP to another using reassociation. This allow the station to move from 
one BSS to another. 

(iii) Disassociation — A station or an AP may use the diassociation 
service to terminate an existing association. This is done when nodes leave the 
BSS or when nodes shut down. 


(iv) Distribution — A station applies the distribution service whenever 
it sends MAC frames across a distribution system. If the destination is in the 
same BSS, the frame is transmitted directly to the destination, otherwise the 
frame is sent via the DS. 


The following are the STA services - 

(i) Authentication — IEEE 802.11 defines an authentication service 
to control LAN access. All 802.11 stations must use the authentication service 
to identify themselves prior to establishing a connection with another station. 
The authentication schemes range from relatively insecure handshaking to 
Public-key encryption schemes. 

(ii) Deauthentication — Deauthentication is invoked to terminate 
existing authentication. 

(iii) Privacy — The contents of messages may be encrypted to prevent 
*avesdroppers from reading the messages. s 
(iv) Data Delivery — IEEE 802.11 naturally provides a way to Sanne 
ve data. Although, the transmission is not guaranteed to be completely 
like Ethernet. 
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in IEEE 802.11 ? "6 
~ pCF with RTS/CTS extension, 
in MAC-DCF witi 
Explain M 
Ans, Hidden termi 


idden terminal problem ? How 


rdoyoumean by h itis avoideg 


nal problem occurs ifone station can receive 
tations cannot receive each other. The two stations ma: 
ie Hatt senda frame, and cause a colli e 
channel is idle O blem the standard TEBE 802.11 defines an additions 
nes # s two control packets, RTS and CTS. The use of the méchanians 
gore E ié every 802.11 node has to implement the functions i 
= brana reception of RTS/CTS control packets. 

react pi ly 


Fig, 3.28 shows the use of RTS and CTS. 


‘Wo others, 
'Y Sense 


; A the 
sion at the receiver in the midd : 
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Defer Access 


Contention 


Fig. 3.28 IEEE 802.11 Hidden Node Provisions for 
Contention-free Access 


After waiting for DIFS, the sender can issue a request to send (RTS) 
control packet. The RTS packet thus is not given any higher priority compared 
to other data packets. The RTS packet includes the receiver of the data 
transmission to come and the duration of the whole data transmission. This 
duration specifies the time interval necessary to transmit the whole data frame 
and the acknowledgement related to it. Every node receiving this RTS ae 
5 to set its net allocation vector (NAV) in accordance with the aan 
ield. The NAV then specifies the earliest point at which the station can try 
access the medium again, 

Ifthe recei O me 
aclaro send (Croa Peise receives the ae wae contains 
the duration field again ge al er waiting for SIFS. This pi the receive" 
and all stations receiving this packet from 


of the intended tol 
` data transmiss) i i Jatter Se 
receivers need tke nsmission have to adjust their NAV. The acket- aoe 
ee 


all nodes within p hs same as the first set receiving the RTS P fo 
that they have to tae distance around sender and receiver are m 
it more time before accessing the medium. 


wers with 
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Finally, the sender can send the data 


SIFS after receiving the data packet ; aia 
was correct. The tiaratisaton heey tae piid whether the transfer 
marks the medium as free and the standard bia hae pan pes 
RTS and CTS have been used to avoid the hidden pith 3 
collisions can only occur at the beginning while the RTS is sen m Problem, 
stations may start sending at the same time, Usin, me ros wo or more 
non-negligible overhead causing a waste of badii 4 i caj result in a 
RTS threshold can determine when to use the additional tie ch ee 
to disable it chanism and when 


after SIFS. The receiver waits for 


9.40. Draw the frame format of 802.11 standard and explain it. 
Ans. IEEE 802.11 standard defi 


ines three classes of frames on 
n the wire - 
data, control and management. Fac! a 


h of these has a header with a variet 
ent of 
fields used within the MAC sublayer. Also, there are some headers used tithe 


physical layer but these mostly deal with the modulation techniques used. 
The format of the data frame is shown in fig. 3.29. 


Bytes 2 2 6 6 6 2 
Address | Address | Address 
1 2 3 [Se 
1 


a S ae | aa) 
eral 


Ti 
ep e 


Fig. 3.29 The 802.11 Data Frame 

First field is the frame control field. It itself has 11 subfields. The first of 
these is protocol Version, which allows to versions of the protocol to operate 
atthe same time in the same cell. Then the Type and Subtype fields come. The 
To DS and From DS bits indicate that the frame is going to or coming from 
the intercell distribution system. The MF bit indicates that more fragments 
will follow, A retransmission of a frame sent earlier is marked by the Retry bit. 
The pwr is stands for power management. It is used by the base station to put 

the receiver into sleep state or take it out of sleep state 
The More bit indicates that the sender has additional frames for the 
"ceiver. The W bit specifies that the frame body has been encrypted using the 
P (wired equivalent privacy) algorithm. Finally, the O bit tells ths eels 
that a sequence of frames with this bit on must be processed strictly in order. 


The second field of the data frame, the Duration field, shows how long 


the fra it i the channel. This field is also 
me ai j! t will occupy 
Presi id ts acknowledge! her stations manage the NAV 


ent in the control frames and is how ot 


6 0-2312 4 


Address 
4 


Bits 


& Mobile Computing (vil-Sem. ) 


header contains four addresses, all in standarg 
a cel 
ý frames may enter or leave a cell via a base st, 
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The frame 
Remember that 

ddresses are 


mechanism. 
802 format. : 
The other two 3€ 
for intercell traffic 


e field allows fragments to be numbered. Of the 16-bitg 
The Sequence 


fy the frame and 4 identify the fragment. The Data field 
available, 12 ident! 5312 bytes, followed by the usual Checksum, 
contains the payload, up have a format similar to that of data frames, except 
Management Pe abe addresses, because management frames are 
peel ad ‘Control frames are shorter still, having only one or 
restricted t0 a $ ? 


idı no Data field, and no Sequence field. The key information 
two addresses, 


here is in the Subtype field, usually RTS, CTS, or ACK. 


iscuss the role of 
EERE plays a central role in an IEEE 802.1 1 station as 
trols all functions related to system integration, i.e., integration 
pee- i ae into a BSS, formation of an ESS, synchronization of stations 
Serums functions of MAC management are given below - 
(i) Synchronization - Functions to support finding a wireless LAN, 
synchronization of internal clocks, generation of beacon signals. 
j Each node of an 802.11 network maintains an internal clock. To synchronize 
the clocks of all nodes, IEEE 802.11 specifies a timing synchronization 
function (TSF). Synchronized clocks are needed for power management, but 
also for coordination of the PCF and for synchronization of the hopping 
sequence in an FHSS system. Using PCF, the local timer of a node can predict 
the start of a super frame, i.e., the contention free and contention period. FHSS 
Physical layers need the same hopping sequences so that all nodes can 
communicate within a BSS, Within a BSS, timing is conveyed by the periodic 
transmissions of a beacon frame, A beacon contains a timestamp and one 
management information used for power management and roaming. pk 
timestamp is used by a node to adjust its local clock. The node is not require i 
to hear every beacon to Stay synchronized; however, from time to time interne! 
clocks should be adjusted. The transmission of a beacon frame is not alway 
Periodic because the beacon frame is also deferred if the medium is busy: f 
(H Power Management — its function is to control transmite! 


activity for po h an A : missing 
a frame, Power conservation, e.g., periodic sleep, buffering, without 


‘MAC management in IEEE 802,11, 


„saving 
tandard 
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. houg 
at stations are always ready to receive data, a his 
MOst of the time in lightly loaded networks. Howeve 
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permanent readiness of the receiving modul 


receiver current may be up to 100 mA 
The main idea of IEEE 802.1 PENN 
achieve as the transfer is triggered by the device susie 
power management of a receiver cannot know in 
has to be active for a specific Packet, it has t 
periodically. Switching off the transceiver sho 
protocols and should be flexible 
However, throughput can be trad 
save battery life but reduce average 
of power saving includes two si 
buffering of data in senders, If as 
saving station it has to buffer data i 
on the other hand has to wake up 
time. During this time, all sender: 
buffered data frames. If a station d 
packet it has to stay awake until th 


€ 15 Critical for battery life as the 


vice this is simple to 

However, since the 
advance when the transceiver 
o “wake up’ the transceiver 
uld be transparent to existing 
enough to support different applications 
ed-off for battery life. Longer off-periods 
€ throughput and vice versa, The main idea 
tates for a station sleep and awake, and 
nder intends to communicate with a power 
f the station is asleep. The sleeping station 
Periodically and stay awake for a certain 
S can announce the destinations of their 
letects that it is a destination of a buffered 
e transmission takes place, 

(iii) Roaming — Functions for 
points, scanning for access points. 

(iv) Management Information Base (MIB) — All parameters 
representing the current state of a wireless station and an access point are stored 
within a MIB for internal and external access. A MIB can be accessed via 
standardized protocols such as the simple network management protocol (SNMP). 


joining a network, changing access 


Q.42. Draw and explain the frame format of MAC management. 
(R.GP.V,, Dec. 2014) 
Ans The MAC management sublayer handles establishment of 
communications between stations and APs. This layer handles the mechanisms 
required for a mobile environment. A MAC management 


frame format is shown in fig. 3.30. A variety of MAC Exame Control 

management frame can be used for different purposes. neas 

. It start with frame control field. This field carries A 

instructions on the nature of the packet. It distinguishes BSSID 

data from control and management frame and specifies the Sequence Control 
© of control or management signalling that the packet is Frame Body 

Meant to do. The duration/ID field is used to identify the en 

length of the fragmented packets to follow. The destination Fig. 3.30 MAC 

address (DA) and source address (SA) for the MAC are Management 

fither two bytes or six bytes but are practically always 


i Frame Format 


Mplemented in six bytes. The sequence control is used for 
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fragmeitation numbi 
duration/ID are only av 


ring to control the sequencing. The sequence con 
e ailable in the 802.11 to support fragmentatior 
è ~ |, The frame body of the 802,11 
; » ofthe MAC protoco! “HT contaj 
reassembly A read with 802.3 that have 46-1500 bytes. The fai 
0-2312 e (FCS) field of the DSSS is identical to the CRC = 
correction Se 


the FHSS. 
0.43. Explain 
power management. 
Ans. Handoff - 


below Bi or, 
are age ESS (extended service set) transition mobility, 


(ii) BSS (basic service set) transition mobility 
(iii) No-transition mobility. 

In ESS-transition type of mobility, the mobile station travels from one 
BSS to another BSS, which is the section of a new ESS. In BSS-transition 
type of mobility, the mobile station travels from one BSS to another within the 
same ESS. In no-transition type of mobility, the mobile station is station or 
travelling within a basic service area. 

When a mobile station travels from one BSS to another within the same 
ESS, the reassociation service is employed. The mobile station always originates 
it, and it starts the distribution system to identify the fact that the mobile station 
has travelled its association from one access point (AP) to another. This type 


of dissociation service is employed to terminate an association. 


2. Low Signal 
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In IEEE 802.11, three kinds of mobility are Present, which 
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eS track o a paral 

ofthe beacon of the access point with de aeii i 
begins to scan from neighbouring APs for stronger spe and mobile station 
signal is low. The scanning process may be either hea when the RSS 
station simply listens to available beacons for the eate a an The mobile 
The mobile station transmits a probe request toa ned i scanning. 
able to receiving its probe in case of active Scanning. Ever rs APs which are 
the probe responds with a probe response which comprises the pate Teceives 
which is present in a regular beacon with the exception of the alicia 


s as a solicited beacon. The mobile station 
eacon or probe response and transmits a 


4 P: The informations about the mobile station 
as well as the old AP are contained in reassociation request. In output stage, 


the new access point transmits a reassociation response which contains the 
information about supported station ID, bit rates etc. required to complete 
resume communication. About the location change, the old access point is not 
informed by the mobile station. This type of problem can be eliminated with 
the help of inter access point protocol (IAPP) standard for completing the 
handoff procedure last stage. The inter access Point protocol uses two PDUs 
to show that a handoff has occurred, As shown in fig. 3.32 these PDUs are used 
for transferring from the new access point to the old access point over the wired 
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Fig. 3.32 Role of Inter Access Point Protocol in Handoff 
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All mobile stations are synchronized with the help of timing 
synchronization function (TSF), and they will wake up at the same time to 
listen to the beacon, as shown in fig. 3.33. The power management bit is used 
by the mobile station in the field of frame control to announce its awake/sleep 
mode. A traffic indication map (TIM) with every beacon is transmitted that 
contain the list of stations having buffered data. The mobile state learn that it 
has a buffered data with the help of checking beacon and traffic indication 
map (TIM). The mobile station with buffered data transmits a power-save poll 
to access point. If the mobile station is in active mode, then access point 
transmits the buffered data. 


0.44. Write short note on Security management. 
(R.GP.V, Dec 2005, June 2006, Dec. 2049 
Ans. Security management is both a technical and an administrative 
consideration in information management. It involves securing access to the 
network and information flowing in the network, access to data stored in rk. 
network, and manipulating the data stored and flowing through the ai 
The scope of the network and access to it not only covers an enterprise mot 
network, but also the Internet, to which it is connected. PPT 
3 Another area of Concern in secure communication is the use panne a 
earphone a linr wit the embarrassing case of politicians cone a phoug 
E interpreted by a third party travelling in an automobl’- 
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The goal of security Management is to control 


so that the network cannot be sabotaged and seniltive't b sy Seay 
ed without appropriate authorization smormation cannot be 
Security management consis; of 
(i) Identifying the sensitive information to 
(ii) Finding the access points, 
(iii) Securing the access points 
(iv) Maintaining the secure a 
Identifying the sensitive informat 
information there is on the network and 
use or offer sensitive information, but t 
information. When the sensitive information is identified, the next step is to 
find out how users can access it, This could, for example, be done by port 
scanning the resources. The result of this is that you know every access point 
there is to sensitive information. When we know this, the access points can be 
secured, The security can be applied by- 
(i) Encrypting the traffic. 
(ii) Restricting what traffic can flow on the netwe 
(iii) Authentication to services, 

Usernames, passwords, configuration and oth: 
the network should be encrypted and if someone 
encrypted information would be useless. 

The network management system itself can contain sensitive information. 
When determining the access points to a data network, you should also include 
the network management system, 

When the access points are secured they have to be maintained. New 
Security bugs appear constantly and you need to check if your network is 
vulnerable. There are programs that scan networks for security vulnerabilities 
and if the network engineer does this every now and then, the risk for intrusion 
is much smaller. New software patches might be released and installing those 
48 soon as possible is also an important issue when it comes to maintaining the 
Security of a network, 
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4 —Mobile 
Moher hile moving from one Internet attachment Point to 


uited to Wireless connection 


Ans ity W 
et connectivi® - Howeve: 
Interne Pi articularly st r nt wever, mobil 
Motte at connections, in which a computer is unplugged into 
re 
work with wi 


e term mobile implies that a user is connecte 

In this nt OF Inn that the user’s point of attachme 
morelia fatal connections are automatically maintained 
dynamically, and aa to a user, such as a business traveler, with a Portable 
change. This ed i sort who arrives at a destination and uses the computers 
e ie an ISP (Internet service provider). In this latter case, the 
Tae connection of the user is terminated each time the user moves and a 
new connection is initiated when the user dials back in. Each time an Internet 
connection is established, software in the point of attachment (typically an 
ISP) is used to achieve a new, temporarily assigned IP address. This temporary 
IP address is used by the user’s correspondent for each application level 
connection (for example, FTP, Web connection). 

Operation of Mobile IP — In an IP datagram, routers make use of the IP 
address to perform routing. Particularly, the network portion of an IP address 
is used by routers to move a datagram from the source computer to the network 
to which the target computer is attached. Then, the final router on the path, 
that is attached to the same network as the target computer, uses the host portion 
of the IP address to deliver the IP datagram to the destination. In addition, this 
IP address is known to the next higher layer in the protocol architecture. 
Particularly, most applications over the Internet are supported by TCP 
Connections. Ifa TCP connection is set-up, then the TCP entity on each side af 
the connection knows the IP address of the correspondent host. If a TCP eae 
is handed down to the IP layer for delivery, TCP provides the IP address an ihe 
Piya an IP datagram with that IP address in the IP header and en eh 
heen out for routing and delivery. However, the IP address may 

i obile host while one or more TCP connections are active. 

Fig. 3,34 illustrates j š deals with the problem 
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node, the care-of address recognize. 
one or more routers on a network 
foreign agents. 
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Fig. 3.34 Mobile IP Scenario 

When IP datagrams are exchanged over a connection between the mobile 
node and another host (a server in fig. 3.34), the following operations take place — 
(i) Server X sends an IP datagram destined for mobile node A, with 
A's home address in the IP header. The IP datagram is routed to A’s home network. 
(ii) The incoming IP datagram is intercepted by the home agent at 
the home network. The home agent encapsulates the whole datagram inside a 
new IP datagram which has the A’s care-of address in the header, and resends 
the datagram. The use of an outer IP datagram with a different destination IP 

address is called tunnelling. This IP datagram is routed to the foreign agent. 

: (iii) Foreign agent strips off the outer IP header, encapsulates the 
original IP datagram in a network-level PDU (for example, a LAN LLC frame), 
and delivers the original datagram to A across the foreign network. ; 

(iv) If A transmits IP traffic to X, it uses X’s IP address. In this 
example, this is a fixed address, that is, X is not a mobile node. Each IP datagram 
nsmitted by A to a router on the foreign network for routing to X. Typically, 

5 Touter is also the foreign agent. es 
(v) Using X’s Paki the IP datagram from A to X travels directly 
le Internet to X. 
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proci address toa 


Ans. Refer the ans. of Q.45. 


P ssociated with the mobile IP standar; ? 
0.47. What are est ses fee (R.GP.V, June 201%, 
How they are met by mo Or 
Name the ar for a mobile IP and gs thers 
IP fulfill them all Or 
What are the requirements of mobile IP ? RGR Fo Dec. 2014) 
Ans. Several field trials and proprietary systems led to mobile IP as standard 
to enable mobility in the Internet. Following requirements accompanied the 
development of the standard — Pi 
() Transparency For many higher layer protocols and applications, 
mobility should remain ‘invisible’. Besides may be noticing a lower beau’ 
and some interruption in service, higher layers should continue to work even i 
the mobile computer has changed its point of attachment to the network. For 
TCP, it means that the computer must keep its IP address. When the interruption 
of the connectivity does not take too long, TCP connections survive the change 
of the attachment point, Obviously, many of today’s applications have not a 
designed for use in mobile env ironments, therefore the only effects of mobi. sA 
should be a higher delay and lower bandwidth. However, there are aah 
applications (for example, cost-based routing or video compression) for W ne 
it better to be ‘mobility aware”, Knowing that it is currently possible 16 2 
different networks, the software could select the cheapest one. Additio 
mechanisms are necessary to inform these applications about mobility. or 
i) Security ms." 
minimum requirement i 
mobile IP are authentic 
host, it must be 
that the IP a 
fake IP 


~ Mobility poses several security probie ment 0 
s that of all the messages related to the Te mobile 
‘ated. When the IP layer forwards a packet to 


; rante? 
r sure that this host Teceives the packet. IP layer can only a nti 

dress of the receiver is correct. There are no ways of prev 
addresses or oth : 


er attacks, This is left to higher layers. 
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ting systems or at 
ot necessarily need 
les Of some routers 


as to be Integrati 
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other software. While it is possible y, 
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to support mol » it is almost impo 4 

to remain compatible with all lower ji em. Mobile IP has 

IP. Mobile IP must not need special peas: non-mobile 

it must use the same interfaces and “UL protocols, therefore 

IP does. Lastly, end-systems enhanced w 


still be able to communicate with fixed syste 


cess the lower layers as 


(iv) Scalability and Efficiency ~ Introducing a new mechanism to 
the Internet must not jeopardize its efficiency. Enhancing IP for mobility must 
not produce to many new messages floodin, n a 


Eat ig the entire network. A great care 
has to be taken considering the lower bandwidth of wireless links, 


components. It is important for a mol 
of participants in the entire Internet, worldwide. 


0.48. Explain mobile IP in terms of goals, assumptions and requirements. 


(R.GP.V., Dec. 2010) 

Ans. Mobile computing is obviously the paradigm of the future. The 
network for global data communication with hundreds of millions of users is 
the Internet. So, why not use a mobile computer in the Internet ? 

The reason is simple — we will not get a single packet as soon as we leave 
our home network, that is, the network our computer is configured for, and 
Teconnect our computer at another place. The reason for this is simple if we 
Consider routing mechanisms on the internet. An IP packet is sent bya host 
With the header containing a destination address with other fields. The 

estination address determines the receiver of the packet, and the physical 

Subnet of the receiver. For instance, the destination address 129.13. Br 
mPecifies that the receiver must be connected to the physical subnet with the 
Network Prefix 129. 13,42. In the internet, routers now look at the SERD 
addresses of incoming packets and forward them according to internal loo 


ations are a ed t 
“P tables, Only prefixes are stored and further optimizations are applie 
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One could 
name — IP addre 
dynamic IP address. 

"So what about dynamically adapting the IP address with regard t 
. ; . tO th 

current location. The problem is that the DNS requires some time before 
updates the internal tables required to map a logical name to an IP address i 
the mobile node moves quite often, this approach does not work. The DNS 
and Internet have not been built for frequent updates. Just suppose millions of 
nodes moving at the same time. DNS could never provide a consistent view of 
names and addresses, because it uses caching to improve scalability. 

There is a serious problem with higher layer protocols like TCP which 
rely on IP addresses. Changing the IP address while a TCP connection is still 
open means breaking the connection. A TCP connection is identified by the 
tuple (source IP address, source port, destination IP address, destination port) 
also referred to as a socket pair. Hence, a TCP connection cannot tolerate any 
address change. Breaking TCP connections is not an option, using even simple 
programs such as telnet would be impossible. The mobile node would also 
have to notify all communication partners about the new address. ‘ 

The creation of specific routes to the mobile node is another eK 
Routers always select the best-fitting prefix for the routing et a, it 
router has an entry for a prefix 129.13.42 and an address 128 i ket wit 
would select the port associated with the latter for forwarding, if 4 P 
the destination address 129.13.42.99 comes in. 


Requirements — Refer the ans. of Q.47. 
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Ans. Discovery — In mobile IP, the discovery Pr ingly yen? 

the router advertisement process defined in Ic MP. ar makes US bile 
more extensions specific to mobile IP, agent discover? ess, the 
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Fig. 3.35 Mobile IP Agent Advertisement Message 
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| AN), where N is the number of care-of 
th- (6 
dii) Lengi 


addresse, 


advertised Satan Number — Count of agent advertisement mess, 
diii) S 
se the agent W 


- Longest lifetime. in seconds, that this 
quest from a mobile node. 


as initiated ages 


transmitted beca 
(iv) Lifetime 
egistration re 

to accept a regis o nl on , 
istration with this foreign agent is needed. Even those 


R - Reg B 
bile I that have already acquired a care of address 
mobi od 


agent must re-register. 
2 B — Busy. Foreign agent will not accept registrations Pes 


agent is willing 


from this foreign 


(vi) 
additional mobile nodes. l 
(vii)H— This agent provides services as a home agent on this rites 
(viii) F - This agent provides services as a foreign agent on this 


network. 

(ix) M — This agent can receive tunnelled IP datagrams which use 
minimal encapsulation. 

(x) G — This agent can receive tunnelled IP datagrams which use 
GRE encapsulation. 

(xi) V - This agent supports the use of Van Jacobson header 
compression. This algorithm is defined in RFC 1144 for compressing fields in 
the TCP and IP headers. 

(xii)Care-of Address — Care-of Address or addresses supported by 
this agent on this network. If the F bit is set, then there must be at least one 
such address, There may be multiple addresses. 

Registration - Having received a COA, the MN has to register with the 
HA. The registration is used to inform the HA of the current location for correct 
forwarding of packets, Depending on the location of the COA, registration 
can be done in two different ways — 
fis 346 4 ae the COA is at the FA, the registration is done as is 
fig. 3.37) to the FA tet i for eae Tequest containing 16 aes 
up a mobility bindin $ is forwarding the request to the HA. Now, the DTi 
the current COA. Rae the home IP address of the mobile not ihe 
registration thatis negotiated aa m mobility Binding bas the lte a ine 
registration expires pie during ihe registration process. After the li should 
register before spion tae and is deleted, therefore, an MN P bility 
bindings that are no lon ar aay mechanism is essential to avoid th 
transmits a reply message bases, When the mobility binding set-up, 'P° 

Be back to the FA that forwards it to the MN. 
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Fig. 3.37 Registration Request 
For registration requests, UDP packets are employed. IP source address of 
the packet is set to the interface address ofthe MN, the IP destination address is 
that of the FA or HA. The UDP destination port is set to 434. In wireless 
environments, UDP is used due to low overheads and better performance 
compared to TCP. The fields relevant for mobile IP registration requests follow 
as UDP data as shown in fig. 3.38. The fields are defined as below — 
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Extensions. 


Fig. 3.38 Registration Reply 
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r st, the first field type is set to 1, Wit 
are Paes the HA to retain prior mobility et bit, an 
fete bindings. The following bits represent the Teque, is 
jour for packet forwarding. Generally. setting the B bit shows y Sted 
behaviour ts to receive the broadcast packets that have been Teceiveg Fe an 
MN oe iia network. When an MN employs a co-located COA Y the 
HA in the hos he decapsulation at the tunnel endpoint. The D bit dengi it also 


takes care ofthe following bits M and G indicate the use of otes this 


haviour. TI J ‘ ‘ ( di 1 sa 
Eoin or generic routing encapsulation, respectively. T vibes inina 
sot 462 7 

tunnelling, r and x are set to zero. 


Lifetime represents the validity of the registration in seconds, A Value of 
zero shows deregistration. All bits set denotes infinity. The home address jg 
the fixed IP address of the MN, home agent is the IP address of the HA, and 
COA denotes the tunnel endpoint. To recognize a request and match it with 
registration replies, the 64-bit identification is produced by the MN. This field 
is employed for protection against replay attacks of registrations. Extension, 
must at least have parameters for authentication. A registration reply, that s 
conveyed in a UDP packet, has a type field set to 3 and a code showing the 
result of the registration request. 

Tunnelling — After once a mobile node is registered with a home agent, the 
home agent must be able to intercept IP datagrams transmitted to the home addres 
of the mobile node so that these datagrams can be forwarded via tunnelling For 
this purpose, the standard does not mandate a specific technique but references 
ARP (address resolution protocol) as a possible mechanism. The home agent 
requires to inform other nodes on the same network that IP datagrams with a 
destination address of the mobile node in question should be delivered to this 
agent, The home agent steals the identity of the mobile node in onder to capture 
Packets destined for that node which are sent across the home network 
REE nines assume that R3 in fig. 3.39 ıs acting as the home wen 
eae crt ich is attached to a foreign network elsewhere on aoe EA 
sliced, pp is a host H whose home network 1s LAN Z parr re will 
create an IP data Sayi network When host D contains afic si Ee 
field, The ea es H's home address in the IP destination ane 
and therefore Passes the pose that this destination address Bon v 
deliver it to a particular Manan down to the link layer with sae 3 bss 
informed the Player at NAC EVel address on Z. Prior to this BAS ires 

that datagrams destined for that parncular 3. p 


a the ro w R3. Hence, the MAC address of R315 inserted» a 
pie field of the outgoing MAC frame LCT 

M identifies cn home address of the mobile = nent 

aap oa MAC address ison LAN Z os? 


-level address on Z Again, R2 bas 


R3 must simply identify that the data, 
this destination address. 


Fig. 3.39 A Simple Example of Internetworking 


The home agent puts the whole IP datagram into an outer IP datagram to 
forward an IP datagram to a care-of address, This is a form of encapsulation, just 
as placing an IP header in front of a TCP segment encapsulates the TCP segment 
man IP datagram For mobile IP, three options for encapsulation are permitted 

(i) IP-within-IP encapsulation 
(n) Minimal encapsulation 
(tm) Generne routing encapsulation (GRE). 

0.50. Explain mobile IP registration process. How mobile TCP different 

normal TCP ? (R.GPY., Dec. 2012) 

Ans. Mobile IP Registration Process — Refer the ans. of 0.49. 

Difference — Normal TCP reacts with slow start if acknowledgements 
ST missing which does not help in the case of transmission ema va Wieren 

and which does not really help during handover. Whereas mobile : z 

not use slow start, thus, M-TCP requires a bandwidth aed for 
fy fair sharing over the wireless link. As TCP has been designe 
oe Setworks with fixed end systems, the pro’ 
5 his system is congestion at a node Whereas in 


bable reason for a packet loss 
M-TCP, congestion 1s not 
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ost. Explain the following with respect to mobile [ps _ 
Gy IP packet delivery (ii) Agent discovery (iii) R egistrati 
(RGRY, Now 
2019) 
0.32. Briefly explain applications of mobile IP. RGPRY, 
Ans. Some applications of mobile IP are given below — 
(i) To support seamless and continuous internet Connecti 
IP was designed. n 
(ii) Mobile user’s point of attachment changes dyna 
connections are automatically maintained despite the change. 
(iii) User’s internet connection is terminated each time th 
and a new connection is initiated when the user dials back in, 


Ans, Refer the ans. of Q.49. 
» Dec, 2015) 


Vity mobile 
Mically ang all 
e user Moves 


0.53. Explain deregistration process in mobile IP. (R.GPV,, Dec. 2015) 

Ans. It has to deregister with its home agent (HA) when a mobile node 
wants to drop its care-of-address. It achieves this by sending a registration Tequest 
with the lifetime set to zero. If lifetime becomes zero, there is no requirement for 
deregistering with the FA as registration automatically expires. Therefore, the 
old foreign network does not know the new care-of-address of the mobile node 
when the mobile node visits a new network. Therefore, the packets are already 
forwarded through the HA true old FA of the mobile node are lost. 


AD-HOC NETWORK ROUTING — AD-HOC pts si 
ROUTING V/S TRADITIONAL IP ROUTING, TYPES OF — 


EXAMPLES — AODV, DSDV, DSR, 
ZRP, ETC. 


; l 
0.54. Write a Short note on ad-hoc routing protocol. (R.GP.V., June 2005) 


A Or 
Expla ner 
în how routing is Performed on ad-hoc networks. 


(R.GPV., Dec. 2013, sid 
i e 
Touters en how to do routin when the hosts are mobile but 
‘Ag ne what +i weet the koets aie eo 
i a POSSibilities are — 
{) Military vehicles ona wr 
a) A fleet of si ips at 
(iii) Emergen sea, 
cture, 


battlefield with no existing infras 


i the 
infrastry cY workers at an earthquake that destroyed 


ae 


post, usually on the same computer Networks cream of a router and a 
pear each other are called ad-hoc networks >, MANETS raphe to be 
NETworks) Let us now examine them briefly. More inf 7 : EUR: 
perkins, 2001). formation can be found 
What makes 4 
, usual rules about fixed topologies, fixed . 
tr sionship between IP address and ite, a peer ee 
out the window. Routers can come and © suddenly tossed 
ofa bit. With a wired ee f 
ath continues to be valid indefinite 
coi With an ad-hoc network, the i ae ele somewhere inthe 
so desirability and even validity of paths 
warning. Needless to say, these circ 


in( 


have been proposed. 
On-demand Distance 


1 1999). It is a distant relative of 
the Bellman-Ford distance vector algorithm but adapted to work in a mobile 


environment and takes into account the limited bandwidth and low battery life 
found in this environment. Another unusual characteristic is that it is an on- 
demand algorithm, that is, it determines a route to some destination only when 
somebody wants to send a packet to that destination. 


Q.55. Explain ad-hoc network in terms of characteristic and 
performance issue. (R.GP.V., Dec. 2014) 
Ans. Refer the ans. of Q.13 and Q.54. 


0.56. Explain routing in ad-hoc networks with suitable example. 

Ans, In wireless networks, the infrastructure support a base station always 
Teaches all mobile nodes, this is not always the case in an ad-hoc network. A 
destination node might be out of range of a source node transmitting packets. 
Routing is needed to find a path between source and destination and to ied 

packets appropriately. In wireless networks using an infrastructure, > s 
have been defined. Within a cell, the base station can reach all nobiles 
Without Touting via a broadcast. In the case of ad-hoc networks, each n 
Must be able to forward data for other nodes. 

Fig. 3.40 shows a simpl le of an ad 3 

noe s a simple example o! " figure. Five 
‘ithe i i e left side of the figure. Fi 
network topology might look as given on te a arront transmission 


Odes f 
N fig. 3.40, Ng can receive 


-hoc network. At a certain time 


tha,” Ni to Ns, are connected depending 0! A 
N teristics between them. In the network shown in fig bar YE do not 
| Ver a good link, but N; receives Ns only via 8 
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ave the same characteristics in both directions, 
different antenna characteristics or transmit po 
receives a signal from N}, 


necessarily h 
this are, €-8- 


Ie Tre, 
Power, Non for (iv) Dynamic Topology 
receive Np at all, No Ie 


‘ANN the highly dynamic topology, 
characteristics might change, Th 


; uting table upd: 
= ——> Good Link e e ‘ lates in fixed net 
Teen — Weak Link Ties ie Panapaan frequency might be too jovi Sache 
> for ad- S bad rithms re} A e 
Fig. 3.40 Example Ad-hoc Network network. While this works in wired nA inane, vig Mae 
es are rare, it fails 


completely in ad-hoc networks. The to 


This siuition can change quite fast as the Snapshot? tz shows, N; cannot the current snapshot of the network, re oe ee during the distribution of 


receive N any longer, N4 receives N; only via a weak link. But now N fendering the snapshot useless, 
asymmetric but bi-directional link to N, that did not exist before. 0.58. Why is routing in multi-hop ad-hoc network complicated ? Wh 
0.57. Write down the differences between Ad-hoc wireless network are the special challenges ? (R.GPV, Dec. wim 
routing and wired network routing (traditional routing). Ans. Routing is complicated because of frequent topology changes, 
Ans. Differences between ad-hoc wireless networks routing afd wired iffereat. capabilities ‘OF thernodes, virying Propagation characteristics. 
networks routing are as follows — Furthermore, no central instance can support routing. 
There are many challenges involved, which are given below — 

(i) Robustness —In ad-hoc wireless networks, network link failures 
are quite common because of the mobility of the nodes. Hence, the data packets 
transmitted by the source can be dropped, which gives in a low packet delivery 
ratio. Thus, a multicast routing protocol must be robust sufficient to control 
the mobility of the nodes and obtain a high packet delivery ratio. 

(ii) Control Overhead — The exchange of control packets is needed 
to keep track of the members in a multicast group. This consumes a sufficient 


1 hasan 


(i) Interference — In wired networks connections exist only where a 
wire exists, and connections are planned by network administrators. But in 
ad-hoc wireless networks, links come and go depending on transmission 
characteristics, one transmission might interfere with another, and nodes might 
overhear the transmissions of other nodes. Interference ori iginates new problems 
by unplanned links between nodes i.e., if two close by nodes forward two 
transmissions, they might interfere and destroy each other. Alternatively, 
interference might also help routing. A node can learn the topology with the 


x P! Ei ah the desien 

help of packets it amount of bandwidth. As bandwidth is limited in ad hoc networks. 
(ii) Asy a Sree 5 5 ode B. But ofa multicast protocol should ensure that the total number of control packets 
this does iias e Links = Node A receives a signal from a ‘Node B sent for handling the multicast group is kept to a minimum. eae 
i sahing about the connection quality in reverse: (iii) Dependency on the Unicast Routing Protocol - \t is difficult 


= a Nothing, have a weak link, or even have a better link bere oo 
‘rection. Routing information collected for one direction Is ofalm 


no use fi ngn t i 
teworis rey Other direction. Although, many routing algorithms for Y 


for the multicast protocol to work in heterogeneous networks, i Seer 
‘outing protocol needs the support of a particular routing protoc ih o 
desirable if the multicast routing protocol is independent of any spec! 


Y on a symmetric scenario. ; Toutin, 

(iti) Re z : ections g protocol. i t, in which the 
to survive ee ~ Wired networks have redundant Or Gv) Efficiency — In an ad-hoc nenwork enaA The 
networks, which additionall ‘ough, there is only some redun dministrator In bandwidth is limited, the multicast protocol € tio of the total number of data 
ad-hoc networks nobody oo oe Controlled by a network a ight be ma" Sficiency of multicast can be defined as the ae of packets sentin the network: 

dundant connections yxy o Tols redundancy, so there ch Tapo jogy. 9 Packets received by the receivers to the total er oc networks consist of a group 
Wired networks, Toutin; “P to the extreme of a completely meshe buta high O) Resource Management- À ited battery power and memory: 
redundancy may cn can manage some reana e update °f mobile nodes, with each node having limit 
computational overhead for rou 


yr 


a 
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Iticast routing protocol must use less Power by is 
ul missions. It should use less state informatio, Teas) 
N tO do, 


478 Wire 
ad-hoc M 
ra of packets transi 


us: 
memory (vi) Quality ofSource (QoS) — Ad-hoc netw orks are used 


ie applications. Thus. ake quality of service ( OS) ig Militan, 
strategie otocols. the main para NGS S an jp 
in ad-hoc multicast routing Pro parameters which an, ue 
t 


onsideration for giving the needed quality of service are th, © taken 
rae ity. ‘Oup| 
eee slay jitter. and reliability. Ugh 


e 
delay. de " 
What are the differences between AODV and the Standard dis, 

vector algorithm ? GRY, Dec, ap 

Ans. The AODV routing protocol uses an on-demand approach for findi A 
routes, that is, a route is established only when 1t is required by a Source pı i 
for transmitting data packets. It employs destination sequence numbers 
identify the most recent path. The major difference between AODV tas 
dynamic source routing (DSR) stems out from the fact that DSR uses Source 
routing in which a data packet carries the complete path to be traversed 
However, in AODV, the source node and the intermediate nodes store the 
next-hop information corresponding to each flow for data packet transmission, 
In an on-demand routing protocol, the source node floods the RouteRequest 
packet in the network when a route is not available for the desired destination, 
It may obtain multiple routes to different destinations from a single 
RouteRequest. The major difference between AODV and other on-demand 
routing Protocols is that it uses a destination sequence number (DestSeqNum) 
to determine an up-to-date path to the destination. A node updates its path 
information only if the DestSeqNum of the current packet received is greater 
or equal than the last DestSeqNum stored at the node with smaller hopcount. 


i Ai therouting mechanism of destination sequence distance vector. 
Ins. estination Sequence distance vector (DSDV) routing is an 
ee s distance vector routing for ad-hoc networks. In wired netvor, 
extemely a is used as routing information protocol (RIP). It perform: 
problem, Lae, with certain network changes due to the count-o-infinty 
Neighbours, node exchanges its neighbour table periodically we A 
rework aata at one node in the network propagate slowly ronka 
Which are emple cn "ith every exchange), The strategies to avoid this pro en 
d iy loyed in fixed networks do not help in the wireless ad re 
rea the rapidly changing topology. This might create loops 
Blons within the network. 


ination se y a 
T algorithm — quence distance vector now adds two things to the di 


A duration 
ges in topology that are of bor “taining 


O Dampi, 
should not destapil o, Tasient chan 
oe ‘outing mechanisms. Advertisements © 


_ << 


| 


changes in the topology Currently stored 
If these changes are probably unstable, 
Waiting time depends on the time betwe 
ofa path to a certain destination, 

The routing table for Ny in fj 


8. 3.40 would be 
Table 3.2 Ro e as shown in table 3.2, 


uting Table for DSDV 


Destination | Next Hop | Sequence No, Metric | Install Ti 
N. N. ae ono 
N2 No S2 -218 Me i T -01 | 
N3 Na S3 =043 2 | T ie | 
N4 N4 S4 -092 I Tee DOL 
Ns N4 S5 -163 2 T. -002 


In each node N} stores the next h 
sequence number of the last advertiseme: 
the path has been installed first. The table contains flags and a settling time 
helping to decide when the path may be considered stable. Router 
advertisements from N} now contain data from the first, third, and fourth 
column-destination address, metric, and sequence number, 


‘op toward this node, the metric, the 
nt for this node, and the time at which 


Q.61. Explain the routing mechanism of dynamic source routing, 
Describe the advantages of dynamic source routing over other routing 
approach in view of fixed networks, (R.GP.V., Dec. 2008) 

Or 

How does dynamic source routing handle routing ? (R.GP.V., Dec. 2011) 

Ans. Dynamic source routing (DSR) splits the task of routing into two 
problems — 

(i) Route Discovery — A node attempts to discover a route to a 
destination if it contains something to send to this destination and at present 
there is no known route. ‘ 

` (ii) Route Maintenance — Ifa node is sending packets continuously 
through a route, it has to ensure that the route is held upright, A node finds an 
alternative as soon as it detects problems with the current route. ‘vedi 

Dynamic source routing discards all periodic routing updates aoe woe A 
as follows. If a node wants to find a route, it broadcasts a route aAa k 
Unique identifier and the destination address as parameters. The fol 

One by any node that receives a route request ~ 

(i) If the node identifies its own address as 
"equest has reached its target. . 
Packs (ii) If the node has already receive 
oe p to a list 
(iii) Otherwise, the node adds its Ae eae 
tops in the packet and broadcasts this updated roi 


the destination, the 


d the request, it drops the request 


of traversed 


—————— i 


Po 
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request collect: 


s a list of addresses repre: 


senting 
je route i : 4 Zap 
awe towards the destination by a this approach, As y Sible Path 
OT ied ination, it can return the reques| S Soon 
request reaches thè pie quest packet Contain, Me 


ceiver using th 
ro irectionally. If this is not the case, and the destin, S ÎS tha 
Jy maintain a route back to the initiator of the reno k 
SL It 

start a route di e seveni s 
containing diffe! © best path a 
first path or severa’ PE i K 
Applying route discovery to the example in fig. 3.40, for 


i i a 

Nj to N3 at time ty results in the following — Toute from 
i ts the request ((N;), id = 42, P 

iota Vag sy : target =N;), Nn andy, 

receive this request. , 


dii) N, then broadcast ((N, Nz). id = 42, target = N3), N4 broad 
(Ni. Na). id = 42, target = N3). N3 and Ns receive N3’s broadcast, e 
N; and Ns receive N4’s broadcast. ot 

(iii) N; recognize itself as target, Ns broadcast ((N}, No, N. ) 
id=42, target = N3). N3 and Ng receive N5’s broadcast. Nj, Np and N; dr s 
Ng's broadcast packet, because they all recognize an already received route 
request (and Ny’s broadcast reached Ns before N4’s did). 

(iv) Ng drops Ns’s broadcast, N3 recognizes (Nj, Np, Ns) as an 
alternate, but longer route. 

v) N; now has to return the path (Ny, N2, N3) to N}. This is simple 
assuming symmetric links working in both directions. N3 can forward the 
information using the list in reverse order. 

The assumption of bi-directional links holds for many ad-hoc networks. 


aram links are not bi-directional, the scenario gets more complicated. 
ae raa has to be applied again, in the reverse direction if the target 
ot maintain a current path to the source of the request. 
g RG Ns has to broadcast a route request ((N3), id = 17 target = m: 
ly 5 Teceives this request, 
fie me (N3, Ns), id = 17, target = N1), ue i 


(iii) N. id. 
N4 broadcast a the request because it recognizes an already know" » 
broadcast, 3 


Ng), id = 17 target = N4), Ns, No» and N; receive the 
(iv) 


N5 di and 
Np broa ase rops the request packet, N} recognizes itself as pia NS 


broadcast, (Ns, Ns, Ng, Np), id 17, target = N,). N3 and Ns rec® 
V) N jst for ® 
Path from N, ee Ns drop the request packet, Now N3 holds the ie P y 
>Ni Na, Na) and N; known the path from N3 t0 ™! 
mE “a 


we: Na, Ni). But Nj still does not k 
ss í 
tion is to send the list (Nj, NaN. 
severse direction. This example jy with the broadcast 
sal be if links are symmetrical, 
c 
Although dynamic source TOuting offers by 
al orithms by being much more bandwidth effi 


ene fits compared to other 
sey is highly dynamic and links are asym 


icient, problems 
arise if t 
metrical, ne 


0.62. Explain the zone tonin Protocol (ZRP) in detail. 
Ans. The zone routing protocol is based on 
zone is defined for each node separately, 
and the zones of neighbouring nodes 
overlap. The routing zone has a radius p 
expressed in hops. The zone thus 
includes the nodes, whose distance from 
the node is at most p hops. An example 
routing zone is shown in fig. 3.41, where 
the routing zone of S includes the nodes 
A-1, but not K. In the illustrations, the 
radius is marked as a circle around the 
node. It should however be noted that __ 
the zone is defined in hops, not as a Fig. 3.41 Example Routing Zone 
physical distance. with p=2 
The nodes of a zone are divided into peripheral nodes and interior nodes. 
Peripheral nodes are nodes whose minimum distance to the central node is 
exactly equal to the zone radius p. The nodes whose minimum distance is less 
than p are interior nodes. In fig. 3.41, the nodes A-F are interior nodes, the 
nodes G-J are peripheral nodes and the node K is outside the routing zone. 
Note that node H can be reached by two paths, one with length 2 and one w ith 
length 3 hops. The node is however within the zone, since the shortest path is 
less than or equal to the zone radius. a 
The number of nodes in the routing zone can be regulated by plete 
the transmission power of the nodes. Lowering the power SET Sies 
ofnodes within direct reach and vice versa. The number oe seh is Hh 
should be sufficient to provide adequate reachability and redundancy. 
i members and the update 
E hand, a too large coverage results io maoy i coverage adds to the 
taffic becomes excessive. Further, large transmission 
Probability of local contention. i E 
i ZRP consist of three parts IARP pee 
BRP used with IERP to reduce the query 9f oe routing 
() IARP (Intra Zone Routing presen! g protocol, which used to 
Protocol (IARP) is a limited scope proactive 1° 


the concept of zones. A routing 


RP reactive part of it 


OOO 


~~ 
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: global routing protocol. The routing zone rag; 
roactive part, the distance in hops that IARP ro, 
tive tracking of local network connectivity 

3 intenance. First, routes to | 
route acquiring and route maint s to local nodes ane ; 
available, avoiding the traffic overhead and latency of a ae ny 
ive link state protocols modified to serve as an lAa disc 
Ger 


support a p! 
scope of the pi 


rad; 
ute updat" 
IARP’s proac! 


Provides gyp AVe 


Traditional proactr N 
link state updates to the scope of the link source’s routing zone y limiting 
(ii) IERP (Inter Zone Routing Protocol) ~ The inte 

protocol (IERP) is the global reactive routing component of th TZON 
protocol (ZRP). TERP adapts existing reactive routing protocol impl 

to take advantage of the known topology of each node’s RREN C mentationg 
neighbourhood (routing zone), provided by the interzone Sall: ME R-hop 
(IARP). The availability of routing zone routes allows IERP to coe Protocol 
queries for local destinations. When a global route discovery is ae Toute 
routing zone based border cast service used for efficiently guide aes the 
outward, rather than blindly relaying queries from neighbour to i queries 
Once a route discovered, IERP can use routing zones automatically to ene 
data around failed links similarly, suboptimal route segments i ential ct 
traffic re-routed along shorter paths. and 


© routi 
In 
e Zone routine 


; (iii) BRP (Bordercast Resolution Protocol) — Th 

resolution protocol (BRP) provides the bordercasting see phe aaa a 
The BRP a map of an extended routing zone, provided by the local 
ari ae routing protocol (IARP), to construct bordercast (multicast) 
TR tz ke g aagi packets are directed. (Within the context of the hybrid 
slag ibea et ge the route requests of the global reactive interzone 
ster route requests ). The BRP uses special query control mechanisms to 
nba = from areas of the network that have already covered 
Ns reie — of multicasting and zone based query control 
flood searching fo H bs e pies and tunable service that is more suitable n 
bordercast sesohiton ork probing applications like route discovery. ful 

featured routing pany (BRP) is a packet delivery service, not 8 2 
routing protocol (AR . Bordercasting enabled by local proactive intrazo i 
(IERP), ) and supports global reactive interzone routing prove" 


++ 
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sal MOBILE TRANSPORT LAYER 


UNSUITABILITY OF TRADITIONAL TCP, I-TCP, S-TCP, M-TCP 


Q.1. What is the problems with traditional TCP in wireless environments ? 
Ans. Problems vih traditional TCP in wireless environments are as follows — 

(i) Mobility itself can cause packet loss. There are many situations 
where a soft handover from one access point to another is not possible for a 
mobile end-system. 

(ii) Error rates on wireless links are orders of magnitude higher 
compared to fixed fiber or copper links. This makes compensation for packet 
loss by TCP quite difficult. 

(iii) Slow start mechanism in fixed networks decreases the efficiency 
of TCP if used with mobile receivers or senders. 

(iv) Standard TCP reacts with slow start if acknowledgements are 
missing, which does not help in the case of transmission errors over wireless 
links and which does not really help during handover. This behaviour results 
ina severe performance degradation of an unchanged TCP if used together 
with wireless links or mobile nodes. 


0.2. What is the reaction of ‘standard TCP in case of packet loss ? In 
it is quite problematic 


what situation does this reaction make sense and why 
in the case of wireless networks and mobility ? (R.GP.V, June 2005) 
Ans. TCP has been developed for fixed networks with fixed -n 
Data transmission occurs using network adapters, fiber optics, ove aie 
Special hardware for routers, etc. Typically, this pipes be mature, it 
‘nttoducing transmission errors. In case the software is st shh froma sender 
Will not drop packets or flip bits, therefore ifa packet ene or software 
‘0a receiver is lost in a fixed network, it is not due to _ as i temporary 
“Tors. In a fixed network, the probable reason fora pac 7 of congestion at & 
®verload some point in the transmission path, 1-€-+ ast 
Node, p 
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i ccur from time to time even j 
Conte R of a router are filled and the ay ia esi 
networks. Packet a the sum of the input rate: uter cannot for Se 
the packets fast enough since the s eae put rates of packets destin td 
one output link is higher as compared to ne capacity of the output ling ed fop 
situation, the only thing a router can do, is to drop packets, 4 dro; l 
is lost for the transmission, and the receiver sees a gap in the Packet a 
Now, the receiver does not directly tell the sender which packet ism Str 
continues to acknowledge all in-sequence packets up to the Missin, 
After noticing the missing acknowledgement for the lost Packet. 
assumes a packet loss owing to congestion. Now, retransmitting i 
packet and continuing at full sending rate would be unwise, as thi 
enhance the congestion. Although it is not guaranteed that all pi 
TCP connection take the same way through the network, this assur 
for most of the packets. TCP slows down the transmission rate dı 
mitigate congestion, All other TCP connections experienc 
congestion do exactly the same, therefore the congestion is s 
Using UDP is not a solution, since the throughput is highe 
connection just at the starting. As soon as every one uses UDP, this advantage 
disappears. After that, congesting is standard and data transmission quality is 
unpredictable, TCP guarantees sharing of the bandwidth even under heavy 
load, 


Tefully doc: 


ising, ut 
8 One, 
the sender 
the Missin, 
S might on}, 
ackets of the 
Mption holds 
TaMatically to 
ing the same 
oon resolved, 
r than a TCP 


The reaction of the TCP to a missing acknowledgement is very drastic, 
but it is essential to get rid of congestion rapidly. The behaviour TCP shows 
after the detection of congestion is known as slow start. The sender always 
computes a congestion window for a receiver, Start size of the congestion 
window is one segment (TCP packet). The sender transmits one packet and 
waits for acknowledgement. When this acknowledgement comes, the sender 
increases the congestion window one, now transmittin, g two packets (congestion 
window = 2). Again, the sender adds 2 to the congestion window after arrival 
of the two corresponding acknowledgements, one for each of the 

acknowledgements. Then, the congestion window equals 4. Everytime the 
acknowledgements come back, this scheme doubles the congestion window 
which takes one round trip time (RTT). This is known as the exponential growth 
of the congestion window in the slow start mechanism. 
si Poh risky to double the congestion window each time are 
S008: As ee wey large. At the congestion threshold, the expONE TN shill 
further RAT ne congestion window reaches the congestio? one to the 
congestion wi do ie transmission rate is only linear by adding 
ndow each time the acknowledgements return. 


The linear incre, : j 
ear increase continues until the sender detects a gap 7 


transmitted 
data d . 
ue to continuous acknowledgements for the same packet, or UM 


til a imë 
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case, the sender sets the congestion threshold 

window. Congestion window itself is set old to h; 
transmitting a single segment, 
new congestion threshold, the; 


Cause Of a mis, 


Receiving acknowledgements from a 


v. receiver also depicts that the receiver 
continuously receives something fro z 


z m the sender. In the packet stream, the 
gap is not because of severe congestion, but a simple packet loss owing to a 
transmission error, Now, the sender can retransmit the missing packets before 
the timer expires. This behaviour is known as fast retransmit. Since the receipt 
of acknowledgements depicts that there is no congestion to justify a slow start, 
the sender can continue with the current congestion window. The sender 
performs a fast recovery from the packet loss. By using this mechanism, the 
efficiency of TCP can be improved dramatically, 

A time-out due to a missing acknowledgement is another reason for 
activating slow-start. TCP using fast retransmit/fast recovery interprets this 
congestion in the network and activates the slow start mechanism. 

The slow-start mechanism drastically decreases the efficiency of TCP if 
used together with mobile receivers or senders because slow start is used under 
the wrong assumptions. TCP concludes a congestion situation from a missing 
acknowledgement. While this may also occur in networks with mobile and 
wireless end-systems, it is not the main reason for packet loss. 

Packet loss is much more common on wireless links and cannot always 
be compensated for by layer 2 retransmissions (ARQ) or error correction PEO) 
Layer 2 faces the problem of transmitting the same pakea Qver. oe 
link, Detecting these duplicates on layer 2 is not an alternative, ieee 7a 
and more connections use end-to-end encryption, making it impossible 


at the packet. 


Mobility itself can cause packet l 


i le 
from one access point to another is not possible f kisim ns 
an example, hen using mobile IP, there could still be some packets in 


foreign agent. 
to the old foreign agent while the mobile node moves E Ate on ee z m 
Old foreign agent may not be able to forward as ne yea recom wee 
spat a 
seent the packets if discon erR a te 
vey long, iis ge ices has nothing to do with wireless 


caused by the problems of rerouting traffic. 


joss. In many situations, a soft handover 
for a mobile end-system. As 
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fundamental design problem in TCP is that q 
ating missing acknowledgements via time-outs and co; 
detecting congestion cannot distinguish between the different NE Packa 
owing Pa mechanism (missing acknowledgement owing to Cases an 
oe misused for congestion control (missing acknowledge. M 
network overload). In both cases, packets are lost (either because towing p 
checksums or (0 dropping in routers), The reasons are totally dine invalig 
TCP cannot differentiate between these two different reasons, Sta ere 
reacts with slow start if acknowledgements are missing, that yee nd: 
the case of transmission errors over wireless links and that does ed elp in 
during handover. This behaviour causes a severe performance degra hel 
an unaltered TCP if used together with wireless links or mobile ee of 
0.3. Show the interaction of mobile IP with standard TCP. p 
packet flow from a fixed host to a mobile host via a foreign eben a the 
handover takes place. What are following action of mobile Ip i then a 


and h 
TCP react ? (R.GP.V., June 2005, May/June 2006, Tins an 


fis he Tep 


n 
Neludin aha 


Or te 2011) 
Why indirect TCP is developed ? How packet loss is in case of 

fixed network to mobile host and mobile host to fixed networks, How dod I 

TCP transaction protocol work ? l 


(R.GPV, Dec. 2012) 
Or 


Explain the term indirect TCP. 
Ans, Indirect TCP (1-TCP) 
One is that TCP performs 
TCP within the fi 


(R.GP.V, Dec, 2014) 

) is developed by keeping two things in mind, 

poorly together with wireless links, the other is that 

bean xed network cannot be altered, 1-TCP splits a TCP connection 
i 


aie Hes part and a wireless part. Fig. 4.1 illustrates an example with a 
inre j connected via a wireless link and an access point to the ‘wired’ 
also fe ere the correspondent host resides, The correspondent node could 


ee Wireless access, Then, the following would also be applied to the 
s link of the Correspondent host. 


Access Point 
(Foreign Agent) 


= 


“Wireless Ti 
ay a 


Mobile Host 


Standard TCP 


Fig. 4.1 Ing: 
~i Indirecı 
TCP Segments a TCP Connection into tW 


so Parts 


>_>. 
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Standard TCP is employed between the : 


: ; fixed com 

; anipute = puter and th ces 
point. No oo pul r the Internet identifies any alterations to TCP. Now, 
instead of the mobile host, the access Point terminates the stand: A TCP 
connection, acting as a proxy. Then, the access : = 
for the fixed host and as the fixed host for u 
adapted to wireless links, is used between ti 
host, However, it is not required to change Tí 
unaltered TCP can benefit from the much shorter round trip time, startin; 
retransmission much faster, A good place for : 


r splitting the connection between 
mobile host and correspondent host is at the foreign agent of mobile IP, Foreign 
agent controls the mobility of the mobile host anyway. When the mobile host 


moves on, it can also handover the connection to the next foreign agent. 
However, separating the TCP connections can also be imagined at a special 
server, for example, at the entry point to a mobile phone network. 


In the fixed network, the correspondent host does not notice the wireless 
link or the segmentation of the connection. Foreign agent acts like a proxy and 
relays all data in both directions, When the correspondent host transmits a 
packet, foreign agent acknowledges this packet and tries to forward the packet 
to the mobile host. When mobile host receives the packet, it acknowledges the 
packet. However, only the foreign agent uses this acknowledgement. In case a 
packet is lost on the wireless link because of a transmission error, the 
correspondent host would not notice it. In such a case, to maintain reliable 
data transport, the foreign agent attempts to retransmit this packet locally. 
Likewise, when the mobile host transmits a packet, the foreign agent 
acknowledges this packet and tries to forward it to the correspondent host. If 
the packet is lost on the wireless link, the mobile hosts notice it much faster 
owing to the lower round trip time and can directly retransmit the packet. In 
the wired network, packet loss is now handled by the foreign agent. 

As soon as a handover occurs, I-TCP needs several actions. AS fig. 4.2 
illustrates, not only the packets have to be redirected using, eB. mobile IP. In 
the example shown, the access point works like a proxy buffering packets for 
retransmission. After the handover, the old proxy must forward buffered data 
to the new proxy since it has already acknowledged the data. Se Ace 
With the new foreign agent, this new foreign agent can inform 


4 i thi 
about its location to enable packet forwarding. Besides buffer content, the 


sockets of the proxy must migrate to the new foreign ae h hee 
access point. The socket shows the current state of the’ = puerta 
Sequence number, addresses, ports etc. No new Saree ie 
for the mobile host, and the correspondent host must not m 


Connection state. 


CP for the wireless link. Even an 


o 


co ll 
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Access Point 


Socket Migration 


it and State Transfer 


Access Pointy 


Mobile Host 
Fig. 4.2 Socket and State Migration after Handover of a Mobile Host 


0.4. How handover takes place in indirect TCP ? (R.GP. V, June 


2010) 
Ans. Refer the ans. of Q.3. 


0.5. Write down the advantages and disadvantages of indirect TCP 
(R.GP.V., June 2004, Dec. 2009) 
Ans. There are following advantages of I-TCP — 


(i) Itis dangerous to introduce new mechanisms into a huge network 
such as the Internet. However, new mechanisms are needed to improve TCP 
performance but with I-TCP only between the mobile host and the foreign 
agent. Different solution can be tested or used at the same time without 
Jeopardizing the Stability of the Internet. Furthermore, optimizing of these new 
mechanisms is quite simple because they only cover one single hop. 

(ii) Due to the strict Partitioning into two connections, transmission 
errors on the wireless link, i.e., lost packets, cannot propagate into the fixed 
coli harap Partitioning, retransmission of lost packets would take place 
aly fate ase host the Correspondent host across the whole network. Now 

= Sequence, without gaps leave the foreign agent. 

(iii) I-TCP does not require any changes in the TCP protocol as used 


by the hosts in th 
e fixed netwo; A È k that do 
not use this optimization. rk or other hosts in a wireless networl 


iv) üii 
different aariing into two connections also allows the use of è 
host or the dette ayer protocol between the foreign agent and the mobile 
A S 
gateway to translate tie headers etc. The foreign agent can now act 4 
The idea of 


) The | 


(i n -TCP also comes with some disadvantages” 
Problems if the 


foreign nthe end-to-end semantics of TCP might caus? 
© agent partitioning the TCP connection crashes. ! 


ae 
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sender receives an acknowledgement, itassumes that the receiver got the packet. 


Receiving an acknowledgement now only means ( for the mobile host and a 
correspondent host) that the fore 
espondent node does not know anyt 


(ii) The foreign agent must by 
connections end at this point. If users apply 
to RFC 2401, the foreign agent has to be in 


€ a trusted entity because of TCP 
end-to-end encryption, e.g., according 
tegrated into all security mechanisms. 

0.6. Write short note on Snooping TCP. 

(R.GPV., June 2011, Dec. 2013) 
Or 

Explain the term snooping TCP. (R.GP.V., Dec. 2014) 

Ans. A disadvantage of I-TCP is that the segmentation of the single TCP 
connection into two TCP connections. This loses the original end-to-end TCP 
semantic. The following TCP enhancement works completely transparently 
and leves the TCP end-to-end connection intact. The main function of the 
enchancement is to buffer data close to the mobile host to perform fast local 
retransmission in case of packet loss. 


Local Retransmission 


Agent Correspondent 


Sic 


Snooping fi at 
of ACKs Buffering of Data 


End-to-end TCP Connection 


Fig. 4.3 Snooping TCP i NT 

In this approach, the foreign agent buffers all packets n geao 

mobile host and additionally ‘snoops’ the packet flow in bak ee ions 
recognize acknowledgements. The reason for buffering packets 


smission in 
mobile node is to enable the foreign agent to penea ee packet 
case of packet loss on the wireless link. The foreign ae host within a certain 
Until it receives an acknowledgement poi ah E hag besa fost NOW 

8 A the ackno’ . 
al ther the packet or ffer, performing a 
beset deny pestle the packet ere si ea p tne ak 
issi mpared to the co! P the dela; 
ueh Dier meea i ach shorter, because it reflects only y 
r acknowles gemeni 


of one hop plus processing time- 


oO M 
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e foreign agent must not acknowledge data to the Correspor éi 
ency, This would make the correspondent host believe : host 
Ease received the data and would violate the end-to-end f at the 
ya aa foreign agent failure. However, the foreign agent can fie 
duplicate acknowledgements to avoid unnecessary retransmissions Of data fi n 
the correspondent host. If the foreign agent now crashes, the time-out a 
corresponding host still works and triggers a retransmission, The foreign a a 
may discard duplicates of packets already retransmitted locally bait 
acknowledged by the mobile host. This avoids unnecessary traffic ans 
wireless link, > 
Data transfer from the mobile host with destination corresponde; 
works as follows. The foreign agent snoops into the packet stream to detect 
gaps in the sequence number of TCP. When foreign agent detects a missing 
packet, it returns a negative acknowledgement (NACK) to the mobile host. 
The mobile host can now immediately retransmit the missing packet. Reordering 
of packets is done automatically at the correspondent host by TCP. 


The 


nt host 


Q 7. With advantages and. disadvantages, explain indirect TCP. Explain 
snooping TCP. (R.GP.¥., Nov. 2018) 
Ans. Refer the ans. of Q.3, Q.5 and Q.6. 


2.8. Explain snooping TCP. What are its advantages and disadvantages ? 
(R.GP.V., June 2009, 2010) 
Or 
TCP. Write advantages and disadvantages of 
(R.GP.V., Dec. 2008, 2017) 


Describe Snooping 
Snooping TCP. 


Ans, Snooping — Refer the ans. of Q.6. 


Advantages and Di 


snooping TCP — isadvantages — There are following advantages of 


) AS soon as the mobil 


(i P 
: le host ign agent, it 
does not require a handover Ehi moves to another foreign agi 


buffer not transferred e. Suppose there might still be data in the 
ienr ed to the next foreign agent. All that occurs is a time-out at 


the corresponden 

x thi A K 

the new care-of address retransmission of the packets, possibly already to 
(ii) End- 

foreign agent bd TCP semantic is preserved, No matter at what time the 

inconsistent view sires the correspondent host nor the mobile host have an 

automatically falls bia ba connection as is possible with I-TCP. The approae 

‘0 standard TCP if the enhancement stop working. 


S Not i ; 
, the Ne ai ifthe next foreign agent uses the enhancement 
€ Problems of nätically falls back to the standard solutio”: 

Of L-TCP because the old foreign agent may hav? 
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already signaled the correct rece} 


correspondent host and now h 
via the new foreign agent 


wa (i) 3 nla eent host does not require to be altered; most of the 
enhancements are in the foreign agent. Supporting only the packet stream from 


the correspondent host to the mobile host does not even need changes in iie 
mobile host. g 


i d a acknowledgements to the 
as to transfer these packets to the mobile host 


There are following disadvantages of snooping TCP 


(i) Applying negative acknowledgements between the foreign agent 
and the mobile host assumes additional mechanisms on the mobile host, This 
method is no longer transparent for mobile hosts. 


(ii) If certain encryption schemes are applied end-to-end between 
the correspondent host and mobile host, all efforts for snooping and buffering 
data may be useless. Using IP encapsulation security payload, the TCP protocol 
header will be encrypted-snooping on the sequence number will no longer 
work. Retransmitting data from the foreign agent may not work since several 
security schemes prevent replay attacks — retransmitting data from the foreign 
agent may be misinterpreted as replay. If encryption is used above the transport 
layer, snooping TCP can be used. 


(iii) Snooping TCP does not isolate the behaviour of the wireless 
link as well as I-TCP. 


Q.9. Explain the agent advertisement method of mobile IP. What are 
the advantages and disadvantages of snooping TCP ? (R.GP.V., Dec. 2012) 


Ans, Refer the ans. of Q.49, (U-IIl) and Q.8. 


Q.10. Write short note on mobile TCP. 
Or 
Define mobile TCP with its objectives. (R.GP¥., Dec. 2015) 
ue to a handover or higher bit error rates is not 
s links and mobility — the occurrence of lengthy 
obile users cannot 


(R.GP.V., Dec. 2008, 2013) 


Ans. Dropping packets di 
the only phenomenon of wireles: then 
and frequent disconnections is another problem. Quite ofte 


connect at all. 


ATCP sender tries to retransn cnn 
that doubles with each unsuccessful retransmiss 0 RURE 
of one minute (the initial value depends on the rou 


edged packet every minute and 

i retransmi inacknowledge and 

ke b ra ae No data is succi sfully transmitted for a 
sions. lata 1S $ 


still valid a adder 
mission time-out Is still valid and the send 
GE rt because it assumes congestion. 


mit data controlled by a retransmission timer 
attempt, upto a maximum 
This means 


Will give up after 12 retransmis: 
Period of one minute! The retrans se 
has to wait. The sender also goes into S0% 


i uting (Vil-Sem.) 
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The M- 


snooping TCP- 


disconnection but n 
verall throu, 
id to prov ide a mol 


TCP (mobile TCP) approach has the samegoals 
to prevent the sender window from shrinking i 
ot congestion cause current problems, M-T 
ighput, (0 lower the delay, to maintain end-to~ 
re efficient handover, 


as To 
f bit e, Md 


Mor 
CP; Sof 
P is usog b 


improve end Sethantiog 


of TCP, an aes 
weTCP splits the TCP connection into two parts as I-TCp ‘docs 
-4 TCP is used on the standard host-supervisory ho. Oes, An 
unmodified TCP is used on es SSH) connec 
while an optimized TCP is used on the SH-MH connection, The Super ae 
host is responsible for exchanging data between both parts, The Mee 
approach assumes a relatively low bit error rate on the Wireless link, Therein 
it does not perform caching / retransmission of data via the SH, Ifa packs 
Jost on the wireless link, it has to be retransmitted by the original Sender, ate 
maintains the TCP end-to-end semantics. = 
The SH monitors all packets sent to the MH and ACKs returned from the 
MH. Ifthe SH does not receive an ACK for some time, it assumes that the MH 
is disconnected. It then chokes the sender by setting the sender’s window size 
to 0. Setting the window size to 0 forces the sender to go into Persistent mode, 
ie, the state of the sender will not change no matter how long the receiver is 
disconnected. This means that the sender will not try to retransmit data. As 
soon as the SH (either the old SH or a new SH) detects connectivity again, it 
reopens the window of the sender to the old value, The sender can continue 


Ee ia full speed. This mechanism does not require changes to the sender’s 


O11. Write a brief notes on snooping TCP and mobile TCP. 


R.GP.V., Dec. 2016) 
Ans. Refer the ans, of Q.6 and Q.10. ( 


1.12. Dif i 5 
haan Differentiate between traditional TCP and mobile TCP. Also 
e working of indirect TCP, (R.GRV, Nov. 2019) 


Ans, Refer the ans. of Q.2, Q.10 and Q.3 


0.13, C 5 
‘Ompare and contrast J- TCP, snopping TCP and mobile 
(R.GPV, Nov. 2 


TCP. 
019) 


Ans, 
ns. Refer the ang, of Q.3, Q.6 and Q.10. 


Q14. Write TCP. 
th 
e advantages of mobile d 


here ay í 
(i) aon advantages of mobile TCP — 
"ot transmit any A rains the TCP end-to-end semantics. The 
“self but forwards the ACKs from the MH- 


sH does 


retransmitted to the new SH, 

(iii) When the 
slow starts or breaking 
to 0. 


MH is disconnec 
p disconnected, it avoids useless retransmissions, 
ctions by simply shrinking the sender’s window 


Q.15. What are the limitations of mobile TCP? (R.GPV., Dec. 201 5) 


Ans. There are following limitations of mobile TCP 
j (i) Since the SH does not act as proxy as in I-TCP, packet loss on 
the wireless link because of bit errors is propagated to the sender, M-TCP 
assumes low bit error rates, that is not always a valid assumption. 
(ii) A modified TCP on the wireless link not only needs modifications 
to the MH protocol software but also new network elements like the band 
width manager. 


Q.16. Write short note on timeout freezing. (R.GP.V., June 2004, 2008) 


Ans. 1-TCP, N-TCP, Snooping TCP approaches can handles short 
interruption of connection, for longer interruption of transmission. Examples 
are the use of mobile hosts in a car driving into a tunnel, which loses its 
connection to a satelite or a user moving into a cell with no capacity left over. 
In this case, the mobile phone system will interrupt the connection. Thus now 
the reaction of TCP would be disconnection after a timeout. The MAC layer 
knows the real reason for the interruption and does not assume congestion, as 
TCP would. The MAC layer can inform the TCP layer of an upcoming loss of 
connection or that the current interruption is not caused by congestion. TCP 
can now stop sending and ‘freezes’ the current state of its congestion window 
and further timers. If the MAC layer notices the upcoming interruption early 
enough, both the mobile and correspondent host can be informed. With a fast 
interruption of the wireless link, additional mechanisms in the access point are 
needed to inform the correspondent host of the reason for interruption. 
Otherwise, the correspondent host goes into slow that assuming congestion 


and finally breaks the connection. 


As soon as the MAC layer detects connectivity again, it signals TCP that 


it can resume operation at exactly the same point where it maa ee forced to 
stop. For TCP time simply does not advance, so no timers expire. ak 
The main advantage of this method is that it offers a way to resume 


i ction. It is independent 
Connections even after longer interru a pins SaPA T en, 
ofany other TCP mechanism, such as acknowledgeme ee eae 
So it can be used together with encryP 


ted data. However, t 
Severe disadvantages — 


ptions of the 


jess & Mobile Computing (Vil-oem.) 
wireles E7 . 
) All mechanism rely on the Capability of the MA 
(i 
t future interruptions: sais $ | 
detec ii) Freezing the state o Bowes di E 
rahe that use time-dependent random numbers, € of Somy 
“ne These schemes need resynchronization after interrup, 
i ton, 
git Illustrate the TCP connection timeout Sreezing Of trang, 
: » Sms; 
protocol. ne , s Í 
Ans, Refer the ans. of Q.16. l 


NUMERICAL PROBLEMS 


Prob.1. If 20 MHz of total spectrum is allocated foi 
cellular system and each simplex channel has 25 kHz 
(i) The no. of duplex channels 
(ii) The total no. channel per cell site 
IfN=4 cell reuse is used. 


r a duplex wireles 
í S5 
RF bandwidth find- 


(R.GP.V., Dec. 2012) 
Sol. (i) The total bandwidth given is 20 MHz 


Channel bandwidth = 25 kHz x 2 simplex channels 


= 50 kHz per duplex channel 


The no, of duplex channels = 20 MHz/S0 kHz = 400 channels Ans. 


(ii) IFN = 4, then the 


400/4 = 100, total number of available channels per cell is 


Ans. 


WIRELESS CELLULAR NETWORKS — CELLULAR SYSTEM, 


CELLULAR NETWORKS V/S WLAN —_ 


J yorks ? 
218. What are the unconventional applications of wireless oe 5005 
(R.GP.V, Dee 
ANS, Wireless na, 3 Hl lication 
environments. “Ssnetworks find their applications in the following aPP 


w v's 
O Vehici porro" 
Sar will compe eS Today's car already comprise some, but to iry aw 
APplicationg, orea Wireless communication systems and mobi nd othe! 
broadcast informa conditions, weather reports, music, news: YO it 
Ne Mbit inie Se received via digital audio broadcasting hone ™ 4 
Ea ș versal Mobile gita rs) pho 
Vailable fo, pers, Mobile telecommunication system (UMTS) P? stivi 


nee 
Sonal com; ä 


TAN bisa a cor 
munication offering voice and data 
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with 384 kbit/sec, For remote areas, sate! 


llite communication ca 
f ion can be used, while 
the current position of the car is determined by via the global 
(GPS). Cars driving in the same area build l- 


exchange of information in emergency situ 


safe distance. When an accident occurs, not only will the airbag be triggered, 
but the police and ambulance Service will be informed via icy call 
to a service provider, This technology is already available in cars. In the future, 
cars will also inform other cars about accidents via the ad-hoc network to help 
them slow down in time, even before a driver can identity an accident. Buses, 
trucks, and trains are already transmitting maintenance and logistic information 
to their home base, that helps to improve organization (fleet management), 
and saves time and money. 


Positioning system 
a local ad-hoc network for the fast 


‘ations or to help each other keep a 


an em 


A typical scenario for mobile communications with several wireless 
devices is shown in fig. 4.4, Networks with a fixed infrastructure such as cellular 
phones (GSM, UMTS) will be interconnected with trunked radio systems 
(TETRA) and wireless LANs, Satellite communication links can also be 
employed. The networks between cars and inside each car will more likely 
work in an ad-hoc fashion. Wireless pico networks inside a car can comprise 
personal digital assistants (PDA), laptops, or mobile phones, e.g., connected 
with each other using the bluetooth technology. 


Personal Travel Assistant, 
DAB, PDA, Laptop, 
GSM, UMPS, WLAN, 


Fi Ve 

ig. 4.4 Wireless Networks in Vehicles 
| Application of Wireli s Networks jele! 
Ig: / 
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(ii) Emergencies — 


ation in the case of 
communication 1n à PR HG 
rom es, only decentralized, wirele 


Wireless networks are the only me 


y ans of 
ural disasters like hurricanes or earth f 


Wakes 

sear ; ad-hoc networks Survive 

a id pwn of all cabling not only implies the failure of the Standard Wired 
reakdo eRe he 


Jephone system, but also the crash of all mobile phone systems Needing base 
telephone system, s 


stations. 


(iii) Business — Now -a-days, a travelling salesman can require instant 
access to the database of the company to ensure that files on his or her laptop 
reflect the current situation, to enable the company to keep track of all activities 
of their travelling employees, to keep databases consistent etc, The laptop can 
be tured into a true mobile office with wireless access, but efficient and 
powerful synchronization mechanisms are required to ensure data consistency, 
Fig. 4.5 shows what may occur when employees try to communicate off base, 
At home, the laptop connects via a WLAN or LAN and DSL to the Internet, 
Leaving home needs a handover to another technology, for example, to an 
enhanced version of GSM, as soon as the WLAN coverage ends. Because of 
interference and other factors, data rates drop while cruising a higher speed, 
Gas stations may offer WLAN hot spots as well as gas. Trains already offer 
support for wireless connectivity. Many more handovers to different 
technologies might be essential before reaching the office. No matter when 
and where, mobile communications should always offer as good connectivity 
as possible to Internet, the Internet of the company, or the telephone network. 


LAN, WLAN 
780 kbit/s 


GSM 53 kbit/s 
Bluetooth 500 kbit/s 


UMTS, GSM 
115 kbit/s 


GSM/EDGE 384 kbi x 
WLAN maA kibiti, GSM 115 kbit/s, UMT: 


kbit/s WLAN 11 Mbit/s 384 kbit/s 


Fi jl 
18. 4.5 Mobile and Wireless Services — Always Best Connected 


Wired Networks — Wireless networks can als? 
s in some cases, for example, remote Hon 
not possible to wire remote se ppu awing fo econornià reason a Efon 
or to provide environmental į sors for weather forecasts, earthquake de tions, 
for example, my mal information. In this situation, wireless connec e 
satellite, can help. Tradeshows require a highly ayaa 


shows or in historic buil 
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infrastructure, but cabling takes a long time and fre 


flexible. Several computer fairs use WLANs 
networks, other cases are sı 
in historic buildings, where exces 
Wireless access points in 


quently proves to be too 
as a replacement for cabling, For 
ensors, computers, or information displays 
‘abling can destroy valuable walls or floors, 
a corner of the room can represent a solution 

) Infotainment and More ~ Wireless networks can provide up- 
to-date information at any appropriate location, The travel guide might well 
you something about the history of a building downloading informatio, about 
a concert in the building at the same evening via a local wirele s network. We 
may select a seat, pay via electronic cash, and transmit this information to a 
service provider. Another growing field of wireless network applications lies 
in entertainment and games to enable, for example, ad-hoc gaming networks 
as soon as people meet to play together, 


wireless 


(vi) Location Dependent Services — Several services that might 
depend on. the actual location can be distinguished — 


(a) Follow-on Services — Using mobile computers, a follow- 
on service could offer, for example, the same desktop environment wherever 
you are in the world. All e-mail would automatically be forwarded and all 
changes to your desktop and documents would be stored at a central location 
at your company. If someone wanted to reach you using a multimedia 
conferencing system, this call would be forwarded to your current location. 

(b) Location Aware Services — These services are very 
important in present environment. 

(c) Privacy — Privacy is an important factor while providing 
two service classes listed above. 

(d) Information Services — While walking around in a city 
you could always use your wireless travel guide to ‘pull’ information from a 
Service. However, a service could also actively ‘push’ information on your 
travel guide. 7 

(e) Support Services — Several small additional nee 
can be integrated to support a mobile device. Intermediate resu! o 
calculations, state information or cache contents could follow’ the mal n 
node through the fixed network. As soon as the mobile node eee 
information is available again. This helps in reducing access delay ani 
Within the fixed network. 


system in contrast with the conventional 


Q.19, Discuss the need of wireless (R.GPY., June 2005) 


Communication system. bwth t 
of ii ‘asi 
Ans, The need of wireless system in contra: 
communication system is given below — 


he conventional 


a monie computing (ISe) 


Wireless = 3 
198 Service Performance A total of thirty three 
@ bok mobile telephone systems in the conventional Canel, 
was allocate 


telephone systems are mobile telephone net Mobily 
telephone etii caries (IMTS) MK systems and improveg ‘ 
ieee ice (IMTS) MJ systems. Operating frequency of MTS jg A a 
telephone Soe frequency for MJ is 150 MHz. Both MTS ae 
40 aie 11 channels. IMTS MK works at 450 MHz and iro M) 
syst 


* ; vides 17 
hannels, An area 50 mile in diameter is covered by these 33 channels,” 
chani d y d 


In year 1976, New York city also had 6 channels of MK system serving 
225 customers, with another 1300 customers on a waiting list. New York city 
also has 6 channels of MJ system serving 320 customers, with another 2499 
customers on a waiting list. During the busy hours, a high blocking Probability 
is generated by the large number of customers. Although service performance 
of conventional mobile system was poor, the demand was still great, So a 
high-capacity system for mobile telephones was required. 


(ii) Limited Service Capability — Fig. 4.6 shows a conventional 
mobile system is designed for use in autonomous geographic zones by choosing 
one or more channels from a particular frequency allocation. Usually, the 
communications coverage area of every zone is planned to be big as possible, 
it implies that the transmitted power should be as large as the federal 
Specification permits. A call is started by the customer in single zone has to 
Feinitiate the call when customer moving into a new zone due to the call will 
roe de There is no guarantee that a call will be completed without a 

pability because this is an undesirable radio telephone system. 


® Reinitiating Calls 


© Cell Site 


Fi 
ig. 4.6 Conventional Mobile System 
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Another limitation of the Conventio; 


customer is limited to the many chan 
frequency. 


Number of users 
ss 


Mo = Channel (for conventional systems) 
37 users/channel f sys 
ser My = nel for MK system 
53 users/channel for MJ system. 


Suppose that an average calling time is 1.76 min and we can apply the 
Erlang B model. Blocking probability can be determined as follows — use 6 


channels, with each channel serving two different numbers of users. Then, 
offered load is expressed as — 


_ Average calling time (min) x Total users 


Erl: 
60 min se 
For MK system, 
176x37x6 
= —————— = 6.51 erlangs 
A, 60 g: 
For MJ system, 
1.76 x 53x 6 
= ————_ = 9.33 erlangs 
Ar 60 


For offered loads A, = 6.51 and A = 9.33, the obtained blocking 
Probabilities are B, = 30% for MK system and B, = 50% for MJ system, 
Tespectively, 

The blocking probability can be even higher, when the real average calling 
time is higher than 1.76 min. The frequency spectrum utilization measurement 

o must be decreased for minimizing the blocking probability. 

Therefore, conventional system does not utilize the frequency ann 
efficiently because each channel can only serve one customer at a time in the 
Whole area, 


A A iPM, 2004) 
2.20. Explain wireless transmission impairments. (ROR JiMELNIA 


fe ying impairments 
Ans, Wireless transmission has the following impa 


tack - Not only can portable device 


Ù Lower Security, SimplertoA eo the danga 


i interface is also pron 
be stolen more easily, but the radio interface is also pi 


irel ymputing I|-Sem. 
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Jess access must always include a 7 
rel 


o Wi : : s nti 
eavesdropping Wie Aani sms which must be efficient and simple to ee 


and other security dwidth - Although they are Continuously 


h m 3 . ncr 
qi) Low Band easi 
: hnd rates are still very low for wireless devices compared to deski B 
pareo Local wireless systems reach some Mbit/s while wide area Yster 
systems i. 


Ter some 10 kbit/s. One task would involve adapting applications i 8 
only f a dwidth connections to this new environment so that the tier zi 
por using the same application when moving from the d 
conti 


: * desktop ouside 
the building. Researchers look for more efficient communi 


cation protocols 
with low overhead. 

(ii) Interference — Radio transmission cannot be protected against 
interference using shielding as this is done in coaxial cable or shielded twisted 
pair, As an instance, electrical engines and lightning Cause severe interference 
and result in higher loss rates for transmitted data or higher bit error rates 
respectively. 

(iv) Shared Medium — Radio access is always realized via a shared 
medium. Since it is impossible to have a separate wire between a sender and 
each receiver, different competitors have to ‘fight’ for the medium. Although 
different medium access schemes have been developed, several questions are 
still unanswered, as example how to provide quality of service efficiently with 
different combinations of access, coding, and multiplexing schemes. 


_ ©) Regulations and Spectrum — Frequencies have to be 
coordinated, and unfortunately, only a very limited amount of frequencies are 
available owing to technical and political reasons. One research topic involves 
Saemining how to use available frequencies more efficiently, ¢.g-, by a 
a ion schemes or demand-driven multiplexing. New air interfaces, TDR) 

ad-hoc networks, smart antennas, and software defined radios (S 


are further improvements, The latter permit for software definable air interfaces 
need high computing power, 


e 1 otal 
dean” High Delays, Large Delay Variation — The big variation in 
esis a serious problem for communication protocols used in 


Internet e 
place, hl) n Wireless systems, delays of several seconds ise 
Quality depend can be Very asymmetrical Cie., the links one are 
MUS be tolerant direction to and from the wireless device). APP! 
Tant and use robust protocols a 
i) Ad- i i ; 
for spontane hoc Networking ~ Wireless and mobile compassion 


is eo ntaneous networking r 
as originates sever] 8 with prior set-up of an infrastructure ing 
and application janet TEW questions for research — routing on the eli, 2% 

ty etc, " Service discovery, network scalability, reli 
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Q.21. What are the differen ; 


wireless environments ? (RGPY. 
j GPV., Dec. 2008) 

S. In wirele: P 
Pm: fs e a a the main parameters to achieve the wireless 
VAE ansmission and reception of an antenna the antenna 
radiates electromagnetic energy into thi j 


the antenna picks up electromagneti 


Three general ranges of frequencies are of interest in our discussion of 
wireless transmission. Frequencies in the range of about 2 GHz (gigahertz = 
10° Hz) to 40 GHz are referred to as microwave frequencies. At these 
frequencies, highly directional beams are possible, and microwave is quite 
suitable for point-to-point transmission. Microwave is also used for satellite 
communication. Frequencies in the range of 30 MHz to | GHz are suitable for 
omni-directional applications. We will refer to this range as the broadcast radio 
range. 

Another important frequency range, for local applications is the infrared 
portion spectrum. This cover, roughly from 3 x 10!! to 2 x 10!4 Hz. Infrared is 
useful to local point-to-point and multipoint applications within confined areas 
Such as a single room. 


0.22. Write short note on cellular network organization. 
Or 


What geometric shape is used in cellular system design ? 

Ans. The essence of a cellular network is the use of multiple low-power 
transmitter, on the order of 100 W or less. Because the range ofsuch transmitter 
is small, an area can be divided into cells, each one served by its own antenna. 


Each cell is allocated a band of frequencies and is served he base Hee 
Consisting of transmitter, receiver and control unit, me n ined 
different frequencies to avoid interference or eee a. y 
Sufficiently distant from each other can use the same frequency ý . 
make is the shape of cells to cover an area, 


i + nplest layout to define [see fig. 4.7 (a)]. 
Matrix of square cells would be the ngage AE IE E ERA 


However, this geometry is not ideal. If neighbours at a distance 
cell had four neighbours at a distance d and four 


The first design decision to 
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le: 


api le user within a cell moves ovat me cell's boundaries 

sat of the adjacent antennas are equidistant, This Simplifies the iY itis 
best ifall 0 hen to switch the user to an adjacent antenna and Which a ASK of 
ace aie pattern prov ides for equidistant antennas a 
to choose. ae i hexagon in defined to be the radius of th 
(b)). vais For a cell radius R, the distance between the 


fy.Asa mobi 


Enna 
[see fig. 4 
ere i 
cell Cirle tha 
cell cente 
circun R : M 
each adjacent cell center is d = ABR. 


(a) Square Pattern 


(b) Hexagonal Pattern 
Fig. 4.7 Cellular Geometries 


Generalh 
ideal are d 
and practi 


Y, a precise hexagonal pattern is not used. Variations from the 


e to topographical limitations, local signal propagation conditions, 
ical limitation on siting antennas, 


0.23. Explain the operation of cellular system. 
(R.GB¥., Dec. 2006, June 2008) 


Ans i 
8. The operation of cellular system can be explained as follows — 


Mobile Unit Initialization — The receiver of the mobile eee 
iP channels that are designated among the 416 channels ifa ia 
receiver of the mobile unit. Then it chooses t 


se ed 
on fora definite time. Because each site is alloca 


ü 
Scans 21 set-y 
sitting in a car activates the 


Strongest channel 
x an 
a different Set-up rene 


Means Choosing ene locking onto the strongest set-up channel gene} 
independent an, ia nearest cell site, This self-location method is " the 
ansmission at th sed in the idle Stage. As it eliminates the load on Ife 
cation © cell site to locate the mobile unit, this is the merit of $è n 
informati ofid © demerit of the self-location ‘method is that loca 
Paging Process jg bile Units does not appear at each cell site. Thus, tg 
unit, The ta When the call originates from the land line toa M° il 


location ge ° 


methods is justified, since a large percent? 


_ = 
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calls generates at the mobile unit, The self-locatio: 


60 sec. When land-line generated ci 
as registration is employed, 


N procedure is repeated after 


alls increase in the future, a feature known 


(ii) Mobile Originated Cau The user places the known number 
into an generating register in the mobile unit, checks to observe that the be: 
is correct and the send button is Pushed, Then, on a kinel 
request for service is sent achieved from a self-locatio 
receives it and in directional cell Sites, the best directiy 
the voice channel to use. At the same time, 
site to the mobile telephone Switching office 
link. A suitable voice channel is choosen by 
site works on it by the best directive antenna 
connects the wire-line party by the telephon 


lected set-up channel, a 
n method. The cell site 
€ antenna is choosen for 
a request is transmitted by the cell 
(MTSO) through a high-speed data 
the MTSO for the call, and the cell 
to link the mobile unit. MTSO also 
e company zone office. 

(iii) Network Originated Call-Whena mobile unit number is dialed 
by a land-line party. The telephone company zone office identifies that the 
dialed number is mobile and forwards the call to the mobile telephone switching 
office (MTSO). Mobile telephone switching office (MTSO) transmits a paging 
message to certain cell sites dependent upon the mobile unit number and the 
search algorithm. Every cell site sends the page on its own set-up channel. On 
a strong set-up channel, the mobile unit identifies its own identification. Then, 
mobile unit locks onto it and responds to the cell site. Mobile unit also follows 
the instruction to tune to an allocated voice channel and initiate user alert. 


(iv) Call Termination — If the mobile user switched off the 
transmitter, a particular signal (signalling tone) sends to the cell site and both 
sides free the voice channel. Through the strongest set-up channel, the mobile 
unit resumes controlling pages. 

(v) Handoff Procedure — Two parties are on a voice channel, in the 
duration of the call. The reception becomes weak, at the time when mobile 
Unit goes out of the coverage area of a particular cell site, A handoff is requested 
by the present cell site. Without either alerting the user or interrupting the call, 
the system switches the call to a new frequency channel inanew cell pak he 
call carries on as long as the user is talking. The handoff ae arenes 
experienced by the user. The AMPS system first uses the handoff, ; yA 

uropean system renames handover because the different meanings 
American English and British English. an 
2.24. Compare infrared and radio ener an IRTA 
architecture of a cellular system. 


i ission — Table 
Ans. Comparison between Infrared and Radio eins Ean 

4.1 gives a comparison among infrared, spread spectrum anc raci 

techniques me 
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Spread Spectrum 


Infrared 


irected Bet 
Infrared 


Frequency | Direct 
Hopping | Sequence 


Diffused 


Narrowbang 
Infrared 


Microwave 


21020 


10t020 
Data Rate (Mbps) 


Stationary 
mobile 


Stationary/mobile 
Mobility 


10to 
Range (m) 40 


Negligible 


Detectabitity 


Some 


902 to 928 MHz 902 to 928 MHz 
Wavelength: 4: 800 to 900 mm 2.4 to 2.4835 GHz 5.210 5.775 GHz 
frequency 5.725 105.85 Ghz | 18.825 to 19.205 Ghz 
Modulation FSK 
technique 
Radiated power <I1W 25 mW 

— 
A hod | CSMA Token Ring, CSMA Reservation 
ntaa : CSMA ALOHA, CSMA 
License required 


Yes unless ISM 


Architecture of a Cellular System 
area is partitioned into sev 
system is served by a base statio 
controller (BSC) 
also connects to 
exchange with ad 
of acellular syst 


-In a cellular system, the coverage 
eral smaller areas or cells. Each cell in the cellular 
n (BS) for radio coverage. A base station 
is available to connect the BSs by using fixed links and it 
a mobile switching centre (MSC). MSC is a local switching 
ditional features to handle mobility management requirements 
subscription jin The dynamic nature of terminal location information me 
databases that ae. handled by the interaction of the MSC with RPDE e 
‘ep ie maintain subscriber data and location information. The File 
system either a the PSTN because most of calls in a sell me a 
fixed network like, ate from or terminate at fixed network terminals 


mobile Xe a transit network, The basic components ofa typical cellular 
System is shown in the fig. 4.8. 


To Other 
MSCs 


To PSTN 
Cellular Mobile Syste™ 


Fig. 4.8 Bac: 
asic Components of a Typical 


Mobile Transport Layer 205 
Q.25. Describe the frequency reuse 


jt an bedhol y in cellular communication system. 
How it can | e implemented to increase the capacity of the cellular 
communication system ? (R.GPV., Dec. 2008) 


Ans, The concept of frequency reuse in a cellular system is illustrated in 


fig. 4.9. In each cell, by a hexagon, group of radio “channel” frequencies is 
utilized, Cells designated with the Same letter are assigned the same radio 
channels. For example, frequency group A is assigned to all cells (hexagons) 
designed by frequency group A in fig. 4.9. Thus the same frequencies are 
“reused” many times, The actual radio coverage depends on radio link 
parameters and propagation conditions, It is not hexagonal, 


D = Distance between Cells 


Fig. 4.9 Frequency Reuse in a Seven-cell-pattern Cellular — - 

The real power of the cellular idea is that inies ference a seo ine 
absolute distance between cells but to 4 ratio of the distance betwe 
frequency cells (D) to the cell radius (R). Rice 

Another attractive feature of the cellular Soncept is cer be Rete 
cells can be easily reduced into smaller radius cells over on re 
Cell splitting. When the traffic reaches the point awe AEE 
the existing allocation of channels in that cell cou NO re 
wih, Nig oa vamtannder! bs amana inite area of the former cell. 
woe Oe aS Peay aon on a new, smaller scale, 

€ reuse pattern of channels cou 


s ; 10. 
illustrated by the smaller hexagons in fig. + 
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) of a Metropolitan Area 


East to West (50 km) 


South to East (35 km) of a Metropolitan Area -4 


-= 


Fig. 4.10 Improvement of Capacity in a Cellular System by Cell Spacing 


Another fundamental cellular idea led to the possibility of handoff control, 
Inacellular system, not all mobile calls may be completed within the boundaries 
ofa single, relatively small cell. To deal with this, the cellular system is equipped 
with its own system level switching and control capability. 

Through continuous monitoring of signal strength or of other digital 
Parameters received from individual cell sites, the cellular system can sense 
when a mobile unit with a call in Progress passes from one cell to another and 
can switch the call to the new call without interruption. 


eat Explain the concept of “FREQUENCY REUSE” as applied o 

ae aidan Whatare the advantages of this approach ? What 

Size) and Pr a of choosing — A Large Cell Reuse Pattern (Cluster 
Small Cell Reuse Pattern (Cluster) on the following parameters 

i} Spectrum utilization (ii) Carrier to interference ratio 

C No. of elt per cell (iv) No. of channels available per cell. 


Ans. Fre (R.GRY, June 2009, Dec. 20 
das ies Reuse ~ Refer the ans, of Q.25. à 
sers in Hag pile radio System, frequency reuse is the core sane 
geographic locations (different cells) may simultane” 
mency channel for this frequency reuse system. Fre a 
Pa enhance the spectrum efficiency, pete 
o AEN ifthe system is not properly designed. Inte pannel 
use of the same channel is known as ¢4-6 
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interference, Frequency reuse Concept is e 
o employed in the space 
the time domain. In the time domain, fregus, CS9 in the space domain and 


two types 
(i) In two different geographic are 
as AM or FM radio stations using the same freq 


ame frequency allocated, such 
uency in different cities. 

(ii) In one system, same frequency repeatedly used in a same general 
area — the method can be employed in cellular systems. There are several co- 
channel cells in the system. Total frequency spectrum allocation can be 
classified into N frequency reuse patterns. This is shown in fig. 4.11 for N = 4, 
7, 12, and 19. 


q=DIR=4.6 
N=7 


Neittijtj =19 
12 Cell Reuse Pattern to sd peugeot ai 
Startup Configuration 
Fig. 4.11 N-cell Reuse Pattern 
me frequency to be reused will be 


ch $ its the sai : 
Minimum’ distance that permita of geographic terrain contour, the 


determined by several factors, like sgvabtoeceatecoll the transmitted power 
umber of co-channel cells in the vicin: 


at every cell site and the antenna height. 


wireless & mobile Computing (' Vil-Sem.) 
n 
* distance D is given as — 


wency reuse 
Freq! Ne ix f 
where, N = Frequency reuse patterns. 
755R, N=19 
6R, N=12 
Then, D= 46R, N=7 
346R, N=4 


The value of frequency reuse pattern N increases and the fr 
distance D increases, when all the cell sites transmit the same power, mee 
D minimize the opportunity that co-channel interference may take i Re in 

In theory, a large value of frequency reuse pattern N is re i 
number of assigned channels is constant. The number of channel: l 
each of N cells becomes small, if N is too large. Trunking ERG allocated to 
when total number of channels in N cells is divided as N ris 1ency results, 
principle applies to spectrum inefficiency — spectrum ineffici es. The same 
when the total number of channels are distributed in ieee 

working in the same area. 


Y Teuge 
Crease 


quired. The total 


to two network systems 


After this, the smalle 
> st n 7 ; 
performance needs, is obtai y N, which can still meet our system 
interference and the minimu ae - This includes estimating co-channel 
Co-channel interference, B ca weed Reuse distance D is chosen to minimize 
the smallest value aN ý 4 a pte 1, j = 1 in equation N = P+ij+j, 
While designi à X 
igning a 
hour are some atte pacar tie traffic conditions in the area during a busy 
ii rameters which will help to determine both, the sizes 
Traffic conditio; mber of channels in them. 
of calls per hour per pei Particular cell determine the maximum number 
care of each celj after th x maximum number of calls per hour can be taken 
ioe implemented bahay number of frequency channels per ce 
h each cell, ang sum the; a Take Q; the maximum number of calls p 
hones Phones Will be used. It is assumed that during the busy hous, 6” 
le is used, used, on average = 0,6) if that 
en, the total verage one call per phone (Me = * d 
standard formula for dete; " Permitted subscriber traffic M, can be foun pi 
ridin j 
cellular configuration iv” the number of frequency reuse cells in 
îs derive by using the following equations 


q= (S) „Ô 
I 
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and 4= Jw $ 
with y = 4 based on 40 dB/decade path loss, (ii) 


om (ey LEN? _ 3N? 
Lo OARA 6 a (iii) 


or N= == 
31 se(iv) 


; The number of frequency reuse cells is a function of the required carrier- 
to-interference ratio. Higher carrier-to-interference ratio at the boundary of a 
cell result in the need for more frequency reuse cells. Thus pattern of reuse 
cells can be determined. 


Number of Channels Available Per Cell — Another factor to be 
determined is the number of channels per cell, which is a function of the total 
number of channels available (amount of available spectrum divided by channel 
bandwidth) and the required carrier-to-interference ratio. The formula for this 
factor is 


For M = mk total number of channels 


where m= Number of channels per cell, it is also called radio capacity. 


k = Number of frequency reuse cells 
B,= Total bandwidth 


B,= Channel bandwidth. 


Q.27. Explain the cellular design techniques that are needed to improve 


coverage and capacity in cellular systems. 
. opi (R.GP.V, May/June 2006, Dec. 2013) 


ellular telephone systems, continues by considering 
illustrates the dilemma of interference and 
ccommodated per unit area) in a cellular 
n technique employed to increase capacity 
inking. Performance analysis to 
ked cellular systems 

techniques such as 


Ans. The concept of ci 
typical design techniques involved, 
system capacity (number of users â 
Sens and then examines a ee ia 
for a fixed spectrum allocation known as i 
determine the quality of service provided for a designed trun 
is then presented. Other capacity and coverage enhancing 
cell splitting, sectoring, etc., are then discussed. i 

The following approaches are used in cellular system to increase 


Coverage — 
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(Increasing the Transmitted Power — Usually, ; 
transmitted power of each channel results 1n Coverage of a la, Merea, A 
the power level is doubled, the gain increases by 3 dB, arger area, i 
t 


(ii) Increasing C ell-site Antenna Height— Th e6 dy 
to the cell-site antenna height in a flat terrain, that is, doubl Oct Pl py 
height causes a gain increase of 6 dB. IN the ata” 
(iii) Lowering the Threshold Level of ° 
the threshold level is lowered, the acceptable rece 
radius of the cell increases. 


a Received Signal 
ived power iş lower ang D 
e 
(iv) Diversity Receiver — A diversity receiver jg Vi 
the multipath fading. When the fading reduces, the re 
increased. 


ery Useful in Teducin, 
ception leye] can be 


(v) By using repeaters and enhancers t 


‘0 enlarge 
or to fill in holes, Be the coverage area 


The following approaches are used in cell 
capacity — 
EN: ee Cell Size z If we can control the radiation pattern we can 
belia 2 du! aou increase the traffic capacity. This approach is 
ion A 3 ARCA ie x 
mobile onteni iota at all the mobile units are identical, including the 


ular system to increase the 


ir mountings. 
(i) Queuing — i 
a = aa Queuing of handoff calls can increase traffic capacity. 
hance 3 
have been allocated ed Frequency Spectrum — Cellular mobile industries 


quency spectry an additional 166 voice channels. With an enhanced 
m, traffic capacity is increased, 

(iv) Dynamic Cha 

lanne] assignment ig anoth 
2.28. Explai 
in 

over analog wi the advantages and disadvantages of digital wireless sys" 

sabes gi R GPK, Dec. 2008) 


ges of digital techniques in cellular 


innel Assignment — Dynamic, rather than fixed, 
er means of increasing traffic capacity. 


Various advanta 
as follows — 


Advances in p; | 
ge Cat be Pind Digital Modulation Techniques — The De 
£ of new Seneratio, is beyond that achieved with analog techniques ” 

C) Robust Si "S of digital modulation techniques. 
Which arg avai ond Channel Coding Techniques 
° in the mobile paige digital voice or data transmission. 
vironment, 


— Thes? 
enhance 


(iii) Lower Bit. Di Mobile Transport Layer 211 
a -rate Digital Voice Coding —" 
ý ; e Coding — The la 
j bit-rate voice c 7, P ig le latest improvi ts 
in low bit-rate v e coding, together with digital modulatio tech: provements 
the inclusion of several voice channels onto one on techniques, enable 


spectral utilization, carrier and therefore improving 


(iv) More Robust to Interference 
performance in high co-channels interfer 
interference (ACI) environments as com 
systems are likely to operate under conditions of much higher co-channel 


interference which will enable designers to bring the cell size and the reuse 
distance down and even to reduce the reuse pattern. 


~ Digital systems have an improved 
ence (CCI) and adjacent channel 
pared with analog systems, Digital 


(v) Reduction of Overhead for Signaling — In the 333 channels 
originally allocated for AMPS, about 21 were required for call setup. The 
analog systems are inefficient in this regard. This overhead reduces the usable 
capacity of a bandwidth limited system. The overhead could be greatly reduced 
by using digital techniques for synchronization, control messages and 
performance monitoring. 


(vi) Inclusion of New Services — The digital technology makes it 
possible to introduce new services that are not supported by AMPS or other 
analog systems. 


(vii) Flexible Bandwidth — A predetermined fixed radio frequency 
bandwidth could lead to inefficient use of the spectrum by not permitting users 
to adjust their bandwidth and timing to meet their actual communications 
requirements. 

(viii) Improved Efficiency of Access and Handoff Conirót: - m a 
fixed allocation of spectrum, a large increase in capacity implies correspon ing 
reductions in cell size. Its means that signalling activity increases as aoe opi a 
handoff occur. To handle more access requests and epaian ise a 
community of portables and mobiles in each cell, the base stations are req i 


Disadvantages — The problem ofa rapidly expanding capiet mi 
at the same time the allocated frequency spectrum Teaia 4 ee 
by telephone companies. As is evident with N-A! y 


i rtitioning cells 

ividi isting channels (band splitting) part j 
expanded by subdividing existing © difying antenna radiation patterns 
i el litting), and mo ifying ns radiation paea 
tine Era iak e Peed subdivision and a i heise 
pelatber H orn abiount of overhead required to ee pen 
ae jious restriction is the availability and co: 

s. Another se 

leasing property for cell 


si er den: areas. [he ission 
ites in the higher d sity tafe s. Th rte 
digital r «ac significantly more bandw dth than 
of digi ignals requires sign! y mon rope 
‘i ies lly encoded analog A la Y inis 

imply transmitting the orig nal analog signa Bandwidth is one o} the inost 
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tant aspects ofany communications system because it jg i 
p signals must be converted to digital pulses prior to ka andin 
Jt original analog form at the rece; ‘ans ite 
converted back to their orig g he receiver, thy ission h 


ng and decoding circuitry. Digital transp us Necessity 
hronization between the clocks in th Smission Ñ Ing 
© transmit, ‘Wires 


f „ digital transmission systems are j 
receivers. Finally, dig ystems are incompatible i ang 
vill 
Olde 
t 


additional encodi! 
precise time syne 


analog transmission systems. 


0.29. What are the advantages and disadvantages 


P s 9 9 iy 
size cells for wireless networking ? of having 


(R.GP. K, D differen 


Ans. Advantages — ec. 2005) 
(i) Higher Capacity — Implementing SDM permits fi 
When one transmitter is far away from another, i.e., outage ia Teuse, 
Tange, it can reuse the same frequencies. Since most mobil bei er iqi 
allocate frequencies to certain users or certain hopping paren he Rees 
mon cme. Beets are a Suc ecu, at t 
for more users. On th aret cell ig very Jimited. Huge cells do not ‘ 
km. This is also te on are limited to less possible sia 
more people use mobile ia miig very small cells in cities where many 


(ii) Less Transmission Power — 


$ major problem for base i 
€ statio; i 
stations. A receiver for ns, but they are indeed problematic for mobile 


z awa; A 
transmit power than the RES o a base station would require much more 
energy is a serious problem, ew watts. But, for mobile handheld devices, 


However, power aspects are not a 


(i) Locali 

i nter) y 

a, then it results cone Only — When sender and receiver are at long 
tions and base Stations "terence problems. By using small cells, mobile 

(Y) Rob only have to deal with ‘local’ interference. 

mo ustness — 

file TObust against the fi Sele systems are decentralized, and therefore 
"only affects Gnin Of singal components. In case one antenna 

i cai Hof 
Disadvantages Fs tion Within a small area. 


mplex 
nas; 
et 


Wireless networks require a CO! 


bi ; a 

rwarding ine Stations. This includes several ante 
system ge UON registers to find a mobile station 

d Quite costly, 

Over P 

rom o ‘Required — 
t, 


connect alj 
oriai; 


il et 
n cal id Mobile station has to perform a bani? e 
this can nother, Depending on the cell size an 


Occur quite often, 


(iii) Frequency Planning gs eA 
carefully to avoid interference betw 
interference should be avoided, on the 
frequencies 1s available. 


Frequencies have to be distributed 
cen transmitters. On the one hand 
other hand only a limited number of 


0.30. How a call initiated by a mobile i i 
0 pate x e is established and how a call to a 
mobile user initiated by a landline subscriber is established in cellular mobile 
system. 
Ans. Mobile-to-mobile Call Procedures — 
(i) The originaling mobile unit initiates the call in the same manner 
as it would for a mobile to wireline call 


(ii) i The cell-site controller receiver the caller’s identification number 
and the destination telephone number through a reverse control channel, which 
are then forwarded to the MTSO. 

(iii) The MTSO sends a page command to all cell-site controllers to 
locate the destination party. 

(iv) Once the destination mobile unit is located, the destination cell- 
site controller sends a page request through a control channel to the destination 
party to determine if the unit is on or off hook. 

(v) After receiving a positive response to the page, idle user channels 
are assigned to both mobile units. 

(vi) Call progress tones are applied in both directions. 

(vii) When the system receives notice that the called party has answered 
the telephone, the switch terminate the call progress tones, and the conversation 
begins. 

(viii) Ifa mobile subscriber wishes 
are busy, the switch sends a directed retry ci 


unit to reattempt the call through a neighbouring cell. 
(ix) Ifthe system cannot allocate user channels through a neighbouring 


cell, the switch transmit an intercept message to the calling mobile unit over 
the control channel. 
(x) If the called party is off hook, the call 


to initiate a call and all user channels 
command, instructing the subscribers 


ing party receives a busy 


signal. 


(xi) Ifthe called number isi 


i i e proc 
Message announcing that the call cannot be p! 


invalid, the calling party receives a recorded 


essed. 


Wireline-to-mobile Call Procedures — 
(i) The wireline telephone goes 
receives a dial tone, and then inputs the m 


off hook to complete the loop, 
bile units telephone number. 
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Jlular network switch (MTSO) that services the d 
cel 


(iv) If the mobile unit is available, a positive a 
over a reverse control channel to the cell site controller, w 
the network switch. 


cell site controller, 


(vii) The cell-site controller sends an audible 
subscribers mobile telephone, causing it to ring. At th 
signal is sent back to the wireline calling party. 


(viii) The mobile answers the switch terminat 
and the conversion beings. 


0.31. Define the following terms of cellular mobile 
(i) Cell area 


(ii) Reuse distance 
(iti) Reuse frequency 


(iv) Co-channel and adjacent channel interference. 


Ans, (i) Cell Area ~ 

l sis of modifi 
area is further divided ini 
k neycomb pattern, The 
provides the most effective transmis 
While elimin; ihe 


ating gaps inherent} 
Beographical area is allocated a fi + 


Concept, each 


(i) Reuse 
frequency to be rey 
of Co-channel cel 
terrain Contour, t 


Distance ~ Th 
‘used will 
Is in the 


(iii) Re 
. use 
jaitionay Capaci nts 
creasing the size of an peice 
enn; 


s diffe 
s fere; ams of the 
areas of 


+ this is called frequency reuse. 


ii) The telephone number is transferred from the PS’ 
(ii) tination r 
iii) The cellular network MTSO receives the incoming 

STN wes the received digits, and locates the base gt 
n P unit which determines if the mobile unit is on or off hook AOSE thy 
mobile J a 


(v) The cell-site controller assigns an idle user channel to the 
unit and then instructs the mobile unit to tune the selected channel, 


(vi) The mobile unit sends, verification of channel tunin. 


IN swit J 
Mobile pth 

Obile Dumbo 
E Call f 


. Tor 
ation Near. the 


ge response S Seni 
hich is forwarde, i 
ed to 


Mobile 


E through the 


call progress tone to the 
e same time, a Ting back 


les the call progress tones, 


system — 


(R.GP.V., Dec. 2006) 


coverage are The FCC originally defined geographic cellular radio 

as on the ba ed 1980 census figure. With the cellular 
to hexagonal-shaped cells that fit together 
hexagon shape was chosen because it 
sion by approximating a circular pattern 
Present between adjacent circles. Each 
xed number of cellular voice channels 


minimum distance that permits the re 

be determined by several factors, like the ne 

het „Vicinity of the centre cell, the type of geograP ht. 
‘nsmitted power at each cell site and the antenna helg! 


When ar allocated frequency band is filled, 
Ved by reuse of the frequency spectrum: wy 
a, beam width of the antenna is also redue nt 
Same frequency can be directed to differe’ 
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(iv) Co-channel and Adjacent Channe) 
frequency reuse is implemented, seve 
use the same set of frequencies. 
are called co-channel cells 
channel interference, U 
reduced by simply iner 


1 Interference ~ When 
ral cells with in a given coverage area 
Iwo cells using the same set of f 
and the interference betwi 


them is ¢ 
nlike thermal noise co-channel interference cannot be 


asing transmit powers because increasing the transmit 
power in one cell increase the likelihood of that cell’s transmission interfering 
with another cell’s transmission, To reduce co-channel interference a certain 
minimum distance must separate co-channels 

Adjacent channel interference occurs when transmission from adjacent 
channels interfere with each other. Adjacent channel interference results from 
imperfect filters in receivers that allow nearby frequencies to enter the dicots 
Adjacent channel interference is most prevalent when an adjacent channe n 
transmitting very close to a mobile units receiver at the same time the mab e 
unit is trying to receive transmissions from the base station on the apea 
frequency. This is called the near far effect and is most prevalent when a mobile 
unit is receiving a weak signal from the base station. 


Helas ious effects of mobile radio propagation. 
Q.32. Discuss the various effects of (R.GPV., Dec. 2013, 2016) 


Ans. Mobile radio communication introduces complexities not Crati 
sn i icati ral 
wire communication or in fixed wireless coma Two gene! 
i i fects. 
of concern are signal strength and signal propagation € 


f i base 
i - th of the signal between the | 
(i) Signal Strength The strengt NAE NE ae 
station and the mobile unit must be suns aaa au pie eae aR 
i 50 SI as to create too a 
the receiver but not so strong as to | ig Ped Seal 
i oe the same frequency i 
i annels in another cell using the s pquenc ect 
he hese exist. Human-made noise viva Sonate are 
fara ise level. For example automobile ignition no easel 
fr ; bas ae is greater in the city than in a Re ppt a 
frequency rang lace-to-place. The signal strength varies as ineo 
phates Re nea es a point within its cell. Moreover, the signi 
istance from the z 
i oves. 
varies dynamically as the mobile unit me Ar ENA TA 
if signal stren; Aiia 
ii ing — Even if sigala a sause errors. Usually at 
i ed semi cts may disrupt the signal and cause 
Signal propagation effe epee 


every 2/2 space, interval fade ma. ion mechanisms. (R-GP.V., Dec. 2015) 
i ition 5 ireless 
Q.33. Define types of ‘radio propaga bove 800 MHz, used in the wireless 


i iene imensions 
iosi with frequenc!” ed with the dimei 
Ans. Radio signals eal wavelengths comer a a ampi aay 
networks, have extremely n waves can 
of building features. S0 
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This means that ray-optical methods can be used to describe the 

within and even outside buildings by treating electromagnetic wa $ 
along localized ray paths. The fields associated with the ra 
sequentially based on the features of the medium that the ray enci 


Paga 
VES as tra 


n 
Ounters, 


Scattering P’ 
P 


Diffraction, 


Reflection 


Fig. 4, r 3 

ïg. 4.12 Radio Propagation Mechanisms in an Indoor Are 
In order to describe radio i 

mechanisms are generally co: 


mechanisms. These mechani: 
and outdoor applications, 


propagation with ray optics, three basic 
nsidered while ignoring other complex 
sms are illustrated in figs. 4.12 and 4.13 for indoor 
Tespectively, 


Building Reflection 


Rooftop Diffraction 


Fig. 4.13 Radio Propagation Ground Refection 


O Reftecti Mechanisms in an Outdoor Area 
i ton and T; 
On og ransmi: 
Wave] ae When electromagnetic v 
the ceiling, ang -Usually rays incideni 
ii loor unde 
x TBO specu] 
Teflectioy cients usu; 
n or transmission a ally dete 
y Tay atte 


transmi: 
issi ; , 
sion — Specular reflections and 


waves impinge on obstructions large" 
tupon the ground, walls of buildings, 
lar reflection and transmission W" 

mined by plane wave analysis. Upon 
nuates by factors that depend on the 


Vel 
Paths cha ™e 


— 
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frequency, the angle of incidence 4 


properties, thickness, homogeneit P igi of Geadas (i instore 
j inn ta fo “ity, etc.). These mechanisms 

adio propagatioy p i nisms often dominate 

radio propagation in indoor applications, In outdoor urban areas, this mechanism 


s importance because it į k 
ea porta e because it involves multiple transmissions that reduce 
the strength of the signal to negligible values. 


often lose: 


ieee bed incident upon the edges on buildings, 
secunidacy line soursi DI Viewed as exciting the edges to act as a 

i acted fields are generated by this secondary wave 
source and Propagate away from the diffracting edge as cylindrical waves. In 
effect, this results in propagation into shadowed regions because the diffracted 
field can reach a receiver, which is not in the line of sight of the transmitter. 
Because a secondary source is created, it suffers a loss much greater than that 
experienced via reflection or transmission. Consequently, diffraction is an 
important phenomenon outdoors where signal transmission through buildings 
is virtually impossible. It is less consequential indoors where a diffracted signal 
is extremely weak compared to a reflected signal or a signal that is transmitted 
through a relatively thin wall. 


(iii) Scattering — Irregular objects such as walls with rough surfaces 
and furniture (indoors) and vehicles, foliage, and the like (outdoors) scatter 
rays in all directions in the form of spherical waves. This particularly occurs 
when objects are of dimensions that are on the order of a wavelength or less of 
the electromagnetic wave. Propagation in many directions results in reduced 
power levels, especially far from the scatterer. As a result, this phenomenon is 
not that significant unless the receiver or transmitter is located in a highly 
cluttered environment. This mechanism dominates diffused IR propagations 
when the wavelength of the signal is such that the roughness of the wall results 
in extensive scattering. In satellite and mobile radio applications, foliage often 


causes scattering. 


is ess of handoff ? Define types of handoff. 
0.34. What is the procs of ne vals 
ff concept, it is straightforward to employ 


ç. d the hando 
Ans. Forungesan hown in fig. 4.14, however a real two- 


z % j ` f 

a one-dimensional illustration as À 
a with cells. 

dimensional cellular configuration would cover an area ith 


two co-channel cells using the frequency F; separated by 
a Pris te gon The distance D and the radius R can be eana 
with the value of q. Now, in order to give a cnai ane 
entire area, we have to fill in with other treguan 7 rar ate 
between two co-channel cells. AS shown in fig. 4-14 (b), 
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F», F, and F, can also be allocated to their correspondin 


f 8 cell; 
portion to the same value of q. Isc 


2 
3 ande 
do, 


in proj 


(b) 
(a) Co-channel Interference Reduction Ratio @ (b) Fill-in Frequenci 
neies 


Fig. 4.14 Handoff Phenome 


non (Mechanism 
If a mobile unit is s f 


tarting a call in cell C and then moves to cell G. 
Ao om cell C, to cell C3, the call is dropped and 
Y channel from F} to F2. This process of converting 


method is 

landoff can be r i 

a ‘equired iti i 

weak signals from the mobile a ENA 
(i) At the ce 

a handoff in a nois 


unit is reaching the signal power holes within 


The; 
ere are two types of handoff — 


Y So 
base oft Handoy : 
Sa Station Without ee The MS commences communication with a new 
ü ' handoff meang an ide communication with the old base station: 
to enh 8 station Saran frequency assignment between the old B 
chance the Signal, handoff Provides different-site selection diversitY 
G H 
P ard H, 
assignme: 'andoff _ 
ase MENIS bety een the wi a 
station with differ Old BS ay 
ent 


ard handoff means a different frequen? 


i sen two 
nd new BS, The MS transmits between 1° 


frequency a 
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9.35. Explain handoff techniques in cellular networks, 


(R.GP.V, June 2004, 2008, Dec. 2009) 
a Or 

. What is handoff ? Explain different handoff initialization techniques 

with suitable diagram. (R-GPV., Dec. 2016) 

Or 

Explain handoff. (R.GP.V., Dec. 2012) 

Ans. The procedure for changing the allotment ofa mobile unit from one 

BS to another is handoff. 


A Base 
Received Received Station 
Signal Sigal 'y ; 
at Base at Base Allocation 


Station X Station Y 
Allocated to 


Handoff to Handoff to 
x y 


Allocated to 
x 


=$ g 
Px Pi P2P3 P4 Py 
(a) Handoff Decision as a Function (b) Hysteresis Mechanism 
of Handoff Strategy 


Fig. 4.15 Handoff between Two Cells 
Fig. 4.15 explains various handoff techniques — 
ignal strength at Y first exceeds 
al Strength — Ifthe signal strengt di 
that at X, then the mobile unit is pandeo from Pore n 
it is ha ack to X when the signal strengi Y ly fa 
n is pran fig. 4.15 (a), handoff happens at point L, At sd alts 
ieee BS X is declining but still enough. Even with power snaga 
on 9 aaa d to a ping-pong effect in which the unit is repeatedly 
has ai beck and ih tanen two BSs as signal strength fluctuates due to 
passed back anı 


multipath effects. 
(ii) Relative Signal 


happens when (a) the other signal i 
at the current BS is sufficiently Poot gg 
so long as the signal at the pik h scheme when 
similar to the relative signal streng 


7 f Thy. 
with a threshold of Thy, 
like Thy. Handoff happens at Py 


(i) Relative Sign 


th Threshold — Handoff only 
d (b) the signal 

stronger of the two and j 
oto 2 is that handoff is unnecessary 
is adequate. This scheme performs 
a high threshold is used 
The mobile unit may 


Strength wi 
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move far into the new call (P4) before handoff when the threshold is g 

Jow than the crossover signal strength like Th. This may result jn , Se duty 
call and reduces the quality of the communication link, A threshold effen "Oped 
relies on prior knowledge of the crossover signal strength bet i NVeness 


WEEN the o 
and candidate base stations, so a threshold should not be util He Curren 


ized alone 
(ili) Relative Signal Strength with Hysteresis — Only whe; 

base station is sufficiently stronger compared to the current one the, 
happens. Handoff happens at P, in this case. This approach asia 
pong effect, as once handoff happens, the effect of the à 
The term hysteresis means a phenomenon called as relay h sete, 

appreciated with the help of fig. 4.15 (b). The handoff mechanism exec" be 
of as having two states. The mechanism will produce a handoff when the à ae 
signal strength approaches or exceeds while the mobile unit is allocated aN 
X. Once the mobile unit is allocated to Y, it remains so until the relative to BS 
strength drops down — 8, at which point it is given back to X. The daniu a 


this strategy is that the first handoff may still bi i il 
mice eat, y still be unnecessary if BS X still has 


the ney, 
handosp 


| he ping. 
margin § js reverses 


, handoff happens at P, if th i 
threshold is either Th, or Thy, pea. 


O) Prediction Techni 
#ques — The handoff decision depends on the 
expected future value of the Teceived signal strength. age 
0.36. How th i : i 
difference be; ee mae i controlled in a cellular system ? Explain the 


op and closed-loop power control. 


Ans, In 
includea ; a cellular system, numbe; 


and at P, if the 


A r of design issues make it desirable to 
'ynamic power control capability — J 


The received 


ay from the transmitter, the received power 
n. In addition, the effects of renest o 
pa e rapid changes i ived power levels 

ces, ges in received p l 
Coming from a number 8 because the power level is the sum from signals 
random, Sometimes adin different Paths and the phases of those paths are 
ing and sometimes subtracting. As the mobile unit 


al 
A erin, 
distan 8 Can caus 


(ti) At the nee various paths change, 
je rom 1 Me, it is desirable to minimize the power in the 
alleviate he; | ™ the mobile uni A ce, 
h © unit, to reduce co-channel interferenc® 


Concems and say 


€ battery power, 
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—_ (CDMA), tis deo (Ss) Systems using code division multiple 

mobile units at the BS. This REA Fa : ia a APER EEA 

have the same frequency allocation system performance because all users 
Cellular system use the two kinds of power control 


(i) Open-loop Power Control — it de 
unit, with no feedback from the 
systems, the BS continuously tr: 
pilot. The pilot allows a mobile 


pends solely on the mobile 
BS, and is used in some SS systems. In SS 
ansmits an unmodulated signal, known as a 
unit to acquire the timing of the forward (BS 
to mobile) CDMA channel and provides a thas refereies for demodiladh, 
It can also be used for power control. The mobile unit monitors the received 
power level of the pilot and sets the transmitted power in the reverse (mobile 
to BS) channel inversely proportional to it, This approach assumes that the 
forward and reverse link signal strengths are closely correlated, which is 
generally the case. The open-loop approach is not as accurate as the closed- 
loop approach. However, the open-loop scheme can react more quickly to 
rapid fluctuations in signal strength, such as when a mobile unit emerges from 
behind a large building. This fast action is required in the reverse link of a 
CDMA system. Where the sudden increase in received strength at the BS may 
suppress all other signals. 


(ii) Closed-loop Power Control — It adjusts signal strength in the 
reverse (mobile to BS) channel based on some metric of performance in that 
reverse channel, such as received signal power level, received signal-to-noise 
ratio, or received bit error rate. The BS makes the power adjustment decision 
and communicates a power adjustment command to the mobile unit on a control 
channel. Closed-loop power control is also used to adjust power in the forward 
channel, In this case, the mobile unit provides information about received signal 
quality to the BS, which then adjusts transmitted power. 


0.37. What is sectorization 2 


Ans. The total number of available channels can be divided iato sub- 
groups depending on the sectorization of the cell mepri m 1 a se 
45° sector system. Usually a 7 cell system 

system, the 60° sector system and the l! 
ia three 120° sectors per cell, with the total number of channel subgroups 
bei 1 Je can be narrowed in certain locations and special 
ee tured hannels in one sector without increasing 


conditions in order to assign more © 


ization i ful for the same 
i i i The sectorization is use the 
tie nel interference. ectoriz ful fo ie 
pu pie ute conde borrowing technique in delaying se sole 
sectoriz tio i SER coordination to avoid co-channel ins prene ia men 
easier the SA Jl splitting. The trunking efficiency decrea s 
an in cel Á 


for the given same number of channels. 
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222 jsi omni-cells and s i 
Give the comparison of ectorized celty, 


0.38. 
‘Ans, The com] saa . = 
cells are given as under ' 
@ Ommi-cells (Non-sectorized cells) — When seven cell g 
reuse pattern is used, the frequency subgroups aana ne 
Tea nae paras art, However, terrain is Seldom e 
cell frequency reuse pattern is sometimes required flat; 


parison of omni-cells (non-sectorized cells) 


tequency 


thus twelve i selon 
co-channel interference. For N = 12 the channel reuse distance ig p i 
the co-channel reduction factor q = 6. ne 


(ii) Sectorized Cells - These are categorized into three types _ 


(a) For both transmitting and receiving Sectorization, the 129° 
sector cell is used. 


(b) The 60° sector cell is used for both transmitting and receiving 


sectorization. Changing sectors during a cell needs handoffs. Greater handoffs 
are expected for a 60° sector than a 120° sector in areas close to cell sites, 


(c) Forreceiving sectorization only the 120° sector or 60° sector 
cell is used. In this case the transmitting antenna is omni-directional. In this 
cell the number of channels is not subdivided for each sector. Thus no handoffs 
are required when changing sectors. This 
configuration does not dec; 


allows for a more accurat 
heighouring cells, 


receiving-sectorization only 
Tease interference or increase the D/R ratio; it only 
te conclusion regarding handing off the calls to 


9.39. Write down 


networks, the difference between cellular network and Wi-Fi 


: Ans, Difference between cellular and Wi 
No, Wi-Fi Network 


Wi-Fi is a loca 
tech 


-Fi networks — 
Cellular Network 


Cellular plan are attached t 
device that uses cellular sig” 
to connect to the Internet. 


to the 


access to mobi i 
with Wie devices enabled 


Wi-Fi th 
€ name gi 
Wireless devi 8iven to the 


Ke that are certified 


a cellular 
is to 
verag? 


The main objective of 
communication network 
provide high-capacity ©° 
over a wide area. n 
Cellular network is offered P 
mobile network operators ol 
service providers. 
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(iv) | Wi-Fi spans a limited area within 
a specified range, 

(v) | Wi-Fi is typically much faster 
than a cellular network, 


Cellular network spans a wide 
area covering cities, towns, etc. 
Cellular network is relatively 
slower than Wi-Fi in terms of 
speed and reliability. 

Cellular data is based on monthly 
data plans that come with limited 
amount of data. 


(vi) | Wi-Fi has no limit on amount of 


data and is typically based on the 
Wi-Fi network. 


GSM — SERVICES, SYSTEM ARCHITECTURE, LOCALIZATION 
AND CALLING, HANDOVER AND ROAMING 


0.40. Explain GSM. (R.GPV, Dec. 2012) 

Ans. GSM is the most successful digital mobile telecommunication system 
in the world today. It is used by over 800 million people in more than 190 
countries. In 1980s, Europe had numerous coexisting analog mobile phone 
systems, which were often based on similar standards, but ran on slightly 
different carrier frequencies. To avoid this situation for a second generation 
fully digital system, the group special mobile (GSM) was founded in 1982. 
Soon, this system given named the global system for mobile communication 
(GSM) with the specification process lying in the hands of ETSI (European 
Telecommunication Standard Institute), a GSM association 2002. In the context 
of UMTS (Universal mobile telecommunication system) and the creation of 
3GPP (Third generation partnership project) the whole development process 
of GSM was transferred to 3GPP and further development is combined with 
3G development. 3GPP assigned new numbers to all GSM standards. 

The primary goal of GSM was to provide a mobile phone system that 
allows users to roam and provides voice services compatible to ISDN and 


other PSTN systems. ae ‘a 
i i ii 4 lacing the first generatiot 
GSM is a typical second generation system, replac irst gener 

‘itiog S; eas bi not offering the high worldwide data rates that the third 
seteaon S; tems such as UMTS, are promising. GSM has initially been 
deployed i E using 890-915 MHz for uplinks and 935-960 MHz for 
Novalis dinate is now also called GSM 900 to cing i fon n 

i at 1800 MHz (1710-1785 Zz 

e sions. These ve! s comprise GSM at 18 1 MI 
ae Sone ET aiii, also called DCS (digital cellular sem) 
1800 i ra GSM system mainly used in the US at 1900 MHz (1850-1910 

800, and the GSM sy 


Med BES (pececingal 
+ downlink), also called PCS (persona 
z < 1930-1990 MHz downlin called 
> saat ne rer 1900. Two more versions of GSM exist. GSM 400 is 
munications si a 


224 Wireless & Mobile CO 
deploy 

a proposal to 

go. 46.1488.8-49 on 

systems in sparsely populat 


Q.41. List the important GSM air-interface standard Specifica 


Ans. The important GSM air-interface standard specifi 
ns, 


follows - 


Parameter 


Frequency band 
(ii) | Spectral allocation 


(iii) | RF channel bandwidth 
(iv) | Multiple access technique 
(v) | Forward and reversed 
channel frequency spacing 
(vi) | Duplexing technique 
(vii) | Transmission and receiving 
time slot spacing 

(viii) | ARFCN number 

(ix) | Number of voice channels 
(x) | Time slot period 

(xi) | Modulation scheme 

(xii) | Modulation data rate 
(xiii) | Bit period 

(xiv) | Frame period 


(xv) | Number of time slots 
__ | Per RF channel bandwidth 
(xvi) Type of equalizers 
(vii) Interleaving (max-delay) 
(xviii) Handheld mobile 
transmission 
d Power 
(xix) Channel coding 
(xx) | s i 
peech 
(ay coding 


Spectrum efficiency 


GSM at 450.4-457.6/478.8-486 MHz for 
6 MHz for downlinks. This system could re 


mputing (VII-Sem.) 


Uplinks ang 
Place analog 


tions, 
(R.GRY, Dec, 2015) 


Cations are is 


Specifications 
Uplink 890-915 MHz 
Downlink 935-960 MHz 

50 MHz (25 MHz for uplink and 
25 MHz for downlink 

200 kHz or 0.2 MHz 

FDMA and TDMA 

45 MHz 


Frequency division duplexing (FDD) 
3 times slots 


0-124 and 975-1023 
1000 

577 us 

GMSK 

270.833 kbps 

3.692 us 

4.615 ms 

8 


Adaptive equalizer 
40 ms 


IW, 125 m W, 


ft] he 
CRC with r = 1/2; 
L=5 convolution coding 


RELP-LTP @ 13.4 kbps 


1.35 bps/Hz 
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Q.42. Discuss the different 


es ile s P . 
Explain each in brief. types of mobile services provided by GSM. 


(R.GP.V., Dec. 2013, 2016) 


Or 
What are the types of GSM Services ? Explain, (R.GP.V., Dec. 2014) 
Or 
What are the various mobile services Provided by GSM ? Explain each 
in brief. (R.GBV., Nov. 2018) 
Ans. G 


SM allows the integration of different voice and data services and 
the interworking with existing networks. GSM had defined three different 
categories of services—bearer, tele and Supplementary. A reference model for 
GSM services is shown in fig. 4.16, 


Bearer Services 


‘Transit Source/ 
GSM-PLMN Network Destination 
(PSTN, ISDN)| | Network 


Tele Services 


Fig. 4.16 Reference Model for GSM Services 


A mobile station (MS) is connected to the GSM public land mobile 
network (PLMN) via the U,, interface. This network is connected to transit 
networks, e.g., integrated services digital network (ISDN) or traditional public 
switched telephone network (PSTN). There must be an additional network, 
the source/destination network, before another terminal TE is connected. 

Now bearer services comprise all services which enable the transparent 
transmission of data between the interfaces to the network, thatis, S in case of 
the mobile station, and a similar interface for the other terminal. pas oi 
ISDN, U, S and R interfaces have not been defined for all melon | sis 
it depends on the specific network that the interface is used as a referen 
the transparent transmission of data. 

Tele services are application specific and may thus i aii — 
of the ISO/OSI reference model. These services are specifies d 
is, from one terminal TE to another. 

@) Bearer Services - Different m 
for data transmission. Original GSM permits FP ns 
for non-voice services. Bearer services nae bi p 
synchronous or asynchronous data transmissiO"™ 


echanisms are specified by GSM 
for data rates of upto 9600 bit/sec 
arent and non-transparent, 
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ant bearer services only use the functions of 

Laat os Therefore, data transmission Kas : 

)to or transmission errors take place, The only m 

on quality is the use of forward error correctio 

transm 5 a the data stream and thus helps to recon, 

vT ine sion errors. Depending on the FEC, dat 
oi 6 kbits/sec are possible. 

In order to implement error correction and flow Contro] 
non-transparent bearer services use protocols ofthe layers two and three ne 
services use the transparent bearer services, adding a radio link protocol Rir 
This protocol has mechanisms of high-level data link control (HDLC) B 
special selective-reject mechanisms to trigger retransmission of, erroneous data, 
The obtained bit error rate is less than 107, but now throughput ang delay 
may vary depending on transmission quality. y 

With the help of transparent and non-transparent services, GSM Specifies 
many bearer services for interworking with PSTN, ISDN, and packet switched 
public data network (PSPDN). Data transmission can be full-duplex, 
synchronous with data rates of 1.2, 2.4, 4.8, and 9.6 kbits/sec or full-duplex, 
asynchronous from 300 to 9,600-bits/sec. Obviously, these relatively low data 
rates reflect the assumption that data services will only constitute some small 
percentage of the overall traffic. 


the 

a cai Wi 
ant dela fy 

nechanism log hon 

N (FEC), whig ie 


Şi c 
Struct the origin des 


a rates of 24 ry 


(layer I)tos 
throughput ifno 


(ii) Tele Services — The main focus of GSM is on voice-oriented 
tele services. These contain encrypted voice transmission message services 
and basic data communication with terminals as known from the PSTN or 
ISDN. But, the main service is telephony, the primary goal of GSM was the 
Provision of high-quality digital voice transmission, offering at least the typical 
bandwidth of 3.1 kHz of analog phone systems. Special codecs are used for 
voice transmission, while other codecs are used for transmission of analog 
data for Communication with traditional computer modems. 


i ice 

i Emergency number is the another service offered by GSM. This ate 

‘han tory forall providers and free of charge. This connection also pa 
priority, possibly Pre-empting other connections. This will autom 


set up wi 
UP with the closest emergency centre. 


Si P A i 
hort Message service (SMS) is the another useful service which 


for very sim; sages 
ag message transfer, This offers transmission of messag 


s 0! 
but exploit unused» PeSSages do not use the standard data channels ing 
Feceiving of SMS Capacity in the signalling channels. Therefore, a 
'S possible during data or voice transmission. 
Wide non- 
T aatas digital data 
Standards T4 an, 


is used 
of up? 
is) 


« gorvile 
: this se! 
Voice tele service is group 3 fer D jcooris" 
Over the analog telephone networ 


30 using modems. 


o 
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(iii) Supplementary Services 
supplementary services. These s, 
standard telephony service, Services offered can vary from provider to provider. 
Typical services are user identifications call re-direction. or forwarding of 
ongoing cells. f 


The GSM providers can offer 


Tvices provide various enhancements for 


Q.43. Name the main elements 


r ‘ of the GSM system architecture and 
describe their functions, 


(R.GP.V., Dec. 2010, 2017) 
Or 


Draw and explain functional architecture of GSM system. 


(R.GP.V., Dec. 2011) 
Or 


Draw and explain the GSM network architecture. (R.GPV., Dec. 2015) 
Or 
Describe the GSM network architecture in detail with the help of 
diagram, (R.GP.V., Dec. 2016) 
Ans. A simplified overview of the GSM system is shown in fig. 4.17. A 
GSM system has three subsystems, the radio subsystem (RSS), the network 
and switching subsystem (NSS), and the operation subsystem (OSS). 


RSS 


= NSS 


oss 


of a GSM System 


4.17 Functional Architecture 


— The radio subs í 
Me PAN (MS) and the base station 


Fig. 

A ji system 

(i) Radio Subsysi a ile 

radio specific entities, that is, the mobile 


em (RSS) consists of all 
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(BSS). Fig. 4.17 depicts the connection between the Rg 
h the A interface (solid lines) and the connection to the Oss Hey the 
the O interface (dashed lines). The eh est depends on circuiti 
PCM-30 systems, carrying upto 30-6: it/s connections, in Contrast i 
interface depends on X.25 carrying management data to/from the RSS, eo 


(a) Base Station Subsystem (BSS) — A GSM netwo, 
of many BSSs, Each BSS is controlled by a base station controller 
functions required to maintain radio connections to an MS are pe 
BSS. Apart from a BSC, the BSS has many BTSs. 


subsystem 
NSS throug! 


Tk con; sists 
(BSC), All 
formed by 


(b) Base Transceiver Station (BTS) — A BTS consists ofall radi 
equipment, that is, antennas, signal processing, amplifiers required for ain 
transmission. A BTS can make a radio cell or many cells using sectorized stiri, 
ABTS is connected to BSC through the Ajj, interface, and to the MS through 
the Um interface. The Apis interface comprises of 16 or 64 kbit/s connections, 
The Up interface has all the mechanisms required for wireless transmission, i 


(c) Base Station Controller (BSC) — The BSC is used to maintain 
the BTSs. It performs paging of the MS, handles the handover from one BTS to 
another within the BSS, and reserves radio frequencies, Also, the BSC multiplexes 
the radio channels onto the fixed network connections at the A interface. 


(d) Mobile Station (MS) — The MS consists of all user equipment 
and software Tequired for communication with a GSM network. An MS comprises 
user independent hardware and software and of the subscriber identity module 
(SIM), which stores all user-specific data that is relevant to GSM. 


P PEAL oe etwork and Switching Subsystem — The network and switching 
network with S) is the heart of the GSM system. It connects the wireless 
localicting uae Public networks, consists of functions for worldwide 
between i users and supports charging, accounting, and roaming of users 
different BS; AES Providers in different countries, performs handovers between 
Ss. The NSS is composed of the following switches and databases- 


database in a Gon Location Register (HLR) ~The most importan 
information. It consi system is the HLR. The HLR stores all user-relevan 
number (MSISDN). of static information, like the mobile subscriber nP 
subscriber identify A eeesctibed services, and the international rine 
current peril MSI). Dynamic information is also required, such a 
(MSRN), the bear (LA) ofthe MS, the mobile subscriber roaming num 4 
as soon as an MS co and MSC. The information in the HLR is eee 
a user in the worldwide aor LA. This information is required to localiz 

network, 


Mobile Transport Li 
(b) Mobile Servic ia see 


performance digital ISDN switches, They fe 
GSM system, and establish connec hey form the fixed backbone network of a 


eS Switching Ce 


gateway MSC (GMSC) has additional 


ks, like PSTN and ISDN. Usin; 
pnineotions £ s sing standard 
signalling system No.7(SS7), an MSC handles all signalling Airie for 


connection setup, connection release and handover of connections to other MSCs. 

(c) Visitor Location Re 
which stores all important informatio; 
the LA that is associated to the MSC, 


gister (VLR) — It is a dynamic database, 
n required for the MS users currently in 


(i) Operation Subsystem —The operation subsystem (OSS) consists 
of the required functions for network Operation and maintenance. The OSS 
contains network entities of its own and accesses other entities through SS7 
signalling. There are following entities — 


(a) Authentication Centre (AuC) — A separate AuC has been 
defined to protect user identity and data transmission because the radio interface 
and mobile stations are particularly vulnerable. The AuC has the algorithms 
for authentication as well as the keys for encryption and produces the values 
required for user authentication in the HLR. 


(b) Operation and Maintenance Center (OMC) — The OMC 
monitors and controls all other network entities through the O interface. The 
OMC is responsible for traffic monitoring, status reports of network entities, 
subscriber and security management, or accounting and billing. The concept 
of telecommunication management network (TMN) is used by the OMC. 


(c) Equipment Identify Register (EIR) = Itisa database for all 
IMEIs. This means that it stores all device identifications registered for this 
network. Because MSs are mobile, they can be easily stolen Anyone could use 
the stolen MS with a valid SIM. The EIR contains a blacklist of stolen devices. 
The EIR also has a list of valid IMEIs, and a list of malfunctioning devices. 


0.44. Draw the GSM arci 
GSM using the logical channel. 

Ans, GSM Architecture ~ Refer me es 

In fig. 4.18, the logical channel used for each step ae iacaa OS 
establishment is made through the common control eN era Ti 
(RACH) and access grant chame (Acar peek channel (SDCCH), 
through the dedicated standalone dedicated con 


itecture and explain the call establishment in 
sN (R.GBV, Dec. 2014) 


the ans. of Q.43. 


po = 
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ignalling for connection status through dedicated FACCH ang Si 
eet TCH (traffic channel). 


[Channel request (RACH) | 
foots acy | 
[En erain rues DCC] 
[sy [ate response SDCCH | 
[rn ipengcmmana SDCCH) | 
Frinfcpeingraay pcem | 


Send destination address (SDCCH) 


(xiv) Connection established (FACCH) 
Information exchange (TCH) 


Fig. 4.18 Logical Channel used for Call Establishment 


0.45. What is the function of following switches and databases in 
network and switching subsystem of GSMS. 


(i) Mobile services switching center 
(ii) Home location register. 
(R.GP.V, Dec. 2012) 
Ans. Refer the ans. of Q.43. 


2.46. Explain the architecture of GSM. Which i vices 
. types of different se 
does GSM offer ? Give examples, (R.GPV, June 2011) 
Ans, Refer the ans. of Q.43 and Q.42. 


2.47. With th 
Also show 


components 


he help of diagram, explain system architecture of er 
the interfacing between different subsystems along Pi 
of each Subsystem, (R.GPV, Nov. a 


Ans, Refer the ans. of Q.43, 


2.48. Write and explain var; el modes 
weed in GSM. and explain various types of ganen pe Pye ec, 200 
Ans. GSM Specifies two basic nt 


channels ang groups of logical channels, 1-€-» 


Control channels, 


ic XChange 
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S traffic channels to transmit 
of TCHs have been defined, 
'CH/H). A TCH/F has a data 


ode of operation depending on 
will be used together with 3G 


ity is provided by the so-called 
tendem free operation (TFO). This mode can be used if two MSs exchange 


voice data. In this case, coding to and from PCM encoded voice (standard in 
ISDN) can be skipped and the GSM encoded voice data is directly exchanged. 
Data transmission in GSM is possible at many different data rates, e.g., TCH/ 
F4.8 for 4.8 kbit/s, TCH/F9.6. for 9.6 kbit/s, and as a newer specification, 
TCH/F 14.4 for 14.4 kbit/s. These logical channels differ in term of their coding 
schemes and error correction capabilities. 


(ii) Control Channels (CCH) - Many different CCHs are used in a 
GSM system to control medium access, allocation of traffic channels or mobility 
management. Three groups of control channels have been defined, each again 
with subchannels — 


(a) Broadcast Control Channel (BCCH) - ABTS uses this 
channel to signal information to all MSs within a cell. Information transmitted 
in this channel is e.g, the cell identifier, options available within this cell 
(frequency hopping), and frequencies available inside the cell and in 
neighbouring cells. The BTS sends information for frequency correction via 
channel (FCCH) and information about time 


th ction 
e epp core hronization channel (SCH), where both channels 


synchronization via the sync! 
are subchannels of the BCCH. ene 
= atio] 

Control Channel (CCCH) l in formal 
tween MS and BS is exchanged via the CCCH. 
For calls toward an MS, the BTS uses the paging ein ee ieee 
the appropriate MS. If an MS wants to setup a call, it uses ae 
channel (RACH) to send data to the BTS. The RACH imp! 


(b) Common 
Tegarding connection setup be! 
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within a cell may access this channel) usin, 


; sl 
collision my occur with other MSs in a GSM 8 slotte, 


access (all MSs 
System, 


This is where a © 


uses the acci 
or SDCCH for further connection setup. 


(€) Dedicated Control Channel (DCCH) ~ While 
channels have all been uni-directional, the following channels are bj 
As long as an MS has not established a TCH with the BTS, it us, 
alone dedicated contro! channel (SDCCH) with a low data rate ( 
signalling. This can comprise authentication, registration or othe; 
for setting up a TCH. Each TCH and SDCCH has a slow associa 
control channel (SACCH) associated with it, which is used to exc! 
information, such as the channel quality and signal power level, Finally, į 
more signalling information needs to be transmitted and a TCH already e; y, if 
GSM uses a fast associated dedicated control channel (FACCH). The FACCR 
uses the time slots which are otherwise used by the TCH. This is NEE 

kas oa is ei where BTS and MS have to exchange larger amounts of 


d Aloha 


s grant channel (AGCH) to signal an MS that it can us © BTs 
g © aT CH 


the Previous 
directiongy 
es the Stand. 
782-bitls) fop 
T data needed 
ted dedicated 


hange system 


_Channel Modes — The individual users can not have their own TCH at 
all times due to precious value of the radio spectrum. 


() Dedicated Mode — Dedicated mode use: i 
r s TCH during cell 
establishment and uses SACCH to perform location updating in the dedicated 


~ on and TCH are dedicated channels for both uplink and downlink 
els, 


ive ma eee In the duration of non-call activities, the five down 
regularly, PAGCHY, a idle mode — FCCH, SCH, BCCH, that is broadcasting 
ation & idk and CBCH, that transmits one message every 2 sec. In the 

idle mode, the mobile station listens to the common downlink 


channel: 
a "i and also uses SDCCH to register a mobile location related to a 
particular base station to the network, 


0.49. Explain the Protocol architecture of GSM. 


pa 
protocols, ee Aaoi the protocol architecture of GSM with signalling 
Other interfaces occur eh main term to know about is the Up interface, as the 
layer, handles all r a tween entities in a fixed network. Layer 1, the physical 
according to the fv io-specific functions. This includes the creation of bursts 
tame, syn chraitce different formats, multiplexing of bursts into a TDM 
measurement alkate, wmi the BTS, detection of idle channels, and 
uses GMSK for digital per: l quality on the downlink. The physical layer at 7 
1e., encryption is not ie lulation and performs encryption/decryption of i ; 


Over the air interface, rome end-to-end, but only between MS and 
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16/64 kbit/s 64 kbit/s! 


A 2.048 Mbits 
Fig. 4.19 Protocol Architecture for Signaling 


Synchronization includes the correction of the individual path delay 
between an MS and the BTS. All MSs within a cell use the same BTS and 
hence must be synchronized to this BTS. The BTS produces the time structure 
of frames, slots etc. In this context, a problematic aspect are the different round 
trip times (RTT). An MS close to the BTS has a very short RTT, whereas an 
MS 35 km away already exhibits an RTT of around 0.23 ms. If the MS far 
away used the slot structure without correction, large guard space would be 
needed, as 0.23 ms are already 40 percent of the 0.577 ms available for each 
slot. So, the BTS transmits the current RTT to the MS, which then adjusts its 
access time so that all bursts reach the BTS within their limits. This mechanism 
decreases the guard space to only 30.5 psec or five percent. Adjusting the 
access is controlled via the variable timing advance, where a burst can be 
shifted to 63-bit times earlier, with each bit having a duration of 3.69 p sec. If 
the available timing advance cannot be extended, a burst cannot be shifted 
earlier than 63-bit times. This results in the 35 km maximum distance between 
an MS and a BTS. It might be possible to receive the signals over long distances. 
Access cannot be permitted to avoid collisions at the BTS. 

Signalling between entities in a GSM network requires higher pi 
this purpose, the LAPD,, protocol has been defined at the Up ine see te 
layer 2. LAPD m, name derived from link access pooni PD e alight 
(LAPD) in the ISDN systems, which is a version i figs AA 
weight LAPD because it does not ERA ee eee connections; Te 
for error detection. LAPD Off a ye there is no buffering between 
Sequencing of data frames, and flow control. 
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and two, LAPD has to obey the frame struct 


d forthe Um interface. Further services 
assembly of data and acknow] 


Ures, reg 


layer one hy 
TOVi Ne 
Provided by Lap; UN 


etc, define’ 
segmentation and re 
transfer. 

Layer 3, network layer in GSM, comprises several subla 
fig. 4.19. The lowest sublayer is the radio resource manageme as g OM 
part of this layer, RR’, is implemented in the BTS, the remaina i 
the BSC. The functions of RR' are supported by the Bg er 'S Situated f 
management (BTSM). The main tasks of RR are setup, Matra Via the p 
of radio channels. RR also directly accesses the physical nee and release 
information and offers a reliable connection to the next hiekei for tadig 


Mobility management contains functions for registration, wae ; 
identification, location updating and the provision of a erh $ entication, 
subscriber identity (TMSI) that replaces the international mea mobile 
identity (IMSI) and which hides the real identity of an MS iar Sair 
interface. While the IMSI identifies a user, the TMSI is vali ea 


f id only in th 
location area of a VLR. MM offers i i sighs 
m a reliable connection to the next higher 


BiA Esa management (CM) layer contains three entities — call 
pati A ort message service (SMS) and supplementary service (SS). 
sical te ee transfer using the control channels SDCCH and 
ines > A sa lesa Point-to-point connection between two terminals and 
sata peas for call establishment, call clearing and change of call 
ae . layer also provides functions to send-in-band tones, called 


a ee frequency (DTMF), over the GSM network. 
ite a Protocols are used at the Ajj, and A interfaces. Data transmission 
rae ical layer typically uses pulse code modulation (PCM) systems 
the fabian offer transparent 64 kbit/s channels, GSM also allows for 
e physica “xing of four 16 kbit/s channels into a single 64 kbit/s channel. 
bivs capacity, i Lat A interface typically includes leased lines with - 
management, “NPD is used for layer two at Apis, BTSM for 
Signall c 
and a BSC, hoe number 7 (S87) is used for signalling between 27 ss 
MSCs, H ae also transfers all management information ss 
application 2 UC: EIR and OMC. An MSC can also control 8 
K IOn part (BSSAP), 
50. Explain lita 
ns. Localizat zation and calling in a GSM system- of 
automatic tion ~ The G: tal feature 
» Worldwide SM system has one fundament®" = here? 


e localizan, 
localization of users. The system always kn 


ledge 
Ee d/anacknow yp hgy 
Redd, | 
la 
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country, but also between different Providers 


A R in differen 
numbers are required to locate an MS and to a he aia 


iddress the MS, 

(i) Mobile Station International ISDN Number (MS ISDN) - For 
a user of GSM, the only important number is the phone number. It should be 
recalled that the phone number is not associated with a certain device but with 
the SIM, that is personalized for a user. The MS ISDN follows the ITU-T 
standard E.164 for addresses as it is also used in fixed ISDN networks, This 
number consists of the country code (CC), the national destination code(NDC), 
and the subscriber number (SN). 


(ii) International Mobile Subscriber Identity (IMSI) — For internal 
unique identification of a subscriber, GSM uses the IMSI, which consists of a 
mobile country code (MCC), the mobile network code (MNC), and finally the 
mobile subscriber identification number (MSIN). 

(iii) Temporary Mobile Subscriber Identity (TMSI) — GSM uses 
the 4 byte TMSI for local subscriber identification. TMSI is chosen by the 
current VLR and is only valid temporarily and within the location area of the 
VLR. In addition, a VLR may change the TMSI periodically. 

(iv) Mobile Station Roaming Number (MSRN) — Another temporary 
address that hides the identity and location of a subscriber is MSRN. The VLR 
produces this address on request from the MSC, and the address is also kept in 
the HLR. MSRN keeps the current visitor country code (VCC), the visitor 
national destination code (VNDC), the identification of the current MSC 
together with the subscriber number. 

All these numbers described above are needed to find a subscril 
maintain the connection with a mobile station. 
Calling — Calling can be done by two types of call procedure i.e. 
terminated call (MTC) and mobile originated call (MOC). 
7 il ii (MTC) - It is a situation in which a 

(i) Mobile Terminated Call (I i f 

station calls a mobile station. Fig. 4.20 shows the basic steps needed to connes 


the calling station with the mobile user. 


ber and to 


., mobile 
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Fig. 4.20 Mobile Terminated Call (MTC) 


(1) Auser dials the phone number of a GSM subscriber, 


aC) The fixed network PSTN (public switched telephone 
network) notices that the number belongs to a user in the GSM network and 
forwards the call setup to the Gateway MSC. 


(3) The GMSC identifies the 


HLR for th i i 
E ETA r the subscriber and signals 


(4) The HLR now checks whether the number exists and whether 


the user has subscribed the requ i 
ested sei 
; ; eq) rvices, and requests an MSRN fro! 


(5) After receiving MSRN, VLR signals back to HLR. 


(6) Now, the HLR can determin i 
ow, je the MSC responsible for the 
MS and forwards this information to the GMSC. y 


(7) The GMSC can now forward the call setup request to the MSC. 


(8) Now, MSC is resi i cil 
A ponsible for all further steps. First, it 
requests the current status of the MS from the VLR. i 


H After checking it signals back to MSC. 

itis l i i s.. ie: : + 

it is responsible Vi MS is available, the MSC initiates paging in all cells 
5 The BTSs of all BSSs transmit this paging signal to the MS. 

checks, to 14) The MS answers, the VLR has to perform security 


(S t 
Connection to Ms. 0 17) The VLR then signals to the MSC to set-up ĉ 


k. Mobile Trai 
(ii) Mobile Orig, ea 


inated C; 
to MTC (see fig. 4.21), Fo EMO 


~ It is much simpler compat 
Mowing are the Step: p iii 


S to made a call 


Fig. 4.21 Mobile Originated Call (MOC) 
(1) The MS transmits a request for a new connection. 
(2) The BSS forwards this request to the MSC. 
(3 to 6) The MSC checks if this user is allowed to setup a call 
with the requested service and checks the availability of resource through the 
GSM network and into the PSTN. 


(7 to 10) If all resources are available, the MSC set-up a 
connection between the MS and the fixed network. 


Q.51. Differentiate HLR and VLR. 


Ans. The HLR is the most important database software in a GSM system 
that controls the management of the mobile subscriber account. It contains 
subscriber’s current location, service type, address and billing information. As 
soon as an mobile station leaves its current location area, the information in 
the HLR is updated. This information is necessary to localize a user in the 
worldwide GSM network. 

The VLR associated to each MSC is a temporary database software. The 
VLR stores all important information about subscribers that are currently 
physically in the region covered by the switching center. If a new MS comes 
into an LA the VLR is responsible for, it copies all relevant information for 
this user from the HLR. a5 

Both the HLR and the VLR are located in the network and switching 
subsystem (NSS). a: : 

d in localization and calling. The 

pone ena t bin neem current location, and the VLR 

Sa a E SI forms the HLR about location changes. As 
currently responsible for the MS ini 


as an MS m the ran} LI ds all user 

i f a new VLR, the HLR sen all us 
soon as an MS moves TI SN AN s with uninterrupted availability 
data required to the new A 


Changing VLR: 
of all services is also called 


(R.GP.V., Dec. 2015) 


roaming. 


298 Wires Kaa 
if te on handover, 
0.52. Write short no! oe “ = 


Define handover in GSM system, 


Ans, Single cell do not cover the whole Service area, but, e s, 15 
35 km around each antenna on the country side and some 
cities. To cover whole area a cellular systems require a Procedu Bin 
handover, The smaller the cell size and the faster the movement of, Calley 
station through the cells (upto 250 km/h for GSM), the More hando tie 
ongoing calls are required. However, a handover shoul Overs of 


i À d not cause acu, 
also called call drop. GSM aims at maximum handover duration of 60 off, 
ms, 


0.53. Explain the term handover. What are basic reasons for a ha 


ndi 
(R.GPY, Dec of" 


Ans. Handover — Refer the ans. of Q.52. ec. 2011) 


Basic Reasons — There are two basic reasons for a handover — 

(i) The mobile station moves out of the 

antenna ofa BTS respectively. The received signal | 
until it falls below the minimal requirements for 
Tate may grow due to interference, the distance to 
(max. 35 km) etc. — all these effects may diminish tl 
and make radio transmission impossible in the neai 
(ii) The wired infrastru 


1m one cell is too high and shift sı 
Possible). H; 


range of a BTS ora Certain 
level decreases Continuously 
communication, The error 
the BTS may be too high 
he quality of the radio link 
r future. 
cture (MSC, BSC) may decide that the traffic 
ome MS to other cells with a lower load (if 
andover may be due to load balancing. 


0.54. Explain handover scenarios in GSM. (R.GPV, Dec. 2012) 


Ans Fig. 4.22 shows four types of handover scenarios in GSM- 


i 
18. 4.22 Types of Handover in GSM 
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() Intra-cell Handover 


n Narrow-b; 
transmission at 


a certain frequency impossible 
then decide to change the carrier frequency (sc 


and interference could make 
within a cell. The BSC could 
enario 1) 

(i) Inter-cell, Intra-BSC Handover — This is a typical handover 


scenario. The mobile station moves from one cell to another, but stays within 
the control of the same BSC, 


The BSC then performs a handover, assigns a 
new radio channel in the new cell and releases the old one (scenario 2). 

(iii) Inter-BSC, Intra-MSC Handover — As a BSC only controls a 
limited number of cells, GSM also has to perform handovers between cells 
controlled by different BSCs. This handover then has to be controlled by the 
MSC (scenario 3), 


(iv) Inter-MSC Handover — A handover could be required between 
two cells belonging to different MSCs. Now both MSCs perform the handover 
together (scenario 4). 


0.55. Explain handover techniques in cellular networks. What are the 
ic for handover, what types of handover can occur ? 
ae = (R.GP.V., June 2011) 
Ans. Handover — Refer the ans. of Q.52. 
The handover process can be divided into several subprocesses — 


Involved Network 
No. Subprocess Blameni 
(i) Measurements — 
© DL level serving cell MS 


e DL quality serving cell 

© DL level neighbour cells 

e UL level BTSE 

e UL level quality 
e Timing advance 

(ii) | Measurement reporting MS 


and neighbour cell book BTSE 


keeping 
i BTSE 
(iii) | Measurement preprocessing 


i BTSE 
(iv) | Threshold comparison and 


handover detection 
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u] Target cell list generation 


Target cell list evaluation 
«intra BSS handover 
a inter BSS handover 


a oe 


Types of Handover ~ Refer the ans. of Q.54, 


0.56. Give reasons for a handoff in GSM and the Problem 
with it, What types of handover can occur ? RGP % Don 
Or wh Zee, 2017) 

Give reasons for a handover in GSM and the Problems a. 


P Ssociated wit 
it. What types of handover can occur ? ciated with 


(R.GRV, Nov. 2018) 
Ans, Refer the ans. of Q.53 and Q.54. 


0.57. Explain the behaviour of the received signal level during handover, 


Pees he se the typical behaviour of the received signal level 
(BTS,,,,). In this c iiss from ono: BTS (BTS,jg) closer to another one 
of th ceed $ a andover decision does not depend on the actual value 
collects all uia k te but on the average value. Therefore, the BSC 
values are then i TS and MS and calculates average values. These 
(HO_MARGIN) nite to thresholds, i.e., the handover margin 

, Which includes some hysteresis to avoid a ping-pong effect 

mate Level 


Sold Receive Level 
BTSnew 


Fi BTS 
18. 4.23 Han, do BTSnew 
ver Decision Depending on Receive Level 


Mobile Tray 
(without hysteresis, even short graa aot 


building, could cause a lindo ae €g., shadowing due to a 
ping-pong effect may occur in GSM SH ea with the HO MARGIN, the 
cutoff, and a value which is too low eile SEZ NS igh com CHE 
.58. Describe th ere tee 

2.58. Describe the process of call handover when a mobile station move. 

2 (R.GP.V., Nov. 2019) 

Ans. Handover is the procedure that transfers an ongoing call fi A 
cell to another as the user’s moves through the covera; is chains 
Tie miron oF tie'h h ge area of cellular system. 

purpose of the handover procedure it to preserve ongoing calls when the 
mobile station moving from one cell to another. In GSM measurements reports 
to perform handover, which is made by serving BSC which has no direct 
knowledge of the radio quality. These measurements reports contain the radio 
signal quality of the downlink from the BTS to MSC of the call and up to five 
neighbouring cells. The serving BTS measures the uplink from the MSC to 
BTS radio signal quality of the call and forward in the measurements reports. 
The information in the measurements reports the BSC is able to decide whether 
a handover to another cell is needed. These measurements reports are 
periodically transmitted from the MSC to BSC on the SACCH channel assigned 
to each communication for every connection. The repetition duration of the 
SACCH produces a fixed time grid of 480 ms in the measurements reports. 
The measured RXLEVs from the BTS and from a neighbour to the 
measurements reports submitted during a call in many cases these measurements 
reports takes place to take handover procedure in a way to avoid shortcomings. 
A connection is continuously measured and evaluated by respective base station 
and MSC. Handover is based upon that evaluation. As:the mobile users leaves 
the coverage area of the one base station must obtain coverage from the 
neighbouring station in order to keep the connection keep on. Cut off connection 
or drop call are not acceptable at any level during the call. Handover take 
places when the traffic level of cell reaches to high level or when neighbouring 
are being underutilized. 

Q.59. Explain the security services included in GSM. 


i i fidential information 
Ans. GSM offers several security services using con! 

stored in the AuC and in the individual SIM. The SIM stores personal, secret 
data and is protected witha PIN against unauthorized use. The security services 
offered by GSM are explained below ~ z E 

i) d Authentication — The first step includes 

i) Access Control an RA 
the eeaim of a valid user for the SIM. The user needs a secret PIN to 
access the SIM, the next step is the subscriber authentication. 
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w Confidentiality ~ All user-related data jg ener 
r l i Pte 
authentication, BTS and MS apply encryption to voice, ne m "i 
This confidentiality exists only between MS and BTS, but a 
S 


end-to-end oF within the whole fixed GSM/telephone network. Not exist 


(iii) Anonymity ~ To provide user anonymity, 
before transmission and user identifiers (which would ri 
not used over the air. Instead, GSM transmits a temporary identifi 
which is newly assigned by the VLR after each location update T 
the VLR can change the TMSI at any time. a 


all data į CNerypteg 
data is C1 

; te 
€veal an identity) are 


ler (TMS), 
ditionally 


0.60. What are the functions of authentication and enc 
GSM ? How is system security maintained in GSM ? 


(R-GP.V, Dec. 2008, 2010, 2011 


Ans, Authentication — Authentication prevents hori 
unai i 
Be thorized access in 


TYption in 


Phase I- The SIM is protected b; identi 
y a PIN (personal identificati 

code. The SIM local: i pee 
peeing ally checks the PIN, hence the SIM is not sent out over the 
Ph arta outst 
sees ioe AN is made by the GSM network using a random 
a ee i 128-bit RAND and MS’s secret parameter K; is mixed 

3 ing algorithm, resulting in a 32-bit long SRES (signed result) 


number. This § 
fig. 4.24, $ SRES is sent by MS to network for verification, as shown in 


Fig. 4.24 
The Computation of Authentication 


Encryption — > 
i is sent tom etn is used to prevent unauthorized listening- The 

gorithm, ang results in piss to the MS, and mixes K;, is an Ag processing 
© 8S shown in = (64-bits), The ciphering sequences are produce’ 
Algorithm, and 8: 4.25. The K, and frame number are input 02/5 
CEN the 4s of er tees 114-bits, which uses an XOR operation 
‘ext and ciphering sequence S2- 
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Plain Text Plain Text 


Plain Text Plain Text 
Fig. 4.25 Ciphering and Deciphering 
Security Management — The repositories of the subscriber’s key K; are 


SIM (MS side) and AuC (network side), The K; does not transmit over the air. 
Both sides use A; and Ag algorithm. 


Q.61. Write short note on roaming. 


Ans. Roaming refers to a wireless network service extension in an area 
that differs from the registered home network location. Roaming enables a 
mobile device to access the Internet and other mobile services when out of its 
normal coverage area. It also gives a mobile device the ability to move from 
one access point to another. 

Roaming is derived from real-time optimally adapting mesh (ROAM). 

Roaming services are usually provided by cellular service providers as 
well as Internet service providers (ISP) via a cooperative agreement. Traditional 
cellular roaming services are provided by both the Global System for Mobile 
Communications (GSM) and code division multiple access (CDMA) operators. 
Services are either free or billed according to local area rates. Wireless 
telecommunication roaming services are usually included in mobile/cellphone 
subscriber service packages for use outside local networking zones. 

GSM/WLAN roaming services can be supplied in two different scenarios. 
One is SIM-based roaming and the second is username/password base roaming. 

Wireless local area network (WLAN) roaming services are segmented as 
follows — Zes 
a mobile station is 


i) ing - Implemented when 
i) Internal Roaming h e 
sates with a strong signal between access points, preventing network 


blockage or interruption from weak signals. 
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(ij) External Roaming — oponen when a mobile 
other foreign Wireless Inter ; è Stati 
toa wireless LAN oF net Service Provider q Shifty 


to access service. WISP allows users to maintain an Internet cal 
n 


ithin a local coverage area. nection me 
ile 


moving W! 
An ISP uses special software to automatically track roam; 
corresponding billing, To benefit from roaming, subscribers Hi 8 Usage and 
ISP connection that supports roaming. A traveling user may 10 Mould haye “a 
ISP’s locally assigned number after logging into a feik Ha calls to the 
computer modem. The foreign ISP provides Internet access SP through à 
the user’s home mail server. ess after Validating 


oe 


5 MOBILE DEVICE 


EEA OPERATING SYSTEMS 


DEn 
SPECIAL CONSTRAINTS & COMMERCIAL 
MOBILE OPERATING SYSTEMS, SOFTWARE DEVELOPMENT 

KIT — IOS, ANDROID, ETC. 


Q.1. Discuss the special constraii 
straint i i. 
rating systems (OS) ints and requirements of mobile 
Ans, The special constraints and requir i i 
ements of 
AEE q ents of mobile operating system 
(i) Limited Screen Size - 

: (a) Size of mobile must be small and portable screen size is 
important. 

(b) New innovative user interface is needed. 

(c) Switching between menu and iconic display. 


(ii) Limited Processing Power — 
(a) ARM — Based processor. 
(b) It is energy efficient, cheaper, powerful. 
(c) It is slower processor. 
(d) Size of on — chip memory is restricted. 
(e) So the development is carried out outside. 
Bandwidth of the Wireless Medium — 


(iii) Limited and Fluctuating 
omplex protocols caused by mobility 


(a) Mobile need to run ci 


and wireless medium. 
(b) Medium is directly proni 


(c) Bandwidth may fluctuate 


e to noise leads to bit-errors rates. 
due to noise, mobility of the node 


and obstacles. 
(d) This show up W! 
(e) Longer disconnections 


ith short-term fades. 
due to handoffs. 
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4 E pecial g 
hing, pre-fetching and integration. PPM j 
ing, 


data cac! s 


(iv) Limited Memory — 
(a) Less amount and both storage and volatile me 
(b) OS must small as much as possible. 
(c) Provide rich user functionalities when user demands 
(d) Size of the kernel plays very vital role in this, i 


mory, 


(v) Miniature KeyBoard — 
(a) Use of small size keyboard and stylus, 
(b) Typing is too difficult for large document creation, 
(1) We need auto completion option. 
(2) Free from writing and handwriting recognition. 
(vi) Limited Battery Power — 


(a) Mobile need to lightweight and portable so we need to use 


slim batteries. 
(b) No frequent recharges. 


(c) OS needs to be computationally efficient and minimum power 
consumption. 


pee (d) Putting processor and display into sleep mode when it is not 


(vii) Special Requirements — 


cü (a) Support for specific communication protocols. 
(b) Support for variety of input mechanisms. 
(c) Compliance with open standards. 
(d) Extensive library support. 


Q.2. Disc ie 
5 cuss various types of commercial mobile operating system. 
Ins. Various types of comm 


ercial mobile operating system are as follows- 
IBM Simon — 


© Multifunctional phone 

(ii) OS ig ROM- 

(iii) Features — 
(3) E-mails 
(b) Fax 


(©) Cellular pages 


DOS with file staker 
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(iv) Applications 


(a) Addressbook 

(b) Calendar 

(c) Appointment scheduler 

(d) World time clock 

(e) Electronic note pad 

(f) Stylus input for keyboard, 
Palm OS (Palm Pilot 1000) 


(i) It is PDA and Phone that uses the motorola processor of 16 Mhz 
with 256 kb or 512 kb of built in RAM. 


(ii) It uses the palm OS. 
(iii) Features — 
(a) Monochrome LCD panels with handwriting recognition. 
(iv) Applications — 
(a) Date book 
(b) Address book 
(c) To do list 
(d) Memo pad. 
Palm OS 
(i) Simple, single-tasking environment to allow launching of full 
screen applications with a basic, common GUI set. l 
(ii) Handwriting recognition input system called Graffiti 2. 
(iii) Sound playback and record capabilities. 
(iv) TCP/IP network access 
ion memory card support. 
pak or i screens with resolutions up to 480*320 


ixel. Scat i 

en (vii) HotSync technology for data synchronization with cata 
VIL 

aoe a iii) Simple security model — Device can be locked by password, 
viii 


i de private. 
i ication records can be ma i g 
ii ae 1 port/USB, infrared, bluetooth and Wi-Fi connections. 
aaa a standard data format for iran Hee 
be Prone to store calendar, address, task and note S, 
management app! Nene 
accessible by third-party application 
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Windows Embedded Compact (Windows CE) 
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stem developed by Microsoft, | an 


rovides RDBMS SQLite for data storage. 


re installed 0 
€ installed applications such as Gmail, maps, voice-search, 


(i) Operating $; 
(ii) Optimized kernel runs on 1 MB of memory, (DP 
i ete. 

(iii) It uses the hybrid kernel. ete. l 

(iv) Platforms (iv) Application layer 

IV) = . 
(a) AutoPC (a) Web browser, e-mail client, SMS manager, maps 
(b) Pocket PC 2000 detente iE 


(c) Pocket PC 2002 


(d) Windows Mobile 2003 
(€) Windows Mobile 2003 SE 
(f) Windows Mobile 5 
(g) Windows Mobile 6 
(h) Smartphone 2002 

(i) Smartphone 2003 (v) Application framework — 


(j) Portable media center (a) Used to implement standard structure for apps. 
(b) It provides the set of services that can used by developers. 


(c) No priority control to manage resources aggressively. 


(k) Zune and now Windows phone. 


Symbian OS (c) Services — 


(1) Managers (for events) 
i wae It supports communication protocols like TCP, UDP, PPP, DNS, (2) Content providers (for accessing data) 
i (vi) Libraries and Runtime — 
(a) It is written in multiple languages including C and C++ and 


(ii) Low power mode of CPU switch available. 


A oe based applications run by active objects. 7 called through JAVA interfaces. D 
iv) Eclipse plug-in is availabl i rface managers (for compositing windows) 
le for devel ent, (b) It includes surface g 0 
(V) It supports blue ‘ See d 3D graphics, media codecs (MP4, MP3) and SQL database SQLite. 
luetooth, infraRed, USB connectivity. and 3D graphics; 


i ; ine called webkit. 
bai, (vi) Low on Power and memory requirement applications (OOPS) | (c) It includes web browser engine cal 
j (d) Runtime — 
(Vii) Carbide is an IDE Supports for C++ development. (1) Core libraries 


Br (2) Dalvik virtual machine $ 
he java code into native ARM code. 

n in = ete ee x wn process with own instance of 

Dra me . (f) Each application runs as own pi 


(iii) Features - Dalvik virtual machine (DVM). 

(vii) Kernel i 

keyboard or touchscreen for input. (a) It is based on Linux kernel. a 
Web browser that renders the web page fully: (b) Excluded native X windows of GNU. 
develop third party applications. 

K and Eclipse, 


(a) Phone based 
(b) Has built-in 
(c) Easy Way to 
(d) Android SD 
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(c) Android implements it’s own — 
(1) Device drivers 
(2) Memory management 
(3) Process management 
(4) Networking functionalities, 
(d) Runs the application concurrently 
(e) Google initially maintains the 
to linux public distribution. 
(f) Now google no longer maintains the kernel extensions. 
iOS (Apple) 
(i) Apple developed iOS iPhone the direct replacement for iPod, 
(ii) It is property and maintained apple. j 
(iii) It is derivative of Mac OS. 
(iv) Market shots 
(a) Geatures 
(b) Swipe 
(c) Tap 
(d) Pinch 
(e) Reverse pinch 


(f) It includ 
and change the music, 


kernel code and contributeg 
Le 


es internal accelerometer for recognize the shake 


(8) Display mode switch Portrait to landscape and vice versa. 
Blackberry os 


i) It i à 

o pes Proprietary operating system designed for blackberry 
Gin uced by research in motion limited (RIM). 

iA 88 a very good e-mail system at user level. 

Gk ue of blackberry OS is not revealed. 

throu; on-dey; ports instant Mailing while maintaining high level of security 

ice hardware based a 
message encryption. 


23. Disc 
US: 
Ais pin Software development kit in brief. 
Software developmen core oPment kit (SDK or devkit) is typically a set of 
iS tools that allows the creation of applications for a certain 
pe re framework, hardware platform, computer SY ae 
Tating-system, or similar development platform. 


smartpho: 


s 0] 
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iOS Software Development Kit 


(i) Developed by apple Inc, 
(ii) Package contains 


(a) Development IDE 
(b) Iphone Simulator 
(c) Applications written in swift and objective — C. 


7 (d) Some elements of application developed using C and C++. 
(iii) Media 


(a) OpenAL 
(b) Audio mixing and recording 
(c) Video playback 
(d) Image file formats 
(e) Quartz 
(f) Core animation 
(g) OpenGLES 
(iv) Mac OS X kernel 
(a) TCP/IP 
(b) Sockets 
(c) Power management 
(d) File system 
(e) Security 
(v) Cocoa touch 
(a) Multi-touch events and controls 
(b) Accelerometer support 
(c) View hierarchy 
(d) Localization (il8n) 
(e) Camera support 
(vi) Core services 
(a) Networking 
(b) Embedded SQLite database 
(c) Core location 
(d) Threads 
(e) CoreMotion 
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Android Software Development Kit 
(i) Package contains 
(a) Android SDK, IDE for development (eclipse or a 
studio). tig 
(b) Virtual machine manager and system images j, bo 
emulators. bi 
(c) Tools to debug the apps during developments, 
i (d) Builders for development (ant for eclipse and Bradle f 
android studio). , 
(ii) Android application components 
(a) Activity 
(b) Services 


(c) Broadcast receivers. 


place to Plug in. 


M-co1 icati 
mmerce applications can be broadly categorized into two — 
(i) Business-to.. 
Consumer is a form of co 
business firm to a consu; 


Consumer Applications (B2C) — Business-to- 


mmerce in which products or services are sold by 4 
mer, 


(a) Advertising 
(b) Comparison shopping 
(c) Information about a product 
(d) Mobile ticketing 

(1) We can buy M-Ti 


x ickets using credit cards. 
mail, (2) Purchase confi 


a r è- 
imation can be sent through SMS © 


(3) Train, Movie, bus, etc, 
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ally and Payment services 
(1) Payback cards, 
(2) Points will be gene 
(3) According to Points 


(©) Loy 


| rated according to the user buy’s. 
user earns they may avail special gifts, 
nts 

(1) Offers through the TV an 
(8) Catalogue shopping 


(f) Interactive advertisemey 


id Teleshopping 


(1) Direct buy using direct link sent by company. 
(ii) Business-to-business Applications (B2B) — 
(a) Ordering and delivery confirmation 
(1) Mobile phones can be used by the dealers to order products 


(2) Mobile phones can be used to gather information about 
| the status of consignments during the transport and delivery process. 


(3) Realtime consignment tracking. 

(b) Stock tracking and control 
(1) Mobile tracking can be connected with inventory of store 
(2) It can track warehouse status 

(c) Mobile inventory management 

(d) Supply chain management (SCM). 


Q.5. Draw and explain the structure of m-commerce. 
Ans. The architecture of mobile commerce application is shown in fig. 5.1. 


Mobile Application 
Host Computer 


Mobile Client 


Mobile Device 


Fig. 5.1 


aye ahg 
i lications consists of ; 
cca ice user interface to the user. 


(i) Normally ni 
i (a) Client-side programs gives the ni 


-side programs gives 7 
i none the database (2) Computations 


ters. 
A mote host compu! 

x ms resides on re 

Server-side progra 
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(ii) Mobile devices : 
(a) It provides the user interface to user ang mo: 
d vice versa. 
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from device to Internet an ? Ves the datą 

(b) Feature required. | 
(1) Good Internet connectivity 
(2) Ability to display rich content like images 
(3) Equipped with good quality of camera with 
(4) Screen should display the bar codes Properl 
(5) Ability to read RFID tags 
(6) SMS, MMS capability to send and receive 


(7) Ability to communicate between mobi 
supporting networks 


(8) Ability to scan the bar codes 


(9) Ability to interact with the point-of-sale (PoS) terminals, 
(iii) Mobile middleware 


autofocus 
y 


ile devices and 


(a) It is used to map the Internet content to mobile phones 


(b) It mostly handles the encr: 
communication 


yption and decryption in 


(c) It provides the secure transactions. 
(iv) Network 
(a) Itgives the access to the mobile through the wireless medium 
(b) Clients are connected through wireless networks 
(c) Host is connected to wired networks 
(d) Both are have the access to basic security functionalities. 
(V) Host computers | 
(a) Itis servers that executes the server side mobile applications. | 


(b) It consists of, web servers, database servers, applications 

Support softwares, | 
Q.6. Write down 
Ans, 


Programs and 


the advantages and disadvantages of m-commerce. 

of M-commerce are given below — ý 
f F rc 

ness organization, the benefits of using m-comme 


Advantages 


, i) For bus; 
include, (i) For busi 


(a) Customer Convenience 
(b) Cost Savings 


(c) New business Opportunities, 
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(ii) From the Customer's Perspective, 


(a) M-commerce 
Provides the fle: f 
shopping using lightweight devices, ee seaga 

(b) The custome; 
several stores for identifying t 


anytime, anywhere 


t can save substantial time compared to visiting 
Ane he right product at the lowest price. 

iii e devices 

) Mobile devices can be highly personalized, thereby providing 
an additional level of convenience to the customers. 


(a) Repeated orders can be placed at the touch of a button. 
Disadvantages of m-commerce are giver 


; (i) Mobile devices donot generally offer graphics or processing power 
ofa PC. The users therefore constrained to use small screen and keyboard and 
low resolution pictures and videos, 


n below 


(ii) The small screens of mobile devices limit the complexity of 
applications. For example, the menu choice, and text typing capability are 
severely constrained. 

(iii) The underlying network imposes several types of restrictions. 
For example, the available bandwidth is severely restricted, and international 
reach is prohibitively expensive. Therefore, ubiquity of m-commerce is hard 
to achieve in practice. 


Q.7. What is mobile payment system ? Give its various schemes. 

Ans. Mobile payment (M-payment) is defined as any payment instrument 
where a mobile device is used to initiate, authorize and confirm an exchange 
of financial value in return for goods and services. 


Mobile Payment Schemes — Three popular types of M-payment schemes 
are currently being used — 
(i) Bank account based M-payment : f 
(a) The bank account number is linked to customer’s mobile 
number. ; 
(b) Customer may make a transactions with vendor, based on 
ivity with vendor. 
th or wireless LAN connectivity will n ; S 
ere © The bank account of the customer is debited and the value is 
i the vendor’s account. Y y : d 
ai (d) M-check is linking credit or debit card with customer’s mobile 
number. sabe 
ii) Credit card based M-pa: f f 3 
I ) The credit card number is linked with mobile number. i 
v When a customer makes a transactions with merchant, cre 


i ¥ nt. 
card is charged and the value is added merchant's accou! 
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(iii) Micropayment 
(a) It is intended for payment for small Purchases gy, h 
IC] 
êS vending 


machines. 
ile can connect with 3 CS/IT- 
(b) Mobile ca bluetooth and wireless Lay, | B.E. (Eighth Semester 
to make payment. connect (Con EXAMINATION, June 2010 
Each payment scheme uses customer’s banking info ; WIRELESS N for CS & IT Engg. Branch) 
rm; ETWO! 
provider may charge small amount. ation the Service ee OMEUTING 


Pe (ii) All questions can 

. M-i i S carry equal s. 

Ans. a issues are given below — 1. (a) Write a detailed note on Sera mn 
(i) Privacy risks. -hoc networks. 
(See Unit-II1, Page 128, Q.13) 


| 
| i 
Q.8. Give the list of m-commerce security issues, po meo Attempt any five questions, 
| 
| 
| (b) Explain snooping TCP. What are its advantages and disadvantages ? 


(ii) Mobile devices difficult to find on the move. 


(iii) Mobile devices go online and offline frequently, | (See Unit-IV, Page 190, Q.8) 


i š Explain i ; 
ek dtl ctl bo ie Biba teins m E a detail about context aware computing. + 
Mais S | ( ) xplain Bluetooth protocol and protocol stack. sh 
isk of mobile loss and theft. 3. With necessary diagrams explain the different types of Random Access 
mathods of mobile data services. ae 


(vi) Fraud payment from stolen ile i 
mobile is m i 
ore difficult to track, 4, (a) Explain the overview of the IEEE 802.11. (See Unit-III, Page 134, Q.19) 


(b) With necessary diagrams explain the HIPERLAN-1 requirements 
and architecture. +e 


ooo 5. (a) How handover takes place in indirect TCP ? 
(See Unit-IV, Page 188, Q.4) 
+r 


(vii) Lack of any satisfacto i i 
Pe ry mechanism to authenticate a particular 


(b) Explain query processing of data. 
6. What are the requirements associated with the mobile IP standard ? How 
they are met by mobile IP ? (See Unit-IIl, Page 166, Q.47) 
7. (a) Explain the errors in wireless network, which degrade TCP 
performance ? , oe 
(b) What are the steps involved in retrieving the indexed data frames ? ** 
8. Write short notes on the following : 
(a) DM 
(b) Linear predictive coding 
(c) Media access control. 


soe 


we 


(See Unit-IIl, Page 125, Q.8) 


TENAN) i 
.E. (Seventh Semester) 
EAA MINATION, Dec. 2010 
(New Scheme) 


Technology Engg. Branch) 
Cor TESS AND MOBI E COMPUTING 


Note : All questions are compulsory. 

AA cS 

**Now, according to new revised syllabus of R.GP. V» 
(1) 


it is not included in syllabus 


„s and Mobile Computing (Vil-Sem.) 


Wireless 
1. (a) Whatis fading 2 Write difference between flat and Selective fag 
ing. 10 
e the advantages and disadvantages of CD n cry 
(b) What are the 2 g MA fora a 
network ? tla 
Or 10 
2. (a) Draw and explain the model of wireless digital communication ie 
System, 
A A N fy 
(b) What is the main physical reason for the failure of many Me 
c 


schemes known from wired networks ? What is done in wired netw, 
to avoid this effect ? (See Unit-I1I, Page 128, is Ws 
3. (a) Name the main elements of the GSM system architecture and dese 
their functions. (See Unit-IV, Page 227, Q a 
(b) What are the functions of authentication and encryption in GSM 9 
How is system security maintained ?(See Unit-IV, Page 242, Q.60) 10 


Or 
4, Write short notes on the following : 
(a) DECT 3 
(b) UMTS ** 
(c) TETRA ee 
(d) Handover. i 
3 (See Unit-IV, Page 238, Q.: 
5. (a) Write advantages and disadvantages of WLANs. ve s a 


‘ ’ . (See Unit-III, Page 119, Q.3) 
(b) Draw and explain protocol architecture and bridging for IEEE 802.11. 10 


(See Unit-III, Page 141, Q.30) 


6. (a) Compare wireless 
i network 3 
a eae rk standards IEEE 802.11 b, IEEE goa a 
. o umes ater note on Bluetooth. ee 
e ai i i 
Plain Mobile IP in terms of goals, assumptions and requirements. 10 
(b) How (See Unit-III, Page 167, Q.48) 
can DHCP be used for mobility and support of mobile IP ? 10 
od 
8. (a) Name the main es 


other networks, rd between multi-hop ad-hoc networks and 
> Nhat advantages do these ad-hoc networks offer ? 10 
(b) What are the di (See Unit-III, Page 133, Q-18) 
III, Page 133, 
vector aeaa arios between AODV and the standard distance 
$ i ,59) 
Roa extentions needed ? (See Unie II, Page 178 0 10 
According ton i i . 
* revised syllabus ofR.GP.V, itis not included in syllabus 
(2) 


ee, Wireless and Mobile Computing (Vil-Sem.) 
a -ISt three desigr a fi 
a Sign goals of a firewall 


9 


Ead (See Unit-I, Page 47, 0.31 
Write a short note on Prajan honie nit-I, Page 47, 0.50) 10 


fense "10 
10. (a) Whatare three benefits that ca K 

feang can be provided by an intrusion detection 

(b) What is a honeypot ? sio 

"10 


IT-702(N) 
B.E. (Seventh Semester) 
ant EXAMINATION, Jané 2011 
‘ormation Technology Engg. Branch) 
WIRELESS AND MOBILE COMPUTING 


Note : Attempt any five questions. All questions carry equal marks. 
1. (a) Explain handover techniques in cellular networks. What are the typical 


steps for handover, what types of handover can occur ? 10 

(See Unit-IV, Page 239, Q.55) 

(b) Define Antenna. Explain various types of antennas. =*10 

2. (a) Explain different multiple access techniques. +210 
(b) Explain various propagation modes. 5: 

(c): What are the differences between fast fading and slow fading ? 5 

- ae 


3. (a) Explain the architecture of GSM. Which types of different services 
does GSM offer ? Give examples. (See Unit-IV, Page 230, Q.46) 10 

(b) Why and when are different signalling channels needed ? What are 

the differences ? ** 10 

4. (a) With neat sketch, explain architecture of 802.11 LAN. Also explain 
its MAC logic. (See Unit-IIl, Page 134, Q.20) 10 

(b) Show the interaction of mobile-IP with standard TCP, Draw the packet 
flow from a fixed host to a mobile host via a foreign agent, then a 
handover takes place. What are following action of mobile IP and 

how does TCP react ? (See Unit-IV, Page 186, Q.3) 10 

. is Mobile-IP ? Explain the basic operation of Mobile-IP. 10 
Siy esa i (See Unit-ILI, Page 163, Q.45) 
(b) Explain the architecture of Bluetooth system, What are the Bluetooth 
technological characteristics ? i Nna 
6. (a) What is DHCP ? How does DHCP support dynamic adress 


allocation? ‘ a 
1 a stics of it? 10 

is Ad-hoc Network ? What are the characteris! 

en $ (See Unit-III, Page 128, Q.13) 


yllabus of. R.GP.V, it is not included in syllabus 


(8) 


rest te, 
**Now, according to new revised s; 


kaak (VIl-Sem,) 4 
®) Explain the threa 


©) What is firewall ? Ex 


A Writs es fc See Unt 
= fees notes on any four of the following y Unit, Page 247, aso 
tii) GPRS i 
(iii) WAP ` 
(iv) HIPERLAN “ 
(vy) HSCSD a 
(vi) Snooping TCP. ° 


(See Unit. 


“IV, Page 189, 0.6) 


IT-702 
B.E. (Seventh Semester) 
ATION, Dec. 2011 
(information Technology Engg. Br: 
a h) 
WIRELESS AND MOBILE COMPUTING 


Note : All questions are compulsory. All questions carry equal marks. 
1. What are main benefits of a spread Spectrum system ? Explain Direct 
sequence spread spectrum and Frequency hopping spread spectrum.20 
(See Unit-III, Page 146, Q.35) 
Or 

2. (a) Explain the following problems — 10 

(i) Hidden and Exposed terminals problem 

(ii) Near and Far terminals problem. 

(See Unit-IIL, Page 126, 9) 
(b) Explain the term interference in the space, time, frequency and ee 
domain. What are counter-measures in SDMA, TDMA, FOMA AS 
CDMA systems. 


10 

3. (a) Draw and explain functional architecture of Oe a ous) 

(See Unit-IV, Page 227)" 

, indover * 

(b) Explain the term handover. What are basic reason fora an 53) 10 
(See Unit-IV, Page 238; eo" 

Or wt 10 

4. (a) What is GPRS ? Explain its architecture. 10 

(b) Write short notes on the following — edin syllabus 


ee iti includ 
**Now, according to new revised syllabus of R.GP-V., itis notine 


(4) 


Wireless and Mobile Computing (Vil-Sem.) 
G0) DECT 


(i) TETRA 
5. (a) Explain various IEEE 802 
802.11 standard. 


(b) Explain the functions of various la 
architecture 


standards and basic architecture of IEEE 
(See Unit-111, Page 141, 0.28) 10 
yers of WLAN and the protocol 

(See Unit-11, Page 142, 0.32) 10 

Or 

802.11, HIPERLAN-2 and Bluetooth with regard to 

their ad-hoc capabilities, "10 

(b) How do IEEE 802.11, HIPERLAN-2 and Bluetooth respectively, solve 

the hidden terminal problem stig 

To (a) Name the requirements for a mobile IP and justify them. Does mobile 

IP fulfill them all, (See Unit-III, Page 166, Q.47) 10 
What is the basic purpose of DHCP ? Name the entities of DHCP. 

beats | 


a 


Compare IEF 


(b 


Or 
8. (a) Why is routing in multi-hop ad-hoc network complicated ? What are 
the special challenges ? (See Unit-III, Page 177, Q.58) 10 


(b) How does Dynamic source routing handle routing ? 10 
(See Unit-III, Page 179, Q.61) 
9. (a) List and briefly define three classes of intruders. * 10 
(b) What are two common techniques used to protect a password file ? 
we're, 

Or 
10. (a) Write a short note on intrusion detection system. e'10 


(b) What are the functions of authentication and encryption in GSM ? 
How is system security maintained ?(See Unit-IV, Page 242, Q.60) 10 


1T-702 
B.E. (Seventh Semester) 
EXAMINATION, Dec. 2012 
WIRELESS AND MOBILE COMPUTING 


Note : (i) Attempt any five questions (one question from each unit). 


(ii) All question carry equal marks. 
(iii) Assume suitable data if required. 


Jnit-1 
Uni 10 


(See Unit-IV, Page 219, Q.35) 
bus of R.GP.V., itis not included in syllabus 
(6) 


1. (a) Explain following terms ~ 
(i) Handoff 
**Now, according to new revised syllal 


Wireless and Mobile Computing (Vil-Sem.) 


(i) GSM (See Unity, p 
(iii) OSI layer. i 
What is mobile computing ? Explain application of mobile 


“RE 223, 0.49) 


te 


b computing, 


Or 10 


In time division multiple access, explain demand assignment 
Access with explicit reservation and with implicit resery; 


(a Multiple 


ation.10 


mes E + 
Compare infrared and radio transmission and explain the 


of acellular system. 


(b 


architec 

(See Unit-IV, Page 203, en 
Unit-I1 

Explain GPRS architecture reference model ? 

What is the function of following switches and data bases in 

and switching sub-system of GSMs — 

(i) Mobile services switching center 

(ii) Home location register, 


** 10 
network 
10 


(b) 


(See Unit-IV, Page 230, Q.45) 
Or 
What is mobility management, DECT ? Explain. ** 10 
Explain handover scenarios in GSM.(See Unit-IV, Page 238, Q.54) 10 
: Unit-III 

Explain the three classes of transactional service provided by wireless 
transaction protocol. 10 
bi ey TCP is developed ? How packet loss is handled in case 
a network to mobile host and mobile host to fixed networks. 
ow does I-TCP transaction Protocol work ? 10 


(See Unit-IV, Page 186, Q.3) 


re 
g 


(b) 


(b) 


Or 
ture. How can you achieve wireless LAN 
(See Unit-III, Page 137, Q.22) 10 


low many operations are offered 
Y Push access protocol ? TAP ** 10 


Unit-IV 

isement method of mobile-IP. What are the 
intages of snooping TCP ? a 
(See Unit-IV, Page 191, 29) 
tocol. AR 


a 
o 


Describe 802,11 architect 
Security ? 


en WAP push Architecture. H 


(b) 


7. (a) Explain the agent advert; 


advantages and disadvay 


(b) Explai i 

plain dynamic host configuration prot 
Or 
bus ofR.GP.V, itis not included in syllabus 
(6) 


FN, ing to ney 
low, According to New revised syllal 


Wireless and Mobile Computing (VIl-Sem.) 


s 


(a) maad s registration process. How mobile TCP different 
PA a 4 (See Unit-ITI, Page 173, Q.50) 10 
MHZ of total spectrum is allocated for a duplex wireless cellular 
system and each Simplex channel has 25 kHz RF Bandwidth find : 10 
(i) The no. of duplex channels 
(ii) The total No, channel per cell site 
If N = 4 cell reuse is used. 
(See Unit-TV, Page 194, Prob.1) 
Unit-V 
9. (a) How does the biometrics authentication system work. Explain. 10 


(b) Write a short note on — 10 

(i) Intruders + 

(ii) Virus ae 

(iii) Threats * 

(iv) Worms ee 

(v) Trojan Horse. + 

Or 

10. (a) What is firewall design principle ? How it work against attacks and 
threats ? (See Unit-I, Page 49, Q.53) 10 


(b) What is password management ? Explain the different kinds of 
password management algorithms. 710 


IT-702 

B.E. (Seventh Semester) 
EXAMINATION, Dec. 2013 

WIRELESS AND MOBILE COMPUTING 


i) Attempt any one questions from each unit. 
(ii) All question carry equal marks. 
Unit-I 
1. (a) Discuss the similarities and differences between a conventional celular 
f i satellite cellular radio system. 
radio system and a satellite cell xe adios sicko 
(b) Explain the cellular design techniques that are neede pi 5 


o ait in cellular systems. 
coverage and capacity in cellular SS S, nit. 1V, Page 209, Q27) 


Or ‘ : 
obile radio propagation. 

(See Unit-IV, Page 215, Q.32) 
P.V., itis not included in syllabus 


Note: 


2. (a) Discuss the various effects of mi 


——— so new revi i 
**Now, according to new revised syllabus of R. GI 
” 


Wireless and Mobile Computing (Vil-Sem.) 


(b) 


(a) 
b) 
(a) 


(b) 


(a) 


(b) 


(b) 


(a) 


(b) 


(a) 
(b) 


Compare between SDMA, TDM 


A. Fl 
wireless networks. >» FDMA 


and CDM Ä 
Unit-I1 
Discuss the different types of mo 
Explain each in brief. 
Explain the architecture of GPRS, Q.42)7 
Or the 
What is mobility management ? Discu 
* MISCUSS its various functi 
5 tunctiong, 7 


Useq in 


My 
bile Services Provided p, 


(See Unit-1y, Page 225 Y GSM 


Explain briefly — te 
G) TETRA 7 
(ii) UMTS. ry 

Unit-1 = 


Describe the physical layer architecture of 802.11 standard 7 
(See Unit-III, Page 143, Q.33) 
ages of using Bluetooth based 
#7 


What are the advantages and disadvant: 

devices as a sensor network ? Explain. 
Or 

Draw and explain HIPERLAN-2 protocol stack. ae 


What will be the impact on piconet in Bluetooth devices are connected 
to mobile units ? Explain. i 


Unit-IV 
Explain how routing is performed on ad-hoc networks. 7 
(See Unit-III, Page 174, Q.54) 
What do you understand by mobile IP ? Discuss its basic operation. 
(See Unit-III, Page 163, Q.45) 7 
i Or 
Whatis DHCP ? How does DHCP support dynamic address allocation? 


Write short notes — 


(i) Snooping TCP 


ii See Unit-IV, Page 189, 2.6) 
Gi) Mobile TCP, (See Uni 


(See Unit- ', Page 191, Q-10) 


Differentiate b A Unit-V 
What is fi etween viruses and related threats and worms: 
irewall ? Explain the design principle of firewall. 
(See Unit-I, Page 247, 


ae 7 


Q.50) 


Now aca Or 


*Now, = 
h according to new revised sylla 


P us 
bus of R.GP.V, itis not included in slab 
(8) 


Wireless and Mobil 
10. Write short notes He Computing (Visor) 


(i) Intruders 

(ii) Password management ve 
(iii) Trojan horse ss 
(iv) Biometrics, sb 


IT-702 
B.E. (Seventh Semester) 
EXAMINATION, Dec. 2014 
WIRELESS AND MOBILE COMPUTING 


Note: Attempt all questions. With internal choice. 
Unit-I 
1. (a) State some feature, application, of CDMA. agi 
(b) Define efficiency of TDMA. ose 
Or 
2. (a) Explain different type of fading model. “7 
(b) Compare SDMA, TDMA, FDMA, CDMA. ae] 
Unit-II 


3. (a) What is meant by ‘capacity on demand’ principle in GPRS network? 
+e 
(b) Distinguish between soft handoff and hard handoff. 
(c) What are the types of GSM services ? Explain. 
(See Unit-IV, Page 2: 


Or 
4. Draw the GSM architecture and explain the call establishment in GSM 
using the logical channel. (See Unit-IV, Page 229, Q.44) 14 


Unit- , 

e D and explain the frame format of MAC management. 
TIARN, i (See Unit-IIl, Page 159, Q.42) 
"7 


(b) Explain HIPERLAN in detail. 
Or 
i it- 137,Q.21)7 
hitecture of IEEE 802.11. (See Unit-IN, Page 
ee ment sublayer in terms of handoff: and power 
(See Unit-IIl, Page 160, Q.43)7 


6. (a) Explai 
(b) Explain the MAC manage! 


management. 

Unit-IV ade 

7. (a) What are the requirement of mobile IP ? (See Unit-lll, Page 1 47) 

fs i istic and performance 
of characteristic and p 

(b) Explain ‘Ad-hoc network in terms paar EE 


issue. 


=o tev V, it is not included in syllabus 
i vised syllabus of R.GP.V., 
**Now, according to new re’ 


(9) 


Wireless and Mobile Computing (VIl-Sem.) 


Or 
8. Explain following term - 
(i) Snooping TCP Sei y 
i “IV, p, 
(ii) Indirect TCP. acu sa 1, ae 
Penge 186, Q3) 
9, Explain in detail different biometric and authentication syste 
Or stem, x 14 


10, (a) Explain different types of firewall and discus: 
firewall. 
(b) Define intrusion detection system, 


S design 


princi 
(See Unit- Sniegt 


1, Page 49, Q.54) 19 
“4 


IT-702 
B.E. (Seventh Semester) 
EXAMINATION, Dec. 2015 
WIRELESS AND MOBILE COMPUTING 
Note: (i) Answer five questions. In each question part A, B, C is 
compulsory and D part has internal choice. 

(ii) All parts of each questions are to be attempted at one place. 

(iii) All questions carry equal marks, out of which part A and B 
(Max. 50 words) carry 2 marks, part C (Max. 100 words) carry 
3 marks, part D (Max. 400 words) carry 7 marks. 

(iv) Except numericals, Derivation, Design and Drawing etc. 

Unit-I 
(a) Whatis isotropic radiator ? Draw radiation pattern of isotropic radiator 


(b) What is fading ? Define its types. ge 
(c) Define types of radio propagation mechanisms. 
(See Unit-IV, Page 215, 233) 
(d) What is the Process of handoff ? Define types of handoff. : 
(See Unit-IV, Page 217, 034) 
Or 
Explain multiple access techniques such as SDMA, TDMA, FMS 
and CDMA, 


È Unit-II 


(a) Differentiate HLR and VLR. 
(b) Define handover in GSM sy 


(c) List the important GS 


51) 
(See Unit-IV, Page ay a i 
M system. (See Unit-IV, Page ny 
M air-interface standard specification, oat) 
a (See Unit-IV, Page 22: . <4 
‘mMonaing new revised syllabus of RGR itis not included in 


(10) 


Wireless and Mobile Computing (VII-Sem.) 
ISM network 


(d) Draw and explain the ¢ 


architecture, 


í (See Unit-IV, Page 227, 9,43) 
Wr 
Explain the architec! 

ecture em. WI 
REON ure of GPRS system. What are the enhancements 
Unit-111 
3. (a) Write WLAN advantages and disadvantages. 


7 (See Unit-II, 
(b) Define HiperLAN technology =e 


(c) Whatare the limitations of mobile TCP ? 


A p (See Unit-IV, Page 193, Q.15) 
(d) wie and explain the four major challenges for implementing wireless 


(See Unit-III, Page 118, Q.2) 

Or 
Draw and explain the architecture of 802.1 1a, 802.11b and 802.1 Ig. 
(See Unit-III, Page 141, Q.29) 

Unit-IV 
4. (a) Explain deregistration process in mobile IP. 

(See Unit-III, Page 174, Q.53) 
(b) Briefly explain applications of mobile IP.(See Unit-III, Page 174, 
(c) Define mobile TCP with its objectives. (See Unit-IV, Page 191, Q.10) 
(d) Write and explain seven major differences between MANET and 
wireless sensor networks. = 

Or 

Draw a figure and explain the operation of mobile IP. 

(See Unit-I1l, Page 163, Q.45) 


Unit-V 
5. (a) Write any five viruses names and purpose. 
(b) What are worms ? How to prevent them ? ; * 
(c) Why Trojan horse is harmful for computer ? p 
(d) Explain intrusion detection en How it works ? 
r 
Explain firewall and what are the n t, ois 


ee 


17-702 
B.E. (Seventh Semester) 
EXAMINATION, Dec. 2016 
WIRELESS AND MOBILE COMPUTING 


tions. In each question part A, B, C is 
Jlabus of R.GP.Y. itis not included in syllabus 


(11) 


Note: (i) Answer five ques 
So ew revi 
x Now, according to new revised sy! 


1 


2. 


3. (a) What is IEEE 802.11 ? 


Wireless and Mobile Computing (Vil-Sem.) 
it 


y and D part has internal choice 


compulso’ A 

(ii) All parts of each questions are to be attempted at One 

(iii) All questions carry equal marks, out of which 

(Max. 50 words) carry 2 marks, part C (Max, 199 Word 

3 marks, part D (Max. 400 words) carry 7 marks, ha 

(iv) Except numericals, Derivation, Design and Dr, 
Unit-I 


Place 
TA and p 
) carry 
awing ete, 


(a) What is antenna ? 


* 
(b) Write different types of fading. Explain how each one 4 


typically occurs, 


we 
(c) What is handoff ? Explain different handoff initialization techniques 


with suitable diagram. (See Unit-IV, Page 219, Q.35) 
(d) Discuss the various effects of mobile radio propagation. 
(See Unit-I, Page 215, Q.32) 


Or 
Compare between SDMA, TDMA, FDMA and DAMA. +e 
Unit-IT 
(a) What is UMTS ? halal 
(b) What do you understand by mobility management ? bs 
(c) What is DECT and TETRA ? = 


(d) Describe the GSM network architecture in detail with the help of 
diagram. (See Unit-IV, Page 227, Q.43) 
Or 
Discuss the different types of mobile service provided by GSM. 
Explain each in brief. (See Unit-IV, Page 225, Q.42) 
Unit-IIl 
(See Unit-INI, Page 134, Q.19) 
(b) Write about MAC sub layer. (See Unit-III, Page 151, Bi 
(©) What will be the impact on piconet in Bluetooth devices are connected 
to mobile units ? Explain, 
(d) Draw and explain HIPERLAN-2 protocol stack. 
r AEN, 
What are the MAC iti nb 802.11 that are not provides ‘ 
the traditional LAN such as 802.3 ? (See Unit-Ill, Page 155, 2- 
Unit-IV we 


wx 


4. (a) Whatis WAP? 


(b) Explain how mobile internet (mobile IP) protocol works- a 
T (See Unit-II, Page 1 y 
‘OW, according to new revised syllabus of R.G P.V., it is not included in sy! 


(12) 


Q.46) 
Jlabus 


Wireless 


a and Mobile Computing (Vil-Sem.) 
ite a brief notes on Snooping TCP and mobile TCP. 
(d) What is DHCP 9 Ho 


(See Unit-IV, Page 192, Q.11) 
allocation ? 


w does DHCP Support dynamic address 


Or 


Expla 
plain how routing is performed on ad-hoc networks. 


(See Unit-I1l, Page 174, 0.54) 
$ iv Unit-V 
5. (a e erate 
(a) hat do you understand by term intrusion detection ? 
(b) Write the different types of viruses, 
(c) Write a brief notes on biometrics and authentication system. tl 
(d) Define the three classes of int i 


ruders y 
and mention and intrusion techniques to protect from the intruders. 
Or 


What is firewall ? Explain the design principle of firewall 


IT-702 (GS) 
B.E. (Seventh Semester) 
EXAMINATION, Dec. 2017 
Grading System (GS) 
WIRELESS AND MOBILE COMPUTING 


Note: (i) Attempt any five questions. 
(ii) All questions carry equal marks, 
1. (a) What is antenna ? Give its types and their radiation pattern, ** 7 


(b) Describe wireless propagation modes and explain how a signal radiated 
along these modes. #7 

2. (a) What is fading ? Describe flat and selective fading. 
(b) What are the benefits of spread spectrum technique ? Explain DSSS 

and FHSS techniques. (See Unit-I11, Page 146, Q.35)7 
Name the main elements of the GSM system architecture and describe 
their functions. (See Unit-IV, Page 227, Q.43)7 
Give reasons for a handoff in GSM and the problems ciated 
with it. What types of handover can occur ? 7 
(See Unit-IV, Page 240, Q.56) 

What do you understand by Wireless LAN ? Write advantages and 
disadvantages of WLAN. (See Unit-III, Page 119, Q.4)7 


**Now, according to new revised syllabus of R.GP.Y., itis not included in syllabus 


+7 


(b) 


4. (a) 


(13) 


Wireless and Mobile Computing (VII-Sem.) 
it 


: i re of Bluetooth networks, 5 
(b) Explain architectu. PA S. Discuss ni 
applications of Bluetoo 4 kus 
i ving — 
Explain the following 
aS rg Hidden and exposed terminals problems ; 


(ii) Near and far terminals problems. 
(See Unit-I1, 
(b) Discuss the requirements and architecture of HIPE 47 
6, (a) What is Ad-hoc network ? Write characteri tics applications of 
Ad-hoc networks. (See Uni TIL, Page 130, Q.14)7 
(b) Describe snooping TCP. Write advantages and disadvantages of 
snooping TCP, (See Unit-Iv, Page 190, Q.8)7 
7. (a) Explain intruder. Discuss intrusion detection techniques, +7 
(b) Write and explain firewall design principles. 


(See Unit-1, Page 47, Q.50) 


8. Write short notes on any two — 14 
(a) DHCP oy 
(b) CDMA +e 
(c) World Wide Web ee 
(d) Trojan horse defence. ial 


IT-7003 (CBGS) 
B.E. VII Semester 
EXAMINATION, November 2018 
Choice Based Grading System (CBGS) 
WIRELESS AND MOBILE COMPUTING 
Note: (i) Attempt any five questions. 
(ii) All questions carry equal marks. p 
(a) What is antenna ? Give its types and their radiation pare, is 
(b) Describe wireless Propagation modes and explain how a signa 
í along these modes, lain large 
* (2) Whati fading ? Describe slow and fast fading, Also explain large 
‘tale and small scale fading, in the 
y a Specialized MAC iP ised in wireless network z Expat eat 
Problems associated with ‘hidden and exposed terminals 27, Q.10) 
3 and far terminals’, (See Unit-III, Page 1 Explain 
© (8) What are the various mobile services provided by GSM ? F Q.42) 
py Sachin brief, (See Unit-IV, Page 225, ciated 
(b) ae jasons for a handover in GSM and the problems asso 
MAL What types of handover can occur ? 40, 56) 
aH, (See Unit-IV, Page 240, “ae 
om Acording one revised syllabus of .GPY, itis not included in sylla! 


+e 
diated 
kk 


(14) 


Wireless and Mobile Computing (VII-Sem.) 
4. (a) Explain GPRS architect 
(b) Explain the protocol 

5. (a) What do you under: 
important requireme: 


ure and reference model ied 
architecture of DECT system, bia 
Stand by wireless LAN ? 


Write down some 
nts for wireless LANs, 


(See Unit-I1, Page 117, Q.1) 
Standards and basic architecture of IEEE 
(See Unit-I11, Page 141, Q.28) 

lain the basic operation of mobile IP. 
(See Unit-III, Page 163, Q.45) 
How can DHCP be used for 
plain, ” 
vantages, explain indirect TCP. Explain 
(See Unit-IV, Page 190, Q.7) 
ification of intruders, ** 

g- 

(See Unit-I, Page 47, Q.50) 


(b) Explain various IEEE 802 
802.11 standard, 
6. (a) What is mobile IP ? Expl; 
(b) What is the basic purpose of DHCP ? 
mobility and support of mobile IP ? Ex 
7. (a) With advantages and disa 
snooping TCP, 
(b) What is an intruder ? Describe the class: 
8. Write short notes on any two of the followin, 
(a) Firewall design principle 
(b) HIPERLAN 
(c) WSN. 


te 


IT-7003 (CBGS) 
B.E. VII Semester 
EXAMINATION, November 2019 
Choice Based Grading System (CBGS) 
WIRELESS AND MOBILE COMPUTING 

Note: (i) Attempt any five questions. 

(ii) All questions carry equal marks. sasi 
1. Attempt all the parts — . 2 =i 
(a) Describe the antenna, antenna types and its radiation pattem. ** 
(b) Defined the role of multiple access technique in wireless network, 
Also explain SDMA, DAMA, PRMA. seen 

empt all the parts — 3 S 2 : 
a Wi the help of diagram, explain system architecture of GSM. Also 
how the interfacing between different subsystems along components 
bf each subsystem. (See Unit-IV, Page 230, Q.47) 

il rocess of ce dover when a mobile station move. 
(b) Describe the process of call handov aaa Tepe t Os 
2x7=14 
Pe “tempt all the pars col architecture with a neat diagram. 
(a) Explain the IEEE 802.11 protocol arc! eaten Page 142 Q31) 
f e evices and their security 
(b) Discuss the features of bluetooth enabled devices an ity 


2*7=14 


features. 
4. Attempt all the parts — pie 
**Now, according to new revised syllabus of R.GP.V., 
(15) 


itis not included in syllabus 


Wireless ana Mobile Computing (VII-Sem, ) 


(a) Differentiate between traditional TCP a i 
the working of indirect TCP, fet ree SO expe 
(b) Illustrate the TCP connection timeo ae 199.1 


ut freezin 12) 
x4 8 of j 
priced: (See Unit-ly, py” ission 
5. Attempt all the parts — Be 4,Q.17) 
. 2 
(a) What are the components of a virus ? Discuss t xT 
life time of a virus. S the four phases in the 
(b) Explain the design principle of firewall and its types R 
(See Unit- 


6. Attempt all the Parts - 


(a) Illustrate the problem of near and far te 
control. 


I, Page 52, Q.55) 


; 2x7=14 
Tminals in med: 


k ium access 

(See Unit-I1, Page 128, Q.11) 

(b) Explain the protocol architecture of hiperlan and also mark the 
advantage and disadvantage of hiperlan, 


ti 
7. Attempt all the parts — 2x7=14 
(a) Compare and contrast I-ICP, snooping TCP and mobile TCP. 


(See Unit-IV, Page 192, Q.13) 
(b) Explain the following with respect to mobile IP — 
(i) IP packet delivery 
(ii) Agent discovery 
(iii) Registration. 
(See Unit-III, Page 174, Q.51) 
8. Attempt all the parts — 2x72 i 
(a) Draw the explain GPRS architecture. s N 
(b) How authentication is possible in wireless LAN ? List and mas 
the possible attacks on such network. (See Unit-III, Page 120, Q.5) 


pee 


r bus 
— i in syllal 
Now, according to new revised syllabus of R.GP.V., it is not included 


(16) 


